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Abstract

The Internet of Things (IoT) has become increasingly popular, opening vast application
possibilities in different fields including smart cities, healthcare, manufacturing, agriculture,
etc. IoT comprises resource-constrained devices deployed in Low Power and Lossy
Networks (LLNs). To satisfy the routing requirements of these networks, the Internet
Engineering Task Force (IETF) created a standardised Routing Protocol for low-power
and Lossy Networks (RPL). However, this routing protocol is vulnerable to routing
attacks, prompting researchers to propose several techniques to defend the network
against such attacks. Machine learning approaches demonstrate effective ways to detect
such attacks in large quantities. Therefore, this paper systematically synthesised 17
publications to compare the performance of traditional and advanced machine learning
algorithms to identify the best algorithm for detecting RPL-based IoT routing attacks. The
findings of this paper show that machine learning algorithms are capable of effective
detection of many routing attacks with high accuracy and a low False Positive Rate.
Furthermore, the results demonstrate that on average, advanced machine learning
algorithms can achieve an accuracy of 96.03% compared to traditional machine learning
algorithms which achieved 91.67%. Traditional machine learning algorithms demonstrated
the best performance on average False Positive Rate by achieving 2.75% compared to their
counterparts which gained 4.79%. However, Random Forest showed the best performance
and outperformed all the algorithms in the selected publications by achieving over 99%
accuracy, precision and recall.

Keywords: RPL, IoT, LNNs, Machine learning, routing attacks

1. INTRODUCTION

The IoT is a paradigm of interconnected devices which collect and exchange data
with each other from an environment of deployment and share the data over the
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internet to achieve a particular goal [1]. This paradigm is used in a wide range of
applications including home security management, industrial automation, smart
energy monitoring and management, surveillance and military, smart cities, and
farming, etc.

Due to its characteristics and nature, loT has limitations regarding energy,
memory, and computational capabilities, which traditional routing protocols
cannot satisfy[2]. The Internet Engineering Task Force (IETF) working group
designed and standardised Routing protocol for low-power and Lossy networks
(RPL) to satisty the routing needs of Low Power and Lossy Networks (LLNS) and
to enable the resource-constrained devices to communicate their routing
information among themselves and route their observed data to the root node[3,
4]. However, RPL as the DE facto routing protocol in IoT is susceptible to
different routing attacks (i.e. flooding, sinkhole, worst parent attacks, etc) [5].
Routing attacks pose a great threat to the RPL-based IoT and can affect its
performance and functionalities [4].

Different defence techniques against routing attacks in RPL-based IoT have been
studied in the recent past, including the secure protocol, IDS and machine
learning-based [6-8]. Machine learning techniques are currently new and more
effective techniques used to deal with routing attacks in RPL as compared to
traditional approaches [9]. Machine learning helps to analyse the IoT attack data
and make accurate predictions in detecting routing attacks. This paper presents
the findings of the Systematic Literature Review (SLR) method which is employed
to identify the best-performing machine-learning algorithm to detect routing
attacks in RPL-based IoT. Several SLR studies have been conducted in the past to
try and find gaps in the machine learning-based detection techniques in RPL-based
IoT[10-12]. Unlike in [13] in which authors highlighted strengths and limitations
of machine learning algorithms, our study’s primary objective is to use the SLR
method to identify the best-performing machine learning algorithms. However,
authors in [14] highlighted that most studies use private or self-generated datasets,
which is one of the fundamental drives of our study. The selected studies used
network simulation tools to generate their training and testing datasets, because of
lack of publicly available datasets[13] .

The primary objective of this paper is to use a systematic literature review method
to identify the best machine learning algorithm for the detection of routing attacks
in RPL-based IoT. Contributions of this paper are that the study uses the SLR
method to select and screen publications for inclusion and exclusion,
Furthermore, provides a compressive summarised review of studies which
proposed machine learning algorithms to act against routing attacks in IoT, Lastly,
the study identifies the best-performing machine learning algorithm from the
included publications

Lanka Chris Sejaphala, V usimuzi Malele, at all | 2049



Journal of Information Systems and Informatics
Vol. 6, No. 3, September 2024

p-ISSN: 2656-5935 http://journal-isi.org/index.php/isi ¢-ISSN: 2656-4882

The rest of the paper is organised as follows: Section 2 presents a critical review
literature in this area. Section 3 we propose our robust SLR methodology including
inclusion and exclusion criteria followed to achieve relevant publications. Section
4 gives insight into the findings and analysis. Last, Section 5 concludes this paper
by highlighting a summary of findings, limitations of the study, recommendations
and scope of future work.

2. METHODS

This paper adopts the Systematic Literature Review (SLR) methodology to
systematically source, analyze, and synthesize data into insightful information, with
the aim of addressing the research question and presenting the findings in a
comprehensive manner. The research design followed for the SLR is illustrated in
Figure 1, outlining the structured process undertaken to achieve the objectives of
this study. The design encompasses stages 2-5, which are essential for the selection
and inclusion of relevant publications for the review.

Screening & exclusion
of studies by

Yearand language
IS\ berof selected studies 73

Duplication

chnique' OR'IDS'OR

ngattacks')

Number of resultantstudies 51

Number of selected studies 33
Full-textreading
Number ofincluded studies 17

Figure 1. The adopted SRL research design.

Identification of databases

(rplOR'routingprotocol' OR'6LOWAP') AND (iot OR

AND (Machine Lear!

e

The SLR approach employed in this paper consists of six critical stages. These
stages ensure a rigorous review process, allowing for a systematic collection and
evaluation of relevant literature. The stages are as follows:

1. Stage 1: Formulating the key research question. The research question
that guides this study is: Which machine learning algorithm, based on the
synthesized publications, demonstrates the best performance in terms of accuracy,
precision, and recall?

2. Stage 2: Defining search keywords. This stage involves selecting specific
keywords to narrow down relevant studies within the scope of machine
learning in RPL (Routing Protocol for Low-power and Lossy Networks)
and IoT (Internet of Things).
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Stage 3: Identifying academic databases. Relevant academic libraries were
identified to source publications, including reputable databases such as
IEEE Xplore, ScienceDirect, MDPI, and Springer. These sources
provide a wide range of high-quality peer-reviewed articles.

Stage 4: Screening and inclusion of studies (as detailed in Table 1). This
stage involved the selection process, where studies were screened based
on predefined criteria. A total of 73 studies initially met the year and
language criteria, but after screening, 22 duplicate studies were excluded,
18 studies were dismissed due to irrelevant titles or abstracts, and 16 were
excluded due to the unavailability of full texts. As a result, 17 studies wete
ultimately included for analysis.

Stage 5: Data extraction and synthesis. In this stage, data were
meticulously extracted from the selected studies, and the relevant
information was synthesized to ensure meaningful insights were drawn.
Stage 6: Presentation of findings. The final stage involves presenting the
synthesized findings derived from the SLR process, which will be
discussed in detail in the subsequent section of this paper.

Table 1. List of Publications selection criteria

Inclusion Exclusion

Published between 2018 & 2023 A study is a duplicate

Written in the English language Published in a language other than
English

A study remains within the borders Not relevant to the scope of this

of machine learning in RPL and/or article

IoT

A study is a journal article, a book Is a grey literature

chapter and a conference proceeding

Full-text reading is available Full-text reading is not available

3.

RESULTS AND DISCUSSION

3.1 SLR Results

This section presents the findings of the Systematic Literature Review conducted
in this paper. The main objective of this paper is to compare the performance
results of machine learning algorithms from different studies in detecting routing
attacks in RPL-based IoT. The selected studies used self-generated datasets from
different simulation tools (e.g., Cooja, MATLAB, NetSim and OMNeT++) to
develop and fit their selected machine-learning algorithms. However, some of the
tindings of this paper are that most studies that try to defend IoT using machine
learning algorithms do not:
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1. Demonstrate the impact of the observed attacks
2. Energy consumption of the proposed models is not well addressed
3. The placement strategy of the detection model is not presented
4. The proposed techniques only classify or detect the attacks, they do not

identify intruders nor mitigate the attacks.

In this paper, we have summarised the findings of different studies comparing
traditional and advanced machine learning algorithms in Tables 2 and Table 3
respectively. Table 3 displays a comparison results of different traditional machine
learning algorithms from synthesised studies. Only one study from the selected
studies had fitted Random Forest (RF) in their generated dataset.

Table 2. Performance metrics of traditional machine learning algorithms
RF DT KNN Naive Bayes Google AutoML SVM

Accuracy  99.30 92.69 95.12 75.95 - 95.30
Precision  99.20 88.03  90.90 96.40 93.30 92.91
Recall ~ 99.30 80.10 86.60 89.35 93.30 94.31
F1-Score 99.30 84.75 87.15 96.10 93.30 94.13
FPR - 1.82 5.40 0.87 - 291

From the results, it appears that RF outperformed all the selected algorithms
achieving an accuracy of 99.30% followed by SVM which achieved an accuracy of
95.30%. However, Naive Bayes outperformed both RF and SVM in terms of
precision and FPR achieving 96.40% and 0.87% respectively; followed by DT
which achieved an FPR of 1.82%. Though Naive Bayes' accuracy is the lowest it
displayed exceptional results following RF though its FPR is not known. Figure 2
presents a graphical representation of Table 2. It displays averages of the evaluated
performance metrics of traditional machine-learning algorithms.

Avrg Performance of Traditional ML

100.00 91.67 93.46 90.49 92.46
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60.00
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Figure 2. Performance metrics of traditional machine learning algorithms
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On average the traditional machine learning algorithms achieved an accuracy of
91.67% and an FPR of 2.75%. This is however acceptable given their ability to
produce such a low FRP and a precision of 93.46%.

Table 3 presents the results of advanced machine learning algorithms. As
presented below Reinforcement learning algorithms outperformed all the
algorithms in terms of accuracy, precision, Recall and F1-Score; in its performance,
it achieved more than 98% in all the performance metrics but incurred a higher
FPR of 8% which is still good but not acceptable. Followed by Neural Network
(NN) which achieved an accuracy of 97.88% but ensembled achieved a higher
precision and recall of 96.70% and 96.52% respectively. Moreover, Multi-Layer
Perceptron (MLP) achieved the lowest FPR and second highest F1-Score of 98%.

Table 3. Performance metrics of different advanced machine learning

Metrics NN MLP Ensembled Log Regression Reinforcement

Accuracy  97.88 91.11 96.50 96.18 98.50
Precision  92.00  96.00 96.70 95.65 98.60
Recall 92.00 93.85 96.25 93.44 98.00
F1-Score  92.00 98.00 - 90.80 98.50
FPR - 1.16 - 5.20 8.00

Advanced machine learning algorithms appear to have achieved over 94% on all

the performance metrics i.e., accuracy, precision, recall, and f1-score and below
5% of FPR as displayed in Figure 3.

Avrg Performance of Advanced ML
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Figure 3. Performance metrics of advanced machine learning algorithms

Lanka Chris Sejaphala, V usimuzi Malele, at all | 2053



Journal of Information Systems and Informatics
Vol. 6, No. 3, September 2024

p-ISSN: 2656-5935 http://journal-isi.org/index.php/isi ¢-ISSN: 2656-4882

From the results in Figure 2 and Figure 3, it is evident that advanced machine
learning algorithms yield significant performance in detecting routing attacks.
However, they turn out to incur a higher false alarm as compared to traditional
machine learning algorithms. However, results in Table 3 and Table 4 demonstrate
that Random Forest achieves significantly higher accuracy and precision, Recall
and F1-Score. However, Naive Bayes demonstrated a very low False alarm
percentage of 0.87%. Furthermore, Reinforcement learning achieved higher
accuracy, precision and recall percentages followed by ensembled learning then
MLP coming second in F1-Score. From the presented results, on average, it can
be concluded that traditional machine learning algorithms seem to excel in
maintaining a very low FPR while advanced machine learning algorithms are good
at producing higher accuracy and precision. However, individual algorithms
demonstrate that Random Forest yields the best result as compared to all the
algorithms presented in this paper.

3.2 Discussion

As recent works suggest, intelligence defense techniques are prominent solutions
to defend against attacks in IoT [14, 15], particularly machine learning as it
improves the attack detection rate using efficient learning techniques [16]. In their
study [16], the authors proposed a machine learning-based technique to detect
version number, rank, and DoS attacks. The technique employs a Support Vector
Machine (SVM) integrated into each node of an RPL-based IoT.

In 2021, a Random Forest classifier [17] was proposed to defend IoT against five
types of attacks. Although the proposed technique achieves a high detection rate,
it does not mitigate the attacks. The authors in [18] proposed a reinforcement
learning model for Software-Defined IoT networks to combat rank attacks. Their
experimental results demonstrated that a State Action Reward State Action
(SARSA) model is more effective in facilitating the implementation of Intrusion
Prevention Systems.

The study [19] compared the performance of four supervised-learning algorithms,
namely Logistic Regression, SVM, Gaussian Naive Bayes, and Neural Networks,
to detect version number attacks. The Neural Network outperformed traditional
machine learning algorithms and achieved an accuracy of 97.76%. Another study
[20] proposed a distributed One-Class SVM (OCSVM) to detect outliers related
to 10 types of attacks. The results of the OCSVM are communicated to a hybrid
centralized IDS. However, the OCSVM adds energy consumption overhead.

To address blackhole, sinkhole, decreased rank, and selective forwarding attacks,

the study [21] proposed a fuzzy KNN classifier. The authors in [22] proposed an
ensembled classifier consisting of SVM, Naive Bayes, and a Decision Tree to
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detect blackhole, hello flooding, and version number attacks. The results show
that using the ensembled method yields higher performance than a single classifier.
The authors in [23] compared the performance of Microsoft Azure SVM, Decision
Tree, and Google AutoML to detect rank and blackhole attacks. Google AutoML
achieved a higher precision of 93.3% and outperformed Microsoft Azure’s SVM
and Decision Tree based on other evaluation metrics. In [24], the authors
proposed an Artificial Neural Network using Multi-Layer Perceptron (MLP) to
detect rank attacks in RPL-based IoT. The proposed technique produced a
precision of 100% and an accuracy of 96%. However, the technique does not
mitigate the attack, and no placement strategy was provided.

The study [25] compared the performance of SVM and Binary Logistic Regression
(BLR) to detect sinkhole attacks in IoT. The results indicated that BLR
outperformed SVM, and it was implemented for detection. However, the energy
consumption of the proposed BLR was not presented, though it is reported to be
lightweight. The study [26] proposed an ensembled method to detect seven
routing attacks in RPL-based IoT. This study utilized the RPL-NNIDS17 dataset
to train and test the proposed technique.

The authors in [27] proposed a Reinforcement-learning technique to defend
against eight routing attacks in RPL-based IoT. The technique combines
homogeneous machine learning algorithms, such as SVM, Decision Tree (DT),
KNN, K-Means, and Logistic Regression. To achieve optimum performance, they
used Deep Q-Network (DQN) and Double DQN (DDQN) to approximate the

Q function for value-action selection.

The work in [28] investigated the performance of SVM, Logistic Regression (LR),
and Gated Recurrent Unit (GRU)-based Deep Learning to defend against hello
flooding attacks in RPL-based IoT. Their results indicated that GRU
outperformed both SVM and LR, yielding higher accuracy and PDR. The
proposed technique, implemented with Recurrent Neural Networks architecture,
is used to classify malicious nodes and mitigate hello flooding attacks.

The authors in [29] proposed a hybrid Deep Learning Artificial Neural Network
(DANN) to classify network traffic. The performance of the proposed technique
was compared with J48, SVM, KNN, and Long Short-Term Memory (LSTM),
with DANN achieving 98% accuracy and a 92% F1-Score. To detect rank and
wormbhole attacks, the authors in [30] proposed a Machine Learning Lightweight
Gradient Boost Machine Model (ML-LGBM) to classify rank, wormhole, and
normal attacks. In their study, they compared the performance of GRU-DL, SVM,
Gradient Boost (GB), and Extended Gradient Boost (XGB), with the proposed
technique showing better performance in terms of accuracy and precision.
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The study [9] proposed a stacking ensembled method that combines the results of
C4.5 and SVM. This technique was integrated into a Hybrid IDS to detect seven
routing attacks in IoT. The study compared C4.5, MLP, SVM, and Naive Bayes,
with the experimental results showing that the ensemble of C4.5 and SVM
outperformed other individual techniques in terms of accuracy and false alarms.
The study [31] proposed the ProSenAD model to detect rank and wormhole
attacks. The proposed technique optimizes LGBM for multiclass classification to
detect protocol-specific and sensor network attacks. The authors compared
several machine learning algorithms, but the ProSenAD model outperformed
them in terms of classification accuracy.

Table 4 summarises the findings of this paper, outlining the strengths and
limitations of the study and proposed defence technique, names and number of
attacks addressed, and whether the study demonstrates the impact of the studied
attacks or not; furthermore, demonstrates if the proposed technique mitigates the
attacks or not. Lastly, the machine learning algorithms were investigated, and the
size of the dataset used in the study.

Table 4. Summarised findings from the included publications

5 b1 g < g 7] g
e p E £ - :
(/E) -—84O g i § .g g 8
k A s @ = < g
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[17] SVM Generated 4 the proposed ~ Though the ~ Version Yes
-NA technique proposed Number,
achieves more  technique Rank, DoS
than 90% achieves Attack
accuracy and acceptable
consumes less  petformance
energy as results, the
compared to number of
base RPL malicious
nodes is not
mentioned
[16] Random Generated 6 Achieves The UDP Yes
Forest -NA 99.46% technique Flooding,
Classifier detection rate  does not Selective
mitigate the Forwarding,
attacks Blackhole,
DIS
Flooding,
ICMPv6
Flooding
[18] State Action  Generated 1 It is said the Only one Rank No
Reward State - NA proposed malicious
Action technique
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From Table 4 presented the evident that machine learning algorithms are capable
of addressing several routing attacks where we see over only 5 studies out of 17
addresses only one attack. However, most of the studies we synthesised did not
disclose their dataset size which also affect the performance of the machine

learning algorithms.

4. CONCLUSION

In conclusion, machine learning algorithms display an effective and efficient way
to detect routing attacks. From the studies that were synthesised, it is evident that
machine learning algorithms can detect many routing attacks with high accuracy
and precision while also displaying a significantly low False Positive Rate. This
paper investigated the performance of different machine-learning algorithms from
17 publications that met the inclusion criteria of this paper, and it was discovered
that between traditional machine learning and advanced machine-learning
algorithms, on average advanced machine learning demonstrated the best
performance over traditional machine-learning algorithms. However, this paper
aims to identify the best machine learning algorithm from the synthesises
publications. It was then discovered that Random Forested demonstrated the best
results in terms of accuracy, precision, Recall and F1-Score. Although dataset size,
feature engineering techniques used, number of features selected, number of
attacks, and training time are some of the factors that are to be considered,
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however, they are not within the scope of this paper but are to be considered. In
future, the authors intend to generate datasets of different attacks and legitimate
traffic using one of the simulation tools described in the literature to compare the
performance of machine learning algorithms. The authors will train and test the
algorithms on the same dataset and consider all factors mentioned, furthermore,
propose the best-performing model for implementation to defend IoT against
routing attacks.
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