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Abstract 
 

Cloud-based online learning is the electronic learning activity that supports teaching and 
learning (T&L) that could be done from anywhere and in the world. Some of its benefits 
are scalability and affordability that could in a decision-making support on the mechanisms 
of material selection. Cloud computing has been adopted by most universities around the 
world. In this regard, lecturers and students will use it to facilitate T&L; however, due to 
concerns of information technology or systems security, cloud-based online learning users 
are also not immune. In this regard, the users could be affected by different cybersecurity 
attacks. In this paper, a systematic literature review method was used to sift the different 
models and solutions used to address the cybersecurity concerns surrounding cloud-based 
online learning. A brief Likert-scale questionnaire was used to obtained data that could 
corroborate the systematic literature findings. In this regard, a group of 20 online learning 
designers were sampled as participants. It was found that the confidentiality, integrity, and 
availability issues are a concern. This led to issues of security awareness, authentication and 
blended attacks being issues. In this regard, a cloud-based online learning model is not 
immune from security issues. In this paper, a conceptual framework as the line-of-defense 
is proposed as a solution towards having a cybersecure cloud based online learning.   
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1. INTRODUCTION 
 
Education 4.0 has seen to it that online learning such as electronic learning (e-
learning), mobile learning (m-learning) and distance learning using technology, 
among other things have one thing in common, the connection and use of the 
internet. Most of these online learning education models are implemented and 
facilitated through a cloud-based learning management system (LMS). The latter 
is known as the cloud-based online learning [1, 2].  

 
Cloud-based LMS allows educators and learners to access the platform from 
anywhere and at any time. Cloud based LMS do not require the installation of 
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hardware or software as everything is provided through cloud computing. For 
example, all the data is stored in the cloud making it possible Wifi and Bluetooth 
enable devices to use the cloud based LMS. Cloud-based LMS also allows social, 
economic, scientific and engineering tools to be embedded on it. For example, 
Facebook, games, simulations, and virtualization are now part of the cloud based 
LMS [3]. Cloud-based LMS facilitate cloud-based online learning. 
 
Cloud-based online learning is the modern way of conducting classes that takes 
place in the cloud connected to the internet. Approximately in every 40–to–60 
seconds the internet is affected by cyber-attacks [4]. In 2022, at most 1–in–5 
internet users were affected by cyber-crime [4]. There are several security concerns 
in the cloud-based online computing environment. Several security concerns such 
as Tenant Security Requirement Manager (TSRM), Lightweight IDS (LIDS) and 
Remote Advanced Attack Detection (RAAD) exist within software as a service 
(SaaS) in the cloud computing environment. SaaS is an efficient, flexible, and low-
cost security service model.  
 
Due to the increase and popularity of cloud-based learning security arises on data 
breaches that hackers could try and use to exploit the security vulnerabilities of the 
cloud [5]. The key cloud security challenges are [6]: (i) Authentication - All 
unauthorized people have access to the data that a cloud user has saved on the 
internet; (ii) Access control - To ensure that only authorized users are promoted, 
the cloud must have appropriate access control policies; and (iii) Policy integration 
- The cloud must have adequate access control measures in place to guarantee that 
only approved users are promoted. Cloud-based learning infrastructure also faces 
the potential vulnerabilities through privacy, and trust issues that might create risk 
to cloud data [7]. In this regard, cloud based LMS plays a vital role as it helps with 
managing authorization, identity management, and authentication. Furthermore, 
network security could also be protected by through firewalls. Furthermore, SaaS 
security issue talks to the idea that it must provide integrity. confidentiality and 
availability across all software application [8]. The most important component is 
user verification, as the administration of passwords might damage security. 
Access should be granted to the appropriate user according to their roles in an 
organization. The role of trusted computing platforms in cloud computing and the 
role of trusted computing in cloud computing.  
 
Cloud based online learning users could be affected by different cybersecurity 
attacks. Against this backdrop, this paper uses a systematic literature review (SLR) 
method to sift for different models and solutions that address the cybersecurity 
concerns surrounding cloud-based online learning. The literature findings were 
validated using the questionnaire that was distributed to a group of online learning 
content designers. This paper adopted the IMRAD paper style. In this regard, 
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despite this introduction, section II briefly discusses the methodology, section III 
briefly discusses the results and validation. The conclusion is provided section IV. 
 
 
2. METHODOLOGY 
 
In this paper the SLR method was adopted. Figure 1 illustrates the research 
strategy that was followed to conduct the SLR. This paper aims to get insight into 
what studies have been published in the domain of cybersecurity cloud-based 
online learning and cloud LMS.   
 

 
Figure 1. The adopted research strategy for conducting the SLR. 

 
2.1 Research Protocol 
 
Selection of Databases – The literature search process involves querying available 
literature on cybersecurity cloud-based online learning and LMS. Most computing 
researchers’ work is indexed and stored in the following digital libraries Scopus, 
Semantic Scholar, Google Scholar, IEEE Xplore, and ACM Digital Library. In 
this regard, for the purpose of this article only the IEEE Xplore, and ACM Digital 
Library were consulted.  
 
Define Research Questions – The research questions were guided by the key concerns 
of general cybersecurity issues and online learning. It was refined through 
preliminary literature that was conducted on cloud based online learning, which 
formed the genesis and crux of this paper. For this paper, the following research 
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questions (RQs) were used as the guide: (i) RQ 1: What are the cybersecurity 
concerns of cloud based LMS? and (ii) RQ2: What is the cloud-based online 
learning cybersecurity models that could be effective for implementation in higher 
education? 
 
Define the Search Protocol – In this paper, the search criterion was set to only focus 
on English written articles published between 2015 to 2023. The following 
inclusion search criterion string was used:   

1) (Cybersecurity AND Online Learning AND (higher education OR 
general*)) 

2) (Cybersecurity AND Cloud-based AND Online Learning AND Models 
AND (higher education OR general*)) 

3) (Cybersecurity AND Model AND Cloud-based AND Learning 
Management Systems AND (higher education OR general*)) 

 
To exclude irrelevant articles, the following exclusion criterion (EC) was used to 
set the boundaries of this SLR method:   

1) EC 1 – Publication is not written in English. 
2) EC 2 - Publication is not related to cybersecurity cloud computing and 

LMS issues.   
3) EC 3 – Publication that is a duplicate or already retrieved from another 

database. 
4) EC 4 – Full text of the publication is not available. 
5) EC 5 – Publication not a peer-reviewed paper. 
6) EC 6 – Publication has been before 2015.  

 
2.2 Research Material and Validation 

 
Research Material extraction – the articles were extracted by narrowing down the 
search criteria based on RQ1 and RQ2. Table 1 provides the details of such 
extraction. In this regard, the thematic analysis was conducted on the extracted 
data.  
 
Research Validation – the questionnaire with the themes was sent to 20 randomly 
selected online designers to determine if they corroborate the themes emanating 
from the extracted data.  
 
2.3 Research Report  
 
This article forms the research report highlighted in Figure 1. The report results 
will be presented in the next section. 
 

 



Journal of Information Systems and Informatics 
Vol. 5, No. 4, December 2023 

p-ISSN: 2656-5935 http://journal-isi.org/index.php/isi e-ISSN: 2656-4882 

 

Vusumuzi Malele | 1627 

3. RESULTS AND DISCUSSION  
 
3.1  Search Results 
 
Cybersecurity and privacy in cloud computing has always been a challenge. 
Different studies have been retrieved from mainly the IEEE Xplore, and ACM 
Digital Library. These articles point and discuss the general cybersecurity, 
cybersecurity for online learning, cybersecurity for cloud computing and 
cybersecurity for LMS. For example, the ACM digital library gave an output of 
632,453 from 1951 to 2023; and when filtered to the relevant years (January 2018 
to January 2023) it yielded 171,441 articles. While IEEE 951 from 2010 to 2023; 
and only 8 from 2017 to 2023. The latter was relevant to cybersecurity for cloud 
based online learning. of the 171,441 articles only 20 closely related to 
cybersecurity for cloud based online learning.  
 

 
Figure 2. Thematic issues in cybersecurity cloud based. 

 

 
Figure 3. Corroboration by professionals. 
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Figure 2 illustrates the thematic areas that emerged from analysis of the extracted 
studies. Thematic areas that still prevalent in cybersecurity cloud-based online 
learning area: data access (confidentiality), data accuracy (integrity), data accessible 
to rightful people who need it (availability), privacy paradox, authentication, 
identification, trust, exploits, vulnerabilities, threats, cybersecurity behavior 
analysis, cybersecurity awareness, system thinking cybersecurity, information 
security and cybersecurity policies, and attacks (flooding, blocking, blended) [8-
20]. For example, flooding attack creates numerous requests in the form of small 
messages which block the entire season preventing the cloud-based client 
(student/lecturer/administrator) from obtaining access. The blocking attack 
usually is the external person who got permission to access cloud-based online 
learning material and then temper with material. Furthermore, Figure 2 illustrates 
thematic areas aligned to intelligent cybersecurity systems such as classification, 
blockchain, neural-networks, social networks, framework and model 
development, anomaly detection, phishing detection, buffer-overflow, and many 
more [21-27]. The above findings led to a thinking of conducting a brief 
questionnaire survey with a sample of 20 online learning designers that work in 
the cloud based online learning environment. The aim of the brief survey was to 
determine or corroborate whether the literature extracted thematic areas (as 
illustrated in Figure 2) align to their experiences. Figure 3 illustrates the findings 
of the survey, showing that all the professionals agreed that attacks, policies, 
privacy and treats are key cybersecurity issues affecting their day-to-day operations.  
  
3.2 Recommendation   

 

 
Figure 4. The cloud base online learning LMS (Source: [2]). 
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Figure 5. An example of the functionality of the proposed conceptual 

framework. 
 
The findings in Section 3.1 led to the investigation of a conceptual framework for 
cloud based online learning architecture or the LMS architecture. Figure 3 
represents a proposed cloud based LMS architecture which was adopted and 
adapted [2]. In this conceptual framework the cybersecurity layer was proposed to 
be included before the online learning users (education institutions clients) could 
access the cloud. This will make sure that the online learning users do not depend 
on the cloud computing’s security policies, but they have a first layer of security 
that defends them before accessing the cloud. The latter creates a two (2) tier of 
protection meaning that cloud-based protection will happen together with on-
premises protection as illustrated in Figure 4. The Tier 1 cybersecurity deals with 
initial incidence, incident responses and Tier 2 cybersecurity deals with threats, 
data damage or loss. With machine learning prediction has made it possible for the 
cybersecurity to be predicted either from the defenders’ side or attackers’ side. In 
this regard, Tier 3 support Tier 1 and Tier 2, as well as dealing with the use of 
cybersecurity tools to conduct predictions, anomaly detection, privacy paradox, 
and classification. In this regard, the proposed conceptual framework will align to 
the NIST security framework [28-29].   

 
4. CONCLUSION   
 
Since cloud based online learning is made up of technologies that could be 
vulnerable to cybersecurity. This paper used the literature review to source the 
importance of cybersecurity in cloud based online learning. It found that the issues 
of cybersecurity on cloud based online learning are still prevalent and could easily 
be thematically categorized.  
 
The obtained themes were validated through a brief questionnaire-based activity 
with the professionals that involved in the online learning environment. The 
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findings corroborate the themes to be factful. Using both the SLR and the 
validation method, a 2-tier conceptual framework was proposed. The future 
studies will concentrate on contributing a 3-tier (prediction and detection of 
threats and attacks) within the cloud based online learning. The latter will help to 
identify and deal with cybersecurity cloud based online learning issues before they 
could happen. 
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