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Abstract. This study evaluates an Xception-based Multitask Self-

Supervised Learning (MSSL) framework for detecting real and 

synthetic visual content across image and video modalities. 

Separate models were developed for CIFAKE images and 

FaceForensics++ videos. Beyond the primary binary-classification 

objective, MSSL integrates three auxiliary representation-learning 

tasks: rotation prediction, patch reconstruction, and artifact-map 

prediction. These tasks are intended to encourage the model to 

learn robust semantic and manipulation-related visual features. 

Experiments used class-balanced subsets of 5,000 CIFAKE images 

and 840 FaceForensics++ videos. For video classification, five 

frames were selected through uniform temporal sampling, and 

frame-level probabilities were averaged to obtain video-level 

predictions; a three-frame setting was also examined. A fixed 

decision threshold of 0.50 was defined a priori and applied 

consistently across both modalities. On CIFAKE, Xception+MSSL 

achieved 92.60% accuracy and 0.9797 ROC-AUC, outperforming the 

baseline Xception model, which obtained 79.60% accuracy and 

0.8937 ROC-AUC. On FaceForensics++, five-frame MSSL achieved 

68.25% video-level accuracy and 0.7365 ROC-AUC, compared with 

62.70% and 0.6652 for Xception. The results indicate consistent 

within-dataset improvements, although cross-dataset and cross-

generator generalization remain unverified. 

 

Keywords: AI-generated, deepfake detection, Multitask Self-

Supervised Learning, Xception, FaceForensics++, CIFAKE. 
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1. INTRODUCTION 

 

The rapid development of artificial intelligence (AI)-generated content technologies has 

significantly transformed the production of visual media through advances in deep 

learning and generative models, including text-to-image, text-to-video, generative 

adversarial networks, and diffusion-based models. These technologies enable AI systems 

to generate highly realistic images and videos that are increasingly difficult to distinguish 

from authentic visual content. AI-generated visual content has been widely adopted in 

creative industries, digital marketing, entertainment, and media production because it can 

reduce production costs and facilitate rapid content creation [1][2]. However, the 

increasing accessibility and visual quality of synthetic content also introduce substantial 

risks, including misinformation, manipulation of public opinion, privacy violations, identity 

misuse, and declining public trust in digital media [3]. Consequently, reliable methods for 

distinguishing authentic visual content from AI-generated or manipulated content have 

become increasingly important. 

 

Previous studies have investigated different approaches for detecting synthetic visual 

content. For AI-generated images, commonly explored approaches include low-level 

artifact analysis, convolutional image encoders, frequency-based representations, and 

hybrid methods that combine global semantic information with local visual features [4][5]. 

For manipulated or synthetic videos, detection methods have additionally exploited 

temporal inconsistencies and spatio-temporal patterns across consecutive frames [6]. 

Although these approaches have achieved promising performance on their respective 

benchmark datasets, their effectiveness may decrease when they are evaluated on data 

generated by previously unseen generative models or obtained from different data 

distributions [7]. Therefore, an important challenge in AI-generated content detection is 

developing visual representations that are less dependent on dataset-specific 

characteristics and can capture complementary characteristics of synthetic content 

within the evaluated modality. 

 

A major factor contributing to limited generalization is the tendency of supervised 

detectors to learn generator-specific or dataset-specific artifacts rather than 

representations that characterize synthetic content more generally [8][9]. For example, a 

detector trained on outputs from a particular generative model may rely on distinctive 
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texture, frequency, compression, or rendering patterns that are not necessarily present 

in content generated by another model. Furthermore, post-processing operations such 

as JPEG compression, resizing, noise addition, and resolution degradation may suppress 

low-level artifacts that conventional detectors use for classification [10]. Existing 

methods also frequently rely on a single feature representation or optimization objective, 

which may limit their ability to capture the heterogeneous traces introduced by modern 

generative techniques [11]. Previous findings indicate that combining complementary local 

and global information can provide richer representations for synthetic-content 

detection [12]. 

 

Self-supervised learning (SSL) provides a potential approach for learning visual 

representations from the intrinsic structure of data rather than relying exclusively on 

class labels [13][14]. In the context of AI-generated content detection, SSL is particularly 

relevant because synthetic-content artifacts may appear at multiple visual levels and can 

vary considerably between generative and manipulation processes. By learning 

representations through auxiliary objectives before or together with supervised 

classification, a model can be encouraged to capture structural and spatial characteristics 

beyond the direct binary classification signal. Such representations may provide 

complementary information for distinguishing authentic and synthetic content [15][16]. In 

this study, SSL is therefore employed as a representation-learning mechanism to support 

the learning of manipulation-sensitive visual characteristics. In particular, the rotation-

prediction task changes the spatial orientation of the input while largely retaining the 

underlying manipulation-related visual traces, as the same transformation is applied to 

the entire image or facial frame rather than introducing new synthetic manipulations. 

Predicting rotations of 0°, 90°, 180°, and 270° encourages the backbone to learn spatial 

and structural relationships within facial regions, providing complementary 

representations that may assist in distinguishing authentic from manipulated faces. 

 

In addition to SSL, multitask learning provides a mechanism for optimizing 

complementary learning objectives within a shared feature extractor. Rather than relying 

solely on binary classification between authentic and synthetic samples, auxiliary 

objectives can guide the backbone toward representations that are sensitive to different 

characteristics of generated or manipulated content [17][18][19]. In the proposed 

framework, the auxiliary learning objectives are intended primarily to complement the 
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main classification task by emphasizing global structural information, local spatial 

characteristics, and manipulation-related artifact regions. The combination of these 

auxiliary objectives with the primary classification objective is intended to provide 

complementary learning signals during representation learning rather than relying solely 

on a single binary classification objective. 

 

Despite these developments, the integration of self-supervised representation learning 

and multitask optimization for AI-generated visual-content detection remains relatively 

limited [20][21]. Furthermore, image and video detection are evaluated separately because 

video contains temporal information absent from still images. Separate Xception+MSSL 

models are therefore trained for each dataset, with images evaluated individually and 

video frame predictions aggregated for video-level evaluation. Thus, this study assesses 

MSSL within each modality and does not claim cross-modal generalization. 

 

The proposed framework adopts Xception as its backbone architecture. Although more 

recent architectures such as EfficientNet, Vision Transformer (ViT), ConvNeXt, and Swin 

Transformer provide competitive visual-recognition capabilities, Xception was selected 

for three main reasons. First, its depthwise separable convolutions efficiently model 

spatial and channel-wise information, which is relevant for identifying subtle texture and 

manipulation artifacts. Second, Xception has been extensively adopted as a reference 

backbone in deepfake and synthetic-media detection studies, making it suitable for 

comparison with previous methods [22][23][24]. Third, using Xception allows this study to 

focus on evaluating the proposed MSSL strategy without the additional complexity of 

larger architectures. Thus, the contribution lies in the learning framework rather than a 

new backbone, and no superiority over EfficientNet, ViT, ConvNeXt, or Swin Transformer 

is claimed because these models were not experimentally compared. 

 

Based on these research gaps, this study proposes an Xception-based MSSL framework 

for AI-generated image detection on CIFAKE and deepfake video detection on 

FaceForensics++. It investigates whether MSSL improves classification performance over 

the corresponding Xception baseline, with frame-level predictions aggregated for video-

level evaluation. The two settings are evaluated separately, and conclusions are limited 

to the evaluated datasets and configurations. Potential applications include media 
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forensic verification and automated content moderation for screening authentic and 

manipulated visual content. 

 

The main contributions of this study are as follows: 

1) An Xception-based MSSL framework integrating rotation prediction, patch 

reconstruction, and artifact-map prediction as auxiliary representation-

learning tasks. 

2) Evaluation of separate models for AI-generated image detection on CIFAKE 

and deepfake video detection on FaceForensics++. 

3) Experimental comparison of Xception+MSSL with the corresponding Xception 

baseline under the same experimental conditions. 

4) Evaluation using accuracy, precision, recall, F1-score, and ROC-AUC, with frame-

level predictions aggregated for video-level evaluation on FaceForensics++. 

 

Table 1 summarizes previous studies in terms of datasets, detection tasks, methods, 

performance, and limitations, highlighting remaining challenges in generalization, dataset 

diversity, and computational efficiency. 

 

Table 1. Related Work 

No Study Dataset Task Method Metrics Limitation 

1 

Bird & Lofi 

(2024), (“CIFAKE: 

Image 

Classification 

and Explainable 

Identification 

of AI-

Generated 

Synthetic 

Images”) 

CIFAKE 

Real vs AI-

generated 

image 

classificatio

n 

CNN with 

hyperparameter 

tuning; Grad-CAM 

Accuracy: 

92.98% 

The study 

focuses on AI-

generated 

image 

classification 

and does not 

address video 

detection or 

cross-modal 

evaluation. 

2 

Batagelj et al. 

(2025), (“Robust 

cross dataset 

deepfake 

detection with 

multitask self 

FF++, DFD, 

Celeb-DF-

v2, DFDC, 

DFDC 

Preview, 

FFIW, DFF 

Deepfake 

detection 

and 

localization 

in videos 

M-Task-SS; one-

class SSL; self-

blending; 

EfficientNet-B4 + 

EVA Transformer; 

multitask 

AUC; IoU; 

PA; mPA 

Robustness to 

unseen 

manipulations 

remains a 

challenge; 

segmentation 

is sensitive to 
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No Study Dataset Task Method Metrics Limitation 

supervised 

learning”) 

classification and 

segmentation 

manipulation-

mask type 

3 

Kusniadi & 

Setyanto (2021), 

(“Fake Video 

Detection using 

Modified 

XceptionNet”) 

FF++, 

Celeb-DF 

Deepfake 

video 

detection 

MTCNN + 

XceptionNet/Modifi

ed XceptionNet; 

transfer learning; 

FPV variation 

Accuracy: 

88.78% 

(FF++); 

83.75% 

(Celeb-DF) 

Overfitting; 

limited 

datasets; 

modified 

XceptionNet 

did not 

consistently 

improve 

performance 

4 

Sahib & AlAsady 

(2022), (“Deep 

fake Image 

Detection 

based on 

Modified 

minimized 

Xception Net 

and DenseNet”) 

140k Real 

and Fake 

Faces: 

70,000 real 

face images 

from 

Flickr/NVIDI

A and 

70,000 fake 

face images 

generated 

using 

StyleGAN 

Fake face 

image 

detection 

Modified Xception + 

DenseNet concept; 

YCbCr 

preprocessing 

Accuracy: 

99.93%; 

F1: 

99.93%; 

Precision: 

99.95%; 

Recall: 

99.91% 

Limited to a 

StyleGAN-

based dataset; 

cross-dataset 

generalization 

was not 

evaluated 

5 

Shivam et al. 

(2025), (“Self-

Supervised 

Learning for 

CIFAR-10 Image 

Classification”) 

CIFAR-10: 

60,000 

color 

images 

(32×32 px), 

10 classes 

Self-

supervised 

image 

classificatio

n 

CNN + Self-

Supervised Learning 

(SSL); multi-task 

rotation prediction 

+ jigsaw puzzle with 

Color Channel 

Permutation (CCP); 

data augmentation 

Accuracy: 

88% 

(combined 

pretext 

tasks); 

85% 

(Jigsaw + 

CCP); 82% 

(rotation 

prediction

); baseline: 

75% 

Evaluated only 

on CIFAR-10; 

scalability to 

larger and 

higher-

resolution 

datasets 

remains 

uncertain; 

higher 

computational 

requirements 

may limit 

deployment on 

resource-
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No Study Dataset Task Method Metrics Limitation 

constrained 

devices. 

6 

Yan et al. 

(2025), (“Self-

supervised 

Feature 

Disentanglemen

t for Deepfake 

Detection”) 

FF++ 

(training); 

Celeb-DF 

v1/v2, DFD, 

DFDC, 

DFDCP 

(cross-

domain 

testing) 

Generalizabl

e deepfake 

detection 

Self-Supervised 

Feature 

Disentanglement 

(SSFD); self-

supervised forged-

image synthesis; 

content/forgery 

feature 

disentanglement; 

conditional decoder 

with AdaIN; 

EfficientNet-B4 

backbone 

Average 

cross-

domain 

AUC: 

80.46%; 

CDFv1: 

82.96%; 

CDFv2: 

78.72%; 

DFD: 

82.43%; 

DFDC: 

78.41%; 

DFDCP: 

79.82% 

Performance 

varies across 

unseen 

datasets and 

depends on 

backbone/mod

el capacity; the 

framework 

mainly 

evaluates face-

based 

deepfake 

datasets, while 

broader cross-

modal and 

real-time 

applications 

remain to be 

further 

explored. 

 

2. METHODS 

 

2.1. Research Framework 

This study proposes a Multitask Self-Supervised Learning (MSSL) approach based on the 

Xception architecture to classify real and AI-generated visual content in images and 

videos. The research stages consist of six stages, namely dataset collection, data 

preprocessing, data splitting, pretraining using Multitask Self-Supervised Learning, fine-

tuning using supervised learning, and model evaluation. The overall research flow is 

shown in Figure 1. 

 

2.2. Dataset 

Two public datasets are used in this study: CIFAKE for AI-generated image detection and 

FaceForensics++ (C23) for deepfake video detection. Although the complete datasets 
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contain 120,000 images and 7,000 videos, respectively, this study uses fixed class-

balanced subsamples rather than the complete datasets. 

 

 
Figure 1. Research Procedure  

 

2.2.1. CIFAKE 

The CIFAKE dataset contains 120,000 images, consisting of 60,000 authentic images 

derived from CIFAR-10 and 60,000 AI-generated images generated using Stable Diffusion 

v1.4 [25].  From the official training portion of CIFAKE, 2,000 real and 2,000 AI-generated 

images are sampled to form the training-validation pool. In addition, 500 real and 500 AI-

generated images are sampled from the official test portion and reserved as the held-

out test set. Therefore, the total number of CIFAKE images used in this study is 5,000 

images, with an equal 1:1 class ratio. 

 

2.2.2. FaceForensics++ 

FaceForensics++ (C23) contains 7,000 videos: 1,000 authentic and 6,000 manipulated 

using six manipulation methods. To address class imbalance, 70 videos from each 
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manipulation method (420 manipulated) and 420 authentic videos were deterministically 

selected, producing a balanced subset of 840 videos. Table 2 summarizes the original and 

selected dataset compositions and class distributions. 

 

Table 2. Dataset Composition 

Dataset Original Dataset Selected Subset Class Distribution 

CIFAKE 120.000 images 5.000 images 2.500 real/2.500 fake 

FaceForensics++ 7.000 videos 840 videos 420 real/420 fake 

 

The detailed train, validation, and test distributions are presented in Table 3. 

 

Table 3. Detailed Train, Validation, and Test Split Distribution 

Dataset Unit Training Validation Testing 

CIFAKE Image 
3.200 

(1.600/1.600) 

800 

(400/400) 

1.000 

(500/500) 

FaceForensics++ Video 588 (294/294) 126 (63/63) 126 (63/63) 

FaceForensics++ 5 

frame 

Face-

frame 

2.940 

(1.470/1.470) 
630 (315/315) 630 (315/315) 

FaceForensics++ 3 

frame 

Face-

frame 
1.764 (882/882) 378 (189/189) 378 (189/189) 

 

The values in Table 3 are obtained from the balanced subsets used in the experiments. 

For CIFAKE, the 4,000-image training-validation pool is divided into 3,200 training images 

and 800 validation images using an 80:20 stratified split, while the 1,000-image test set 

is kept independent. For FaceForensics++, the 840 balanced videos are divided into 588 

training, 126 validation, and 126 test videos using a 70:15:15 stratified split. 

 

2.3. Preprocessing Data 

2.3.1. CIFAKE 

For CIFAKE, the 4,000-image training-validation pool is stratified into 3,200 training (1,600 

real and 1,600 AI-generated) and 800 validation images (400 per class) using 

random_state = 42. A separate balanced set of 1,000 images (500 per class) is sampled 
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from the official test folder and remains independent of training and validation. All 

images are resized to 299 × 299 pixels and normalized using Xception preprocess_input. 

 

2.3.2. FaceForensics++ 

For FaceForensics++, the 840 balanced videos were stratified at the video level using 

random_state = 42 into 588 training (294 real/294 fake), 126 validation (63/63), and 126 

test videos (63/63), preventing frames from the same video from appearing across 

subsets. This corrected split replaces the earlier frame-level procedure; therefore, both 

three- and five-frame experiments use the same 126-video test set. 

 

2.3.3. Frame Selection 

For FaceForensics++, candidate frames are uniformly sampled across each video and 

processed with MTCNN, retaining the highest-confidence face until the required number 

of valid crops is obtained. All 840 videos successfully met this requirement. The detected 

faces are then cropped, resized to 299 × 299 pixels, and normalized using Xception 

preprocessing. 

 

2.4. Model Design and Multitask Self-Supervised Learning 

The architecture integrates Xception with MSSL, using a shared feature extractor 

followed by classification and three auxiliary self-supervised heads: rotation prediction, 

masked image reconstruction, and visual artifact learning. The Xception architecture is 

illustrated in Figure 2 [26]. 

 
Figure 2 . The Xception Architecture [26] 
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Learning multiple tasks simultaneously is expected to be able to produce more 

discriminatory feature representations than the single-task learning approach. The 

design of this research model can be seen in Figure 3. 

 

 
Figure 3. Design the Xception Model with Multitask Self-Supervised Learning 

 

The proposed model consists of an Xception-based shared encoder followed by task-

specific heads. Both the MSSL model and the conventional Xception baseline are 

initialized using ImageNet-pretrained weights, allowing the comparison to begin from 

identical backbone initialization.During MSSL pretraining, three auxiliary tasks are 

employed: rotation prediction, masked patch reconstruction, and visual artifact learning. 

 

2.4.1. Rotation Prediction 

Following the self-supervised rotation-prediction approach introduced by Gidaris et al 

[27]. For each input image 𝑥, a rotation angle is defined in Equation (1): 

 

 𝑘 ∈ {0, 1, 2, 3} (1) 

The image is then rotated as defined in Equation (2): 

 

 𝜃 = 90°	𝑘 (2) 
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The rotation head predicts the corresponding four-class rotation label. The rotation loss 

is defined in Equation (3): 

 

 ℒ!"# = − log𝑃(𝑘7 = 𝑘|𝑥!"#) (3) 

 

Where 𝑥!"# denotes the rotated input and k is the corresponding ground-truth rotation 

class. This task provides a spatial-structure learning signal to the shared encoder. 

 

2.4.2. Masked Patch Reconstruction 

Inspired by the masked-image reconstruction principle used in self-supervised 

representation learning [28], a portion of the input image is masked and the model is 

trained to reconstruct the original visual information. After rotation, a random square 

region is masked from the input image. For the FaceForensics++ pipeline, the side length 

of the masked square is h/4, where h=299, and the location of the masked region is 

randomly selected. The masked image is processed by the encoder, and a transposed-

convolution decoder reconstructs the original rotated image. The reconstruction loss is 

defined in Equation (4): 

 

 ℒ$%#&' =
(
)
‖𝑥!"# − 𝑥;!"#‖* (4) 

where 𝑥!"# is the original rotated image, 𝑥;!"# is the reconstructed image, and N is the 

number of pixels. 

 

For CIFAKE, approximately 25% of pixels are randomly masked, whereas FaceForensics++ 

uses a contiguous square mask. This modality-specific strategy encourages broader local 

dependency learning in low-resolution CIFAKE images and localized spatial 

reconstruction in facial frames, and is explicitly reported for methodological 

transparency. 

 

2.4.3. Visual Artifact Learning 

The visual artifact learning task does not use manipulation masks, manipulation labels, or 

manually annotated artifact regions. Instead, an artifact target is generated from the 

residual between the rotated image and a locally smoothed representation. In the 

implemented pipeline, the smoothing operation uses a 5×5 average-pooling kernel with 

a stride of 1 and SAME padding, the residual target is defined as shown in Equation (5): 
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 𝑟 = |𝑥!"# − 𝐴𝑣𝑔𝑃𝑜𝑜𝑙+×+(𝑥!"#)| (5) 

 

The artifact-learning decoder predicts an artifact representation 𝑟̂, and the artifact loss 

is calculated using mean squared error, as defined in Equation (6): 

 

 ℒ%!# =
(
)
‖𝑟 − 𝑟̂‖* (6) 

Thus, the auxiliary artifact task provides a generic high-frequency and edge-related 

learning signal, rather than a manipulation-specific ground-truth mask or pseudo-label. 

 

2.4.4. Multitask Loss 

Following the general principle of combining task-specific objectives in multitask learning 

[29], the total MSSL objective in this study is formulated as a weighted combination of 

the three auxiliary losses, as defined in Equation (7): 

 

 ℒ-../ = 𝜆!"#ℒ!"# + 𝜆$%#&'ℒ$%#&' + 𝜆%!#ℒ%!# (7) 

 

For CIFAKE, no explicit loss_weights are specified in Keras, resulting in an unweighted 

sum of the three task losses. For FaceForensics++, explicit weights of 1.0, 0.5, and 0.5 are 

used for rotation, patch reconstruction, and artifact learning, respectively. 

 

2.5. Model Training 

Model training consists of MSSL pretraining followed by supervised fine-tuning. MSSL 

uses only the training subset for three auxiliary tasks, while the baseline is fine-tuned 

directly from the same ImageNet-pretrained Xception backbone. During fine-tuning, the 

last 100 Xception layers are unfrozen for CIFAKE and 50 for FaceForensics++, with both 

FaceForensics++ models using the same 10-epoch budget for fair comparison. The 

complete configurations are summarized in Table 4. 

 

Table 4. Training Configuration 

Parameter CIFAKE FaceForensics++ 

Optimizer Adam Adam 

Bcakbone initialization ImageNet ImageNet 
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MSSL pretraining learning rate 1 x 10-5 1 x 10-4 

MSSL pretraining epochs 20 5 

Observed MSSL Pretraining runtime ≈ 35,7 min ≈ 9,7 min 

MSSL batch size 8 4 

Unfrozen Xception layers Last 100/32 Last 50/132 

Fine-tuning epochs 
Grid: 15; best model 

retraining: 20–30 
10 

Observed final fine-tuning runtime ≈ 6,5 min ≈ 8,6 min 

Fine-tuning batch size 8 4 

Classification loss Binary cross-entropy 
Label-smoothed binary 

cross-entropy 

Label smoothing - 0,1 

Early stopping Patience 5 Patience 3 

Learning rate scheduler 
ReduceLROnPlateau, 

factor 0.5, patience 3 

ReduceLROnPlateau, factor 

0.5, patience 2, min LR 10−7 

Decision threshold 0,5 0,5 

 

2.5.1. Hyperparameter Selection 

Hyperparameter tuning is performed using the validation set. The parameters 

investigated include learning rate, dropout rate, and the number of dense units. For 

CIFAKE, model selection is based on validation accuracy. For FaceForensics++, model 

selection is based primarily on video-level validation accuracy, with video-level ROC-AUC 

used as a tie-break criterion. This ensures that the hyperparameter selection is consistent 

with the primary evaluation target of the video experiment. 

 

2.5.2. Random Seed and Reproducibility 

A global random seed of 42 is used for Python's random module, NumPy, and TensorFlow. 

FaceForensics++ video sampling additionally uses deterministic random generators for 

each manipulation method using SEED + method_index, while authentic videos are 

sampled using the global seed. For CIFAKE, train_test_split uses random_state=42. 

However, the initial CIFAKE file-list shuffle in the current implementation is not explicitly 

seeded; therefore, the exact composition of the initially sampled CIFAKE subset may vary 

between runs. 
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2.6. Video-Level Prediction 

For FaceForensics++, the model initially produces a fake-class probability for each 

detected face frame. These frame-level predictions are then grouped according to their 

source video ID. For a video containing N valid face frames, the video-level probability is 

calculated according to Equation (8): 

 

 𝑃0123" =
(
)
∑ 𝑃1)
14(  (8) 

 

where 𝑃1 is the predicted fake probability of frame 𝑖. 

 

The resulting video-level probability is converted into a binary prediction using a fixed 

threshold of 0,50. Thus, the primary evaluation of FaceForensics++ is performed at the 

video level, while frame-level predictions are retained only as supplementary diagnostic 

information. 

 

2.7. Model Evaluation 

The models are evaluated on held-out test data that are excluded from MSSL pretraining, 

fine-tuning, and hyperparameter selection. CIFAKE is evaluated at the image level, 

whereas FaceForensics++ uses video-level predictions obtained by aggregating frame-

level scores from each source video. Performance is measured using Accuracy, Precision, 

Recall, F1-Score, ROC-AUC, and the confusion matrix shown in Table 5. These metrics are 

used to evaluate the effectiveness of Xception-based MSSL in detecting AI-generated 

visual content. 

 

Table 5. Confusion Matrix 

  
Prediction Class 

Positive Negative 

Actual Class 
Positive True Positive (TP) False Negative (FN) 

Negative False Positive (FP) True Negative (TN) 

 

True Positive (TP) and True Negative (TN) represent correctly classified positive and 

negative samples, respectively, whereas False Positive (FP) and False Negative (FN) 

represent negative and positive samples that are incorrectly classified, respectively. 
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The evaluation metrics include Accuracy, Precision, Recall, F1-score, and ROC-AUC [30], 

with Accuracy, Precision, Recall, and F1-score calculated using Equations (9)–(12), 

respectively: 

 

 𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 = 5675)
5675)78678)

 (9) 

 𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 = 56
56786

 (10) 

 𝑅𝑒𝑐𝑎𝑙𝑙 = 56
5678)

 (11) 

 𝐹1 = 2 6!3&191":	×<3&%==
6!3&191":7<3&%==

 (12) 

 

ROC-AUC is calculated as the area under the Receiver Operating Characteristic curve and 

provides a threshold-independent measure of discriminative ability. In contrast, Accuracy, 

Precision, Recall, and F1-score are calculated using the fixed classification threshold of 

0.50. 

 

2.8. Hardware and Software 

All experiments were conducted using a Kaggle Notebook environment with one NVIDIA 

Tesla T4 GPU with 16 GB memory. The primary software components were in Table 6. 

 

Table 6. Hardware and Software Configuration  

Component Configuration 

Computing platform Kaggle Notebok 

GPU NVIDIA Tesla T4 12.8, 16 GB 

Deep learning framework TensorFlow 2.20.0/Keras 3.13.2 

Video processing OpenCV 4.13.0 

Face detection MTCNN via facenet-pytorch 

Video/data bookeeping Pandas 2.3.3 

GPU execution for MTCNN PyTorch cuda 

 

3. RESULTS AND DISCUSSION 

This section presents the performance of Xception+MSSL and the Xception baseline on 

CIFAKE image detection and FaceForensics++ video detection. Video performance is 

evaluated by averaging frame-level probabilities for each source video, with conclusions 
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limited to the evaluated datasets. Before evaluation, learning rate, dropout rate, and 

dense units are optimized, as summarized in Table 7. 

 

Table 7. Hyperparameter 

Learning Rate Dropout Rate Dense Units 

1 x 10-4 0,3 256 

1 x 10-5 0,5 512 

 

3.1. Experimental Dataset Summary 

The experiments use class-balanced subsets. For CIFAKE, 4,000 training images are 

divided into training and validation sets, while 1,000 balanced test images are retained 

independently. For FaceForensics++, 840 balanced videos (420 authentic and 420 

manipulated) are split at the video-ID level to prevent data leakage across subsets. The 

final training, validation, and test distributions are summarized in Table 8. 

 

Table 8. Dataset Summary Used in the Experiments 

Dataset 
Original 

Size 

Selected 

Subset 
Training Validation Testing 

CIFAKE 120.000 5.000 3.200 800 1.000 

FaceForensics++ 7.000 840 588 126 126 

FF++ 5 frame 7.000 840 2.940 630 630 

FF++ 3 frame 7.000 840 1.764 378 378 

 

The video-level test set therefore contains 126 unique source videos for both the five-

frame and three-frame experiments. The difference between the two scenarios is the 

number of frames extracted from each source video, not the number of test videos. This 

corrected protocol replaces the earlier frame-level splitting procedure that produced 

inconsistent test-set sizes. 

 

3.2. CIFAKE Image Classification 

3.2.1. Hyperparameter Tuning 

Hyperparameter tuning was performed separately for both models’ using validation 

accuracy, without involving the test set. The best Xception+MSSL configuration used a 
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learning rate of 1 × 10⁻⁵, dropout of 0.5, and 512 dense units, achieving 95.25% validation 

accuracy, while the baseline achieved 87.25% with 1 × 10⁻⁴, 0.3 dropout, and 256 dense 

units. The selected configurations are summarized in Table 9. These results indicate that 

the two learning strategies favor different optimization settings. However, validation 

accuracy is used only for model selection and is not interpreted as evidence of 

generalization beyond the evaluated dataset. 

 

Table 9. Best Hyperparameter Configuration for CIFAKE 

Model Learning Rate Dropout Dense Units 
Best Validation 

Accuracy 

Xception + MSLL 1 x 10-5 0,5 512 95,25% 

Xception 1 x 10-4 0,3 256 87,25% 

 

 

3.2.2. Overall CIFAKE Performance 

The final test results are presented in Table 9. Xception+MSSL achieved a testing 

accuracy of 92.60% and ROC-AUC of 0.9797, whereas the Xception baseline obtained 

79.60% accuracy and ROC-AUC of 0.8937. The corresponding testing losses were 0.2039 

and 0.4506, respectively. Table 10 presents the overall performance comparison between 

Xception + MSSL and Xception on the CIFAKE dataset. 

 

Table 10. Overall Performance on CIFAKE 

Metric Xception + MSSL Xception 

Training Accuracy 99,91% 88,72% 

Validation Accuracy 95,00% 85,25% 

Testing Accuracy 92,60% 79,60% 

Validation Loss 0,1485 0,3585 

Testing Loss 0,2039 0,4506 

ROC-AUC 0,9797 0,8937 

 

Xception+MSSL achieved a 13.00-percentage-point higher test accuracy than the baseline 

on CIFAKE, with a higher ROC-AUC indicating better class separation. However, this is 
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reported as an empirical improvement rather than a statistically significant difference 

because repeated runs and statistical hypothesis tests were not conducted. 

 

3.2.3. Per-Class Performance on CIFAKE 

Table 11 reports class-specific precision, recall, F1-score, and support. Table 10 presents 

the class-wise performance of Xception + MSSL and Xception on the CIFAKE dataset. 

Table 11 presents the class-wise classification performance of Xception + MSSL and 

Xception on the CIFAKE dataset. 

 

Table 11. Per-Class Classification Performance on CIFAKE 

Model Class Precision Recall F1-Score Support ROC-AUC 

Xception+MSSL REAL 0,93 0,92 0,93 500 0,9797 

Xception+MSSL FAKE 0,92 0,93 0,93 500 0,9797 

Xception REAL 0,80 0,79 0,79 500 0,8937 

Xception FAKE 0,79 0,81 0,80 500 0,8937 

 

Figure 4 shows the confusion matrix of the Xception + MSSL model on the CIFAKE 

dataset. Xception+MSSL produced 74 misclassifications, compared with 204 errors from 

the baseline. Its relatively balanced precision and recall indicate that the performance 

improvement was not driven by a strong bias toward either class. 

 

 
Figure 4. Confusion Matrix CIFAKE Image Classification Xception+MSSL 
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3.2.4. Training-Test Gap and Overfitting 

Despite its higher CIFAKE performance, Xception+MSSL showed a 7.31-percentage-point 

training–test gap (99.91% vs. 92.60%), indicating some remaining overfitting. Thus, MSSL 

improved held-out performance but did not eliminate overfitting. Moreover, since CIFAKE 

uses Stable Diffusion v1.4 and no other generators were tested, these results do not 

demonstrate robustness to unseen generators. 

 

3.2.5. Statistical Analysis 

A post-hoc bootstrap analysis with 2,000 resamples was performed on the held-out 

CIFAKE test predictions at a fixed threshold of 0.50. The analysis yielded 95.10% accuracy 

and a ROC-AUC of 0.9899, with the 95% confidence intervals summarized in Table 12. 

 

Table 12. Bootstrap 95% Confidence Intervals for Xception+MSSL on CIFAKE 

Metric Point Estimate Bootstrap Mean 95% CI Lower 95% CI Upper 

Accuracy 0,9510 0,9507 0,9370 0,9630 

Precision 0,9519 0,9514 0,9321 0,9693 

Recall 0,9500 0,9498 0,9304 0,9688 

F1-Score 0,9510 0,9506 0,9368 0,9635 

ROC-AUC 0,9899 0,9898 0,9852 0,9939 

 

The relatively narrow bootstrap intervals indicate stable performance estimates within 

the evaluated test samples, although they do not capture variability from repeated model 

training or random initialization. Bootstrap resampling was performed at the image level 

for CIFAKE and at the source-video level for FaceForensics++, consistent with their 

respective evaluation units. However, paired statistical comparisons with the Xception 

baseline were not performed because baseline predictions for the same ordered test 

samples were unavailable; therefore, statistical significance between the models cannot 

be established. 

 

3.2.6. Feature Embedding Visualization 

To examine the learned representations, 256-dimensional feature vectors were extracted 

from the penultimate dense layer of Xception+MSSL for all 1,000 CIFAKE test images. 
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PCA and t-SNE were applied for two-dimensional qualitative visualization, with the PCA 

projection shown in Figure 5. 

 

 
Figure 5. PCA Visualization of CIFAKE Test Embeddings. The silhouette score of 

0.6328 indicates substantially stronger REAL–FAKE feature separation than that 

observed for FaceForensics++ (0.0493). 

 

The first two principal components explained 89.88% and 6.78% of the variance (96.66% 

cumulative). PCA shows substantial separation between real and AI-generated samples 

along the first component, although some overlap remains, indicating a strong class-

related representation with several ambiguous samples. Figure 6 presents the 

corresponding t-SNE visualization. 

 

 
Figure 6. t-SNE Visualization of CIFAKE Test Embeddings. The silhouette score of 

0.6328 reflects stronger class separation than the FaceForensics++ video-level 

embeddings (0.0493). 
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The t-SNE projection shows two predominantly class-specific regions with limited 

overlap, consistent with a silhouette score of 0.6328 in the original 256-dimensional 

embedding space. This indicates moderately strong class separation, however, these 

descriptive analyses do not demonstrate cross-dataset or unseen-generator 

generalization. 

 

3.3. FaceForensics++ Video Classification Result 

FaceForensics++ was split at the video-ID level to prevent data leakage, with both five- 

and three-frame scenarios evaluated on the same 126-video test set (63 real and 63 fake). 

Although predictions were generated per frame, frame probabilities from each source 

video were averaged and classified using the predefined threshold. Thus, all reported 

metrics represent video-level performance. 

 

3.3.1. Five-Frame Xception+MSSL 

The five-frame Xception+MSSL model achieved a video-level accuracy of 68.25% and a 

ROC-AUC of 0.7365 on the 126 held-out test videos. The classification results for the five-

frame Xception + MSSL model are further illustrated by the confusion matrix in Figure 7. 

 

 
Figure 7. Confusion Matrix FaceForensics++ Five-Frame Xception+MSSL 

 

Where the first row corresponds to real videos and the second row corresponds to fake 

videos. Of the 63 real videos, 45 were correctly classified as real, whereas 18 were 

incorrectly classified as fake. For the fake class, 41 of the 63 manipulated videos were 
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correctly detected, while 22 were incorrectly classified as real. Table 13 summarizes the 

class-wise video-level performance of the five-frame Xception + MSSL model. 

 

Table 13. Five-Frame Xception+MSSL Video-Level Performance 

Class Precision Recall F1-Score Support 

REAL 0,6250 0,6349 0,6299 63 

FAKE 0,6290 0,6190 0,6240 63 

Macro Average 0,6270 0,6270 0,6270 126 

 

The five-frame Xception+MSSL model improved video-level accuracy from 62.70% to 

68.25% (+5.55 percentage points) and ROC-AUC from 0.6652 to 0.7365, with improvements 

also observed in macro-averaged metrics. However, these results do not establish 

statistical superiority because they are based on a single experimental split and training 

configuration. The revised results differ from the original manuscript because video-ID-

based splitting was applied before frame extraction, preventing data leakage and 

providing a more appropriate estimate of performance on unseen source videos. 

 

3.3.2. Five-Frame Xception Baseline 

Using the same corrected video-ID split and the same five-frame representation, the 

Xception baseline obtained a video-level accuracy of 62.70% and ROC-AUC of 0.6652. 

Figure 8 presents the confusion matrix obtained from the five-frame Xception baseline 

model. 

 

 
Figure 8. Confusion Matrix FaceForensics++ Five-Frame Xception Baseline 
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Of the 63 REAL and 63 FAKE videos, the baseline correctly classified 40 REAL and 39 

FAKE videos, with 23 false positives and 24 false negatives, indicating relatively balanced 

errors between the two classes. The corresponding classification results are shown in 

Table .14 

 

Table 14. Five-Frame Xception Baseline Video-Level Performance 

Class Precision Recall F1-Score Support 

REAL 0,6250 0,6349 0,6299 63 

FAKE 0,6290 0,6190 0,6240 63 

Macro Average 0,6270 0,6270 0,6270 126 

 

The baseline showed comparable performance across classes, although its lower FAKE 

recall (0.6190) resulted in 24 of 63 manipulated videos (38.1%) being misclassified as REAL, 

which is particularly relevant for forensic and content-moderation applications. 

Compared with the baseline, Xception+MSSL improved accuracy from 62.70% to 68.25% 

and ROC-AUC from 0.6652 to 0.7365, while reducing false positives from 23 to 18 and 

false negatives from 24 to 22. These corrected results replace the earlier frame-level 

evaluation, as the revised video-ID-based splitting prevents frames from the same source 

video from appearing across different subsets and provides a more appropriate estimate 

of performance on unseen videos. 

 

3.3.3. Three-Frame Xception+MSSL 

The three-frame Xception+MSSL experiment was conducted using the same 126 test 

videos employed in the five-frame experiment, while reducing the number of 

representative face frames extracted from each video from five to three. This 

experimental setting allows the effect of the number of sampled frames to be examined 

while maintaining the same video-level test composition. The three-frame model 

achieved a video-level accuracy of 65.87% and a ROC-AUC of 0.6979. Figure 9 shows the 

confusion matrix of the three-frame Xception + MSSL model. Of the 63 real videos, 42 

were correctly classified and 21 were misclassified as fake. For the fake class, 41 videos 

were correctly detected, whereas 22 were incorrectly classified as real. The detailed class-

specific results are presented in Table 15. 
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Figure 9. Confusion Matrix of three-frame Xception+MSSL 

 

Table 15. Three-Frame Xception+MSSL Video-Level Performance 

Class Precision Recall F1-Score Support 

REAL 0,6562 0,6667 0,6614 63 

FAKE 0,6613 0,6508 0,6560 63 

Macro Average 0,6588 0,6587 0,6587 126 

 

The five-frame Xception+MSSL model outperformed the three-frame configuration in 

accuracy (68.25% vs. 65.87%), ROC-AUC (0.7365 vs. 0.6979), and macro F1-score (0.6822 vs. 

0.6587). Both configurations produced 22 false negatives, while five-frame sampling 

reduced false positives from 21 to 18, indicating that the improvement mainly resulted 

from better recognition of REAL videos. However, these results represent empirical 

differences under the evaluated setting and do not establish the general superiority of 

five-frame sampling without repeated experiments or statistical testing. 

 

3.3.4. Feature Embedding Visualization 

For the five-frame Xception+MSSL model, 128-dimensional frame-level embeddings from 

the penultimate dense layer were averaged by source video ID, producing a 126 × 128 

video-level representation consistent with the evaluation protocol. PCA and t-SNE were 

applied for visualization, with the first two PCA components explaining 28.48% and 19.41% 

of the variance (47.89% cumulative). The PCA projection is shown in Figure 10. 
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Figure 10. PCA Visualization of FaceForensics++ Video-Level Feature Embeddings. The 

lower silhouette score (0.0493) compared with CIFAKE (0.6328) reflects greater overlap 

between REAL and FAKE representations. 

 

The PCA projection shows substantial overlap between REAL and FAKE representations, 

indicating limited linear separation in the first two components. However, these 

components explain only 47.89% of the total variance and therefore do not represent 

the complete 128-dimensional feature space. The corresponding t-SNE visualization is 

shown in Figure 11. 

 

 
Figure 11. t-SNE Visualization of FaceForensics++ Video-Level Feature Embeddings. The 

low silhouette score (0.0493), compared with CIFAKE (0.6328), indicates weaker global 

REAL–FAKE feature separation. 

 

The t-SNE projection shows substantial overlap between REAL and FAKE samples, 

consistent with the low silhouette score of 0.0493, indicating weak global separation in 

the 128-dimensional embedding space. Compared with CIFAKE, FaceForensics++ exhibits 
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greater class overlap, suggesting more challenging feature separation under the current 

Xception+MSSL representation. However, the silhouette score describes embedding 

organization rather than classification performance and may not reflect nonlinear 

decision boundaries used by the classifier. 

 

3.4. Comparison of All Experimental Scenarios 

To provide a direct comparison across all experiments, Table 16 summarizes the primary 

evaluation metrics. 

 

Table 16. Overall Performance Comparison Across All Experimental Scenarios 

Dataset Model Frames 
Evaluation 

Units 
Accuracy 

Macro 

Precision 

Macro 

Recall 

Macro 

F1 

ROC-

AUC 

CIFAKE Xception - Image 0,7960 0,80 0,80 0,80 0,8937 

CIFAKE Xception+MSSL - Image 0,9260 0,93 0,93 0,93 0,9797 

FaceForensics Xception 5 Video 0,6270 0,6270 0,6270 0,6270 0,6652 

FaceForensics++ Xception+MSSL 5 video 0,6825 0,6833 0,6825 0,6822 0,7365 

FaceForensics++ Xception+MSSL 3 Video 0,6587 0,6588 0,6587 0,6587 0,6979 

 

MSSL showed its largest empirical improvement on CIFAKE and a more modest gain on 

FaceForensics++, where overall performance remained lower. Thus, the observed benefit 

of MSSL is dataset-dependent rather than uniform across datasets or modalities. 

 

3.5. Discussion 

The results indicate that the contribution of Multitask Self-Supervised Learning (MSSL) 

is dependent on the evaluated dataset and experimental configuration rather than being 

uniform across visual-content detection tasks. On CIFAKE, Xception+MSSL achieved an 

accuracy of 92.60% and a ROC-AUC of 0.9797, compared with 79.60% and 0.8937 for the 

Xception baseline. On the corrected FaceForensics++ video-level evaluation, the five-

frame Xception+MSSL model achieved 68.25% accuracy and a ROC-AUC of 0.7365, 

compared with 62.70% and 0.6652 for the corresponding Xception baseline. These 

findings therefore support an observed within-dataset benefit under the evaluated 

configurations, but they do not demonstrate cross-dataset, cross-generator, or cross-

modal generalization. 
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3.5.1. The Effect of Multitask Self-Supervised Learning on Image Classification 

For CIFAKE, the three MSSL objectives provide complementary learning signals for global 

structure, local dependencies, and artifact-related features, contributing to better held-

out performance than the baseline. However, the 7.31-percentage-point training–test gap 

indicates remaining overfitting, and the use of Stable Diffusion v1.4 samples limits 

conclusions about unseen generators. The embedding analysis further showed strong 

REAL–FAKE separation, with a silhouette score of 0.6328, supporting the observed within-

dataset performance but not external generalization. 

 

3.5.2. The Effect of MSSL on Deepfake Video Detection 

The corrected FaceForensics++ experiment represents a more challenging setting 

involving multiple manipulation methods and frame-based face crops. Xception is a 

general image-classification architecture rather than a dedicated temporal deepfake 

model, although it has been widely adopted for deepfake detection. Under the corrected 

video-ID split, Xception+MSSL improved video-level accuracy from 62.70% to 68.25% and 

ROC-AUC from 0.6652 to 0.7365, indicating a modest improvement over the baseline, 

although the gain was smaller than on CIFAKE. 

 

The smaller improvement may reflect the image-oriented nature of the MSSL tasks, which 

emphasize spatial and high-frequency features rather than temporal manipulation cues. 

Task conflicts and fixed loss weights may also affect multitask optimization; however, 

without formal ablation and loss-weight analyses, these remain plausible explanations 

rather than demonstrated causes. A key limitation is that the video pipeline averages 

predictions from uniformly sampled frames without explicitly modeling temporal 

information such as motion or frame-to-frame inconsistencies. Future work should 

therefore investigate temporal architectures such as CNN-LSTM, 3D CNN, TimeSformer, 

ViViT, or temporal-attention models. 

 

3.5.3. Error Characteristics and Practical Detection Trade-offs 

In the five-frame experiment, Xception+MSSL produced 22 false negatives and 18 false 

positives, compared with 24 and 23 for the baseline. Although MSSL reduced both error 

types, its fake-class recall of 0.6508 indicates that approximately one-third of 

manipulated videos were still missed. In forensic or content-moderation applications, 

false negatives may allow manipulated content to pass as authentic, while reducing them 
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by lowering the threshold may increase false positives and manual-review workload. 

Therefore, deployment thresholds should consider the operational costs of both error 

types rather than accuracy alone. 

 

3.5.4. Effect of Frame Count on Detection Performance 

Five-frame sampling achieved higher performance than three-frame sampling, improving 

accuracy from 65.87% to 68.25%, macro F1-score from 0.6587 to 0.6822, and ROC-AUC 

from 0.6979 to 0.7365. Both configurations produced 22 false negatives, while false 

positives decreased from 21 to 18, indicating that the improvement mainly resulted from 

better recognition of authentic videos. 

 

Five frames provide more spatial observations for probability averaging, potentially 

reducing sensitivity to ambiguous individual frames, but they do not constitute explicit 

temporal modeling. Therefore, the observed advantage is specific to the evaluated 

setting and does not establish the general superiority of five-frame sampling without 

repeated-run statistical comparisons. 

 

3.5.5. Feature Representation in FaceForensics++ 

The FaceForensics++ embeddings showed substantial REAL–FAKE overlap in PCA and t-

SNE, with the first two PCA components explaining 47.89% of the variance and a low 

silhouette score of 0.0493. This weak separation is consistent with the moderate 

classification performance, although the embedding analysis remains descriptive and 

does not directly represent classifier performance. 

 

3.5.6. Hyperparameter and Multitask Optimization Considerations 

The optimal hyperparameters varied across models and datasets, indicating that the 

additional MSSL objectives alter the optimization requirements rather than providing a 

universally optimal configuration. CIFAKE and FaceForensics++ required different MSSL 

settings, supporting the need for dataset- and objective-specific tuning. Future work 

should systematically evaluate the loss weights and individual contributions of rotation 

prediction, reconstruction, and artifact learning to determine whether each task 

contributes positively or introduces negative transfer. 
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3.5.7. Research Implications and Limitations 

Overall, MSSL provides complementary representation-learning signals, but its benefits 

remain dataset- and modality-dependent. The current results provide within-dataset 

evidence of improvement over the Xception baseline, with a larger gain on CIFAKE than 

on FaceForensics++. However, broader robustness and generalization cannot be claimed 

because cross-dataset, unseen-generator, degradation, stronger-baseline, and ablation 

evaluations were not performed. Future work should therefore include external datasets 

and unseen manipulations, repeated runs, robustness testing, stronger baselines, 

temporal video models, and systematic analysis of auxiliary tasks and loss weights. 

 

4. CONCLUSION 

 

This study evaluated Xception-based MSSL for AI-generated image detection on CIFAKE 

and deepfake video detection on FaceForensics++. Xception+MSSL achieved 92.60% 

accuracy and 0.9797 ROC-AUC on CIFAKE, outperforming the Xception baseline (79.60%, 

0.8937), while the five-frame configuration achieved 68.25% accuracy and 0.7365 ROC-

AUC on FaceForensics++, compared with 62.70% and 0.6652 for the baseline and 65.87% 

and 0.6979 for the three-frame configuration. These findings demonstrate within-dataset 

improvements but do not establish cross-dataset, cross-generator, or robustness 

generalization. Key limitations include the absence of external and degradation testing, 

formal MSSL-task ablation, stronger baseline comparisons, repeated-run analysis, and 

explicit temporal modeling. Future work should therefore evaluate unseen generators 

and manipulation methods, robustness under realistic degradations, the individual 

contributions and loss weights of MSSL tasks, stronger convolutional and transformer-

based baselines, and temporal architectures such as CNN-LSTM, 3D CNN, TimeSformer, 

ViViT, or temporal-attention models. 
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