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Abstract.  Smart transportation open data can support urban data-

quality assessment and operational-risk screening, but it does not 

contain verified cybersecurity labels. This study develops a 

preliminary trust-aware modeling dataset for Jakarta Smart 

Transportation Open Data using nine Satu Data Jakarta sources 

covering TransJakarta operations and stops, road-speed 

observations, ATCS and CCTV locations, busway ITS corridors, traffic 

violations, congestion-risk points, and modal share. The sources are 

harmonized into a record-level schema comprising node_id, 

data_type, period, location, value, trust, output, source_dataset, and 

raw_label. Researcher-defined, source-specific rules assign trust 

scores from recency, completeness, active status, speed, violation 

intensity, and congestion-risk status. The resulting dataset contains 

2,790 records: 2,508 trusted/non-malicious and 282 

anomalous/untrusted proxy records. A separate baseline-repository 

ANN replication is reported only as a trust-threshold pipeline-

consistency check, not as Jakarta model performance. The heuristic 

labels require expert review, sensor and incident logs, and 

controlled attack simulation before cybersecurity use. The 

contribution is therefore dataset construction and an exploratory 

trust-risk modeling framework rather than validated attack 

detection. 

 

Keywords: Jakarta Smart Transportation Open Data, Satu Data 

Jakarta, trust-aware modeling, trust scoring, anomaly detection, 

dataset construction 
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1. INTRODUCTION 

 

Smart city development increasingly depends on integrated digital infrastructure, data 

interoperability, and intelligent public services. In transportation, this integration includes 

public transport operations, road speed monitoring, traffic control systems, CCTV, 

intelligent transportation systems, and citizen-facing platforms. Prior studies show that 

IoT-enabled smart city services improve monitoring and decision making, but they also 

raise new concerns around privacy, data integrity, cyber security, and trust [2], [3], [4]. 

Transportation is especially sensitive because incorrect or malicious data can affect 

routing, congestion management, public transport reliability, emergency response, and 

urban safety. 

 

Smart transportation has become one of the most visible parts of Jakarta's smart city 

agenda. Earlier research on Jakarta smart transportation emphasized performance 

measurement and integrated mobility planning [5], [6], while more recent studies discussed 

public transportation service quality, JAKI-based smart mobility governance, and the role 

of commuter systems in Jakarta's mobility ecosystem [7], [8], [9], [10]. These studies provide 

useful urban and governance contexts, yet fewer studies explicitly combine Jakarta's open 

transportation data with IoT security, trust management, and machine learning. 

 

In Jakarta, smart transportation data are produced by multiple operational entities. ATCS 

supports traffic-signal control and intersection management, CCTV provides visual 

monitoring points, TransJakarta records represent public-transport operations and service 

demand, road-speed observations describe traffic-state conditions, and congestion-risk 

or violation records indicate abnormal operational patterns. These data sources are not 

identical, but together they represent a city-scale transportation monitoring ecosystem 

that can be transformed into a trust-aware modeling structure. 

 

Security-oriented smart transportation research has developed rapidly. Khan et al. [11] 

proposed a deep neural network and trust-management approach to secure smart 

transportation data in sustainable smart cities. Related studies have also examined DDoS 

detection, intrusion detection, misbehavior detection, and deep learning for IoT 

environments [12]-[19]. In the Internet of Vehicles domain, trust management has been 

used to identify unreliable or malicious nodes by combining location verification, stability, 
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distributed trust computation, and cooperative misbehavior detection [12]-[26]. These 

approaches are relevant to Jakarta because its transportation ecosystem contains many 

node-like entities, such as bus stops, ATCS signals, CCTV units, road corridors, and public-

transport services. 

 

In this study, a node is a modeling unit rather than one homogeneous physical device. It 

may represent a TransJakarta stop, CCTV point, ATCS signal, road-speed segment, ITS 

corridor, modal-share record, congestion-risk location, or traffic-violation area. An 

operational anomaly is an unusual mobility condition; a data-quality anomaly is an 

incomplete or inconsistent record; and an untrusted record is one whose researcher-

defined score falls below 0.5. A cyberattack, by contrast, requires verified malicious 

activity. Because the Jakarta sources contain no verified attack logs, traffic violations and 

congestion-risk points are used consistently as trust-risk proxies. The current framework 

supports record-level data-quality and operational-risk screening, not validated 

cyberattack detection. 

 

The objective is to construct a preliminary trust-aware modeling dataset and record-level 

trust framework for Jakarta smart transportation open data. The framework supports 

operational-risk monitoring and future trust-aware security analysis, but it does not yet 

provide validated cyberattack detection or deployed data-protection mechanisms. Many 

cyber-security datasets contain network-level attack labels, but they do not represent 

Jakarta's mobility conditions. Conversely, Jakarta's open data contains rich transportation 

and infrastructure information, but it does not directly include malicious-node labels. This 

study therefore constructs a localized modeling dataset by transforming Jakarta 

transportation datasets into a trust-aware format inspired by the secure smart 

transportation literature [11], [20], [21], [27]. The objective is not to claim that open 

transportation records directly prove cyber-attacks, but to prepare a transparent and 

reproducible dataset that can support anomaly detection, trust scoring, and later DNN 

experimentation. The contributions of this paper are: 

 

Therefore, the central problem addressed in this study is how to transform heterogeneous 

Jakarta smart transportation open data into an auditable trust-aware modeling dataset 

without overstating the data as verified cyberattack evidence. The research gap lies 

between city-specific transportation open data, which are operationally rich but rarely 
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include security labels, and smart-transportation security models, which often rely on 

generic, simulated, or non-Jakarta datasets. Accordingly, this study aims to define 

transparent trust rules, generate provisional trusted and anomalous labels, and evaluate 

whether the resulting structure can support leakage-aware future DNN experiments for 

Jakarta Smart City data. 

1) A Jakarta Smart Transportation modeling dataset based on local open data. 

2) A trust-scoring mechanism that maps transportation records into trusted/non-

malicious and anomalous/untrusted labels. 

3) A methodological framework for future leakage-free DNN-based trust 

prediction using validated Jakarta labels. 

4) Descriptive tables and figures generated from the constructed dataset. 

 

The trust-aware Jakarta transportation data-engineering architecture is shown in Figure 

1. It separates current dataset construction and exploratory record-level risk screening 

from the future validation and leakage-free modeling stages. 

 

 
Figure 1. Trust-aware Jakarta transportation data-engineering framework 

 

2. METHODS 

 

2.1. Research Design 

This study uses a data engineering and modeling-design approach. The framework adapts 

the trust-degree formulation in secure smart transportation research [11] and combines it 
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with IoT security and misbehavior-detection literature [11], [25]. The research pipeline 

consists of five stages: 

1) Dataset selection from Satu Data Jakarta and the original article repository. 

2) Data extraction and normalization into a unified node-based schema. 

3) Trust-score construction using transparent heuristics. 

4) Binary label generation for trusted/non-malicious and anomalous/untrusted 

records. 

5) DNN-ready dataset preparation and descriptive analysis. 

 

Figure 2 details how the research was conducted. First, transportation datasets were 

collected from official Jakarta open-data sources and the article baseline repository. 

Second, each source was extracted, cleaned at schema level, and normalized into a node-

based structure. Third, source-specific trust rules converted operational indicators such 

as recency, completeness, status, speed, violation intensity, and congestion-risk status 

into trust scores. Fourth, the trust threshold generated provisional trusted/non-malicious 

and anomalous/untrusted labels. Finally, the study evaluated the resulting dataset using 

descriptive statistics, baseline ANN pipeline-consistency checks, threshold metrics, 

confusion-matrix diagnostics, and provisional Jakarta trust-risk bins. 

 

Data 

collection 

Satu Data 

Jakarta and 

baseline 

repository 

-> 

Extraction and 

normalization 

source fields 

to unified 

schema 

-> 

Trust-score 

construction 

transparent 

source-specific 

rules 

-> 

Label 

generation 

trusted/non-

malicious or 

anomalous / 

untrusted 

-> 

Evaluation and 

interpretation 

descriptive 

statistics, ANN 

consistency, 

risk bins 

Figure 2. Research workflow from data collection to evaluation 

 

The method follows the broader argument that smart city security requires data integrity, 

privacy-aware infrastructure, and trustable IoT systems [1], [2], [27]. It also follows 

transportation-security studies that recommend combining intelligent transportation data 

with cyber-security and blockchain-aware approaches [28], [29], [30]. 

 

2.2. Dataset Sources 

The Jakarta dataset was constructed from nine Satu Data Jakarta sources maintained by 

the Provincial Government of DKI Jakarta [31]-[40]. Exact modeling snapshots are 
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preserved in the project archive, while Table 1 identifies the corresponding official catalog 

records. The separate article baseline was obtained from the Transport-Sustainable 

repository cited by Khan et al. [10]. 

 

Table 1. Jakarta dataset sources used in this study 

No. File and official catalog reference Role in model Rows 

1 pelanggaran_lalu_lintas.csv [31] traffic-violation proxy 810 

2 kecepatan_jam_sibuk.csv [32] average road speed 675 

3 halte_transjakarta.csv [34] transit-stop node 538 

4 lokasi_atcs.csv  [35] traffic-signal node 419 

5 lokasi_cctv_dishub.csv  [36] CCTV node 141 

6 transjakarta_bus_penumpang.csv [37] passenger/bus operation 73 

7 koridor_busway_its.csv  [38] ITS corridor node 60 

8 titik_rawan_kemacetan.csv [39] congestion-risk proxy 38 

9 modal_share_transportasi_publik.csv [40] public-transport share 36 

 Total Jakarta modeling records   2,790 

Sources: official Satu Data Jakarta portal and catalog records [31]-[40]; reproducible 

modeling snapshot: https://zenodo.org/records/21712805. 

 

Table 1 identifies the official data sources and clarifies the role of each source in the 

modeling dataset; this is important because the trust framework depends on combining 

operational, infrastructure, and risk-related transportation records rather than a single 

homogeneous sensor stream. The implementation performs schema-level concatenation 

rather than geospatial-temporal fusion. It reads every source row, converts selected 

numeric strings, constructs a source-specific node_id, maps fields into the common 

schema, and concatenates the results. It does not explicitly remove duplicates or 

incomplete rows, nor merge records by time, corridor, node identity, or proximity. Table 2 

reports these implemented operations so the 2,790-row snapshot can be reproduced. 

Future work should add auditable quality filters and geospatial-temporal integration. The 

baseline article dataset contains 10,000 records with four primary data types: 

sensor data, infrastructure data, traffic camera data, and GPS data. Its labels 

consist of 5,504 non-malicious records and 4,496 malicious/untrusted records. 

https://zenodo.org/records/21712805
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Table 2. Preprocessing and Transformation Steps for Jakarta Smart Transportation 

Datasets 

Source Cleaning and normalization 
node_id 

construction 
value field 

Traffic 

violations 

Retain rows; convert jumlah 

to numeric; preserve labels 

wilayah + 

enforcement 

type + period 

violation 

count 

Road speed 

Retain rows; convert 

kecepatan to numeric; 

preserve labels 

road segment + 

period 

average 

peak-hour 

speed 

TransJakarta 

stops 

Retain rows; test whether 

both coordinates are 

present 

stop name + row 

number 

constant 

node 

indicator (1) 

ATCS 
Retain rows; preserve 

location, region, and period 

ATCS row 

number + period 

constant 

node 

indicator (1) 

CCTV 
Retain rows; convert jumlah; 

test status text for 'Aktif' 

CCTV row 

number + period 

reported unit 

count 

Bus/passenger 

operations 

Retain rows; convert 

passengers and buses to 

numeric 

service type + 

period 

passenger 

count 

ITS corridors 

Retain rows; preserve 

corridor and intersection 

labels 

corridor + row 

number 

constant 

node 

indicator (1) 

Congestion-

risk points 

Retain rows; preserve 

location and description 

row number + 

period 

constant risk 

indicator (1) 

Modal share 
Retain rows; convert 

percentage to numeric 

transport mode 

+ period 

reported 

share 

 

Table 2 explains how heterogeneous fields were made comparable. The table shows that 

the transformation was intentionally transparent and reproducible, while also indicating 

where future work should add stronger temporal, spatial, and duplicate-record controls. 

The value field is a normalized source-dependent measurement. For road-speed data, 

value represents average speed. For passenger and bus operation records, value 
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represents passenger count or operational volume. For traffic-violation data, value 

represents violation count or intensity. For CCTV, ATCS, stops, and ITS corridor records, 

value may represent node availability, active status, or a binary infrastructure indicator 

when no continuous measurement is available. For modal-share data, value represents the 

reported share of public transport use. Because the meaning of value differs by data_type, 

the model should interpret value together with data_type rather than as a single universal 

physical measurement. 

 

2.3. Unified Schema 

Table 3 presents the common schema used to align all sources. This schema is the basis 

for later trust-score computation because it gives each record a node identity, data type, 

period, location, value, trust score, and output label. Every Jakarta source file was 

transformed into the following unified structure: 

 

Table 3. Unified schema for the Jakarta smart transportation dataset 

Field Description 

node_id 
Synthetic node identifier from stop, road, ATCS, CCTV, ITS corridor, 

or violation record. 

data_type 
Standardized feature group such as average_speed, 

cctv_sensor_node, or traffic_violation_signal. 

period Original dataset period. 

location Road, stop, area, administrative region, or service label. 

value Main numeric measurement when available. 

trust Trust score from 0 to 1. 

output Binary label: 1 for trusted/non-malicious, 0 for anomalous/untrusted. 

source_dataset Source CSV filename. 

raw_label Additional original label from the source. 

 

Table 4 is the operational core of the framework. It explains why certain records receive 

lower trust scores: low trust is assigned when the implemented rule detects older or 

missing periods, incomplete coordinates, inactive infrastructure status, low speed, high 

violation intensity, or predefined congestion-risk status. 
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Table 4. Complete implemented trust-score and label rules 

Scope Condition 
Implemented trust 

rule 
Output rule 

Recency 

baseline 
period missing T_base = 0.65 

threshold unless 

source forces 

label 

Recency 

baseline 
period 2024-2026 T_base = 0.90 

threshold unless 

source forces 

label 

Recency 

baseline 
period 2020-2023 T_base = 0.82 

threshold unless 

source forces 

label 

Recency 

baseline 
other period T_base = 0.72 

threshold unless 

source forces 

label 

Bus/passenger 
passengers/bus > 

50,000 

T = T_base - 0.10; 

otherwise T_base 
Y = 1 if T >= 0.5 

Road speed speed < 10 T = T_base - 0.25 Y = 1 if T >= 0.5 

Road speed 10 <= speed < 15 
T = T_base - 0.15; 

otherwise T_base 
Y = 1 if T >= 0.5 

ATCS all retained records T = T_base Y = 1 

TransJakarta 

stop 

coordinates complete 

/ incomplete 
T = 0.92 / 0.78 Y = 1 

Modal share all retained records T = T_base Y = 1 

Traffic violation count > 500 T = 0.35 Y = 0 

Traffic violation 100 < count <= 500 T = 0.48 Y = 0 

Traffic violation 
count <= 100 or 

missing 
T = T_base - 0.10 Y = 1 if T >= 0.5 

Congestion-risk 

point 
all retained records T = 0.45 Y = 0 

CCTV 
status contains 'Aktif' 

/ otherwise 
T = 0.88 / 0.55 Y = 1 if T >= 0.5 

ITS corridor all retained records T = T_base Y = 1 
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2.4. Implemented Heuristic Trust Computation 

Trust-management studies use behavior, performance, interaction history, and 

consistency to estimate reliability [19], [25]. Equations (1)-(4) summarize the reference 

concepts; Equation (5) and Table 4 specify the distinct source-specific rules actually 

implemented for Jakarta. Following the reference article, experience, performance, and 

behavior are defined as shown in Equation (1) to /94): 

 

ρn=
Number of Interactions

Total Number of Possible Interaction
 (1) 

 

∅n=
Number of Successful Interactions

Total Number of Interactions
 (2) 

 

βn=
Number of Positive Interactions

Total Number of Interactions
 (3) 

 

In the reference model, trust degree is expressed as the weighted combination in Equation 

(4): 

Trust-degreen=
ρnωp+∅nω∅+βnωβ

3
 (4) 

 

In Equations (1)-(4), rho_n is experience (observed interactions divided by possible 

interactions), phi_n is performance (successful interactions divided by observed 

interactions), beta_n is behavior (positive interactions divided by observed interactions), 

and omega_p, omega_phi, and omega_beta are the corresponding reference-model 

weights. Direct interaction logs are unavailable for Jakarta; consequently, Equation (5) 

defines the implemented source-specific rule function h rather than claiming 

unimplemented component weights. 

 

Tn=hs(n)!Pn,Qn, Vn,Sn",  0≤Tn≤1 (5) 

 

In Equation (5), T_n is the trust score for record n; s(n) identifies its source; P_n is 

period/recency; Q_n is completeness; V_n is the source-specific numeric value; and S_n is 

node status. The function h is fully specified in Table 4. The rules were researcher 

assumptions informed by the trust-management literature, not optimized weights or 

expert-validated ground truth. 



Vol. 8, No. 5, October 2026 

 
 

Setyawan Widyarto, Riki, et al | 5842 

The transformation script applies the exact base values, overrides, penalties, thresholds, 

and forced labels reported in Table 4. The binary label use Equation (6). 

 

Yn= #
1,   Tn≥0.5
0,   Tn<0.5 (6) 

 

Here 𝑌# is a researcher-generated record-level trust label: 𝑌# = 1	denotes trusted/non-

malicious and 𝑌# = 0	 denotes anomalous/untrusted. It is not legally or operationally 

verified cyberattack evidence. 

 

Implemented Source-Specific Trust-Score Procedure use Algorithm 1 as follow: 

1) Read all records from the nine Jakarta source files without an explicit row-

filtering step. 

2) Convert selected numeric fields and construct node_id using the source-

specific keys in Table 2. 

3) Assign T_base from period: 0.90 for 2024-2026, 0.82 for 2020-2023, 0.72 for 

other periods, or 0.65 when missing. 

4) Apply the source-specific completeness, coordinate, or active-status rule in 

Table 4. 

5) Apply the exact speed, passenger-load, violation-count, or congestion-risk 

override/penalty in Table 4. 

6) Store T to two decimal places and assign Y using the implemented threshold or 

source-specific forced label. 

7) Export node_id, data_type, period, location, value, trust, output, source_dataset, 

and raw_label. 

 

2.5. Future Leakage-Free DNN Formulation and Baseline Pipeline Check 

A future Jakarta DNN should use raw or transformed predictors such as encoded 

data_type, source_dataset, grouped location, period, and normalized value, with 

output as the target. Encoding and scaling must be fitted only on training data. 

Because output is generated directly from the trust threshold, trust must be 

excluded from the predictor set to prevent label leakage and circular prediction. 

The reported baseline-repository replication is separate: it deliberately uses Trust 

as its sole input only to verify that the published trust-output pipeline is internally 
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consistent, not to estimate Jakarta performance. A future leakage-free DNN can 

be formulated as follows: 

 

Equation (7) is a common architecture of a Deep Neural Network (DNN) with three layers 

(two hidden layers and one output layer): 

 

y)=σ(W3  f(W2  f(W1X+b1)+b2)+b3) (7) 

 

where X is the leakage-free feature vector; 𝑊$ , 𝑊% , and 𝑊&are layer-weight matrices; 𝑏$ , 

𝑏% , and 𝑏& are bias vectors; f is the hidden-layer activation; z_n is the output logit; sigma 

is the sigmoid function; and 𝑌#	is the binary prediction defined by Equation (8). Equation 

(9) groups only sub-threshold values into provisional trust-risk bins; these bins are not 

attack labels. This formulation consists of DNN-based IoT intrusion and DDoS detection 

approaches [11], [17] and with misbehavior-detection frameworks in Internet of Vehicles 

research [19], [20], [41]. The sigmoid output is interpreted as: 

 

Y/n= # 1, σ(zn)≥0.5
0, σ(zn)<0.5 (8) 

 

𝐴𝑡𝑡𝑎𝑐𝑘	𝑇𝑦𝑝𝑒 = 9

𝐷𝑜𝑆, 𝑇 < 0.1
𝑊ℎ𝑖𝑡𝑒𝑤𝑎𝑠ℎ, 0.1 ≤ 𝑇 < 0.3
𝐵𝑟𝑢𝑡𝑒	𝐹𝑜𝑟𝑐𝑒, 0.3 ≤ 𝑇 ≤ 0.4

𝑂𝑝𝑒𝑟𝑎𝑡𝑖𝑜𝑛𝑎𝑙	𝐴𝑛𝑜𝑚𝑎𝑙𝑦, 0.4 < 𝑇 < 0.5

 (9) 

 

Future Leakage-Free DNN Procedure for Jakarta Records use Algorithm 2 as follows: 

1) Input encoded data_type, source_dataset, grouped location, period, and 

normalized value; exclude trust. 

2) Split records before fitting encoders or scalers; remove or impute missing 

values using training data only. 

3) Use a stratified 70/30 split with a declared fixed seed for future Jakarta 

experiments. 

4) Train and tune the ANN/DNN only on the training partition; use cross-validation 

where feasible. 

5) Predict record-level trust status using the prespecified 0.5 decision threshold. 
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6) Report precision, recall, F1, ROC-AUC, PR-AUC, balanced accuracy, and a 

confusion matrix on held-out data. 

 

Provisional Trust-Risk Binning from Trust Values use Algorithm 3 as follows: 

1) Input the computed or predicted trust value T. 

2) If T < 0.1, assign the critical trust-risk bin. 

3) If 0.1 <= T < 0.3, assign the very-high trust-risk bin. 

4) If 0.3 <= T <= 0.4, assign the high trust-risk bin. 

5) If 0.4 < T < 0.5, assign the moderate trust-risk bin. 

6) If T >= 0.5, assign trusted/non-malicious status rather than a risk bin. 

 

Because the Jakarta label is heuristically generated, this paper reports descriptive dataset 

results rather than claiming final classification accuracy. A future model-training 

experiment should validate labels using expert annotation, real incident logs, or 

controlled attack simulation. Although the study uses open data, transportation 

infrastructure data can have governance and security implications. The framework 

should avoid exposing sensitive operational vulnerabilities, should not identify specific 

infrastructure as compromised without validation, and should be used only for aggregate 

research, planning, and risk-screening purposes. Any deployment for cyber-security 

monitoring should involve the relevant data owners, transportation authorities, Jakarta 

Smart City stakeholders, and security experts. 

 

3. RESULTS AND DISCUSSION 

 

3.1. Dataset Composition 

The Jakarta modeling dataset contains 2,790 records. Table 5 reports record counts and 

trust-score statistics by data type. Table 5 shows why the dataset should be interpreted 

as an operational-risk screening dataset: some data types have uniformly high trust 

values, while traffic-violation and average-speed records contain wider variation and 

therefore contribute more to the trust-risk signal. The largest component is traffic 

violation signal data, followed by average-speed data and TransJakarta stop nodes. This 

composition indicates that the constructed dataset combines operational behavior, traffic 

performance, and infrastructure-node information. 
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Table 5. Distribution and trust-score statistics by data type 

Data type Count Mean T Min Max Y=0 

traffic_violation_signal 810 0.698 0.35 0.80 244 

average_speed 675 0.882 0.65 0.90 0 

transit_stop_node 538 0.920 0.92 0.92 0 

traffic_signal_node 419 0.868 0.82 0.90 0 

cctv_sensor_node 141 0.793 0.55 0.88 0 

passenger_count 73 0.885 0.72 0.90 0 

its_corridor_node 60 0.720 0.72 0.72 0 

congestion_risk_location 38 0.450 0.45 0.45 38 

public_transport_share 36 0.873 0.82 0.90 0 

Total 2,790 - 0.35 0.92 282 

 

3.2. Trust Label Distribution 

The generated labels consist of 2,508 trusted/non-malicious records and 282 

anomalous/untrusted records. Table 6 indicates that anomalous/untrusted records form a 

minority class. This imbalance explains why accuracy alone would be insufficient for later 

predictive modeling and why anomaly-sensitive measures are required. The class 

distribution is imbalanced, which is common in anomaly detection and intrusion detection 

problems. For future model training, this imbalance should be addressed using stratified 

splitting, class weighting, focal loss, resampling, or anomaly-sensitive metrics. 

 

Table 6. Trust label distribution 

Output label Interpretation Count Percentage 

1 trusted / non-malicious 2,508 89.9% 

0 anomalous / untrusted 282 10.1% 

 Total 2,790 100.0% 

Warning: these percentages describe consistency with the researcher-defined trust 

threshold; they are not Jakarta attack-detection performance 

 

3.3. Source Dataset Contribution 

Table 7 explains the origin of the anomalous/untrusted labels. The concentration of Y=0 

records in traffic violations and congestion-risk points occurs because the current rules 
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treat high violation intensity and predefined congestion risk as the clearest available 

open-data proxies for operational risk. Low-trust examples clarify the rule behavior. A 

Jakarta Barat traffic-violation record with value 1,140 is assigned T=0.35 and Y=0 because 

the count exceeds 500; records with counts from 101 to 500 receive T=0.48 and Y=0; and 

every congestion-risk point receives T=0.45 and Y=0. These are deterministic proxy labels, 

not verified incidents. Table 7 also shows that all 282 anomalous/untrusted labels come 

from only two sources, revealing limited anomaly coverage. The source contribution shows 

that the dataset is not dominated only by static infrastructure records. It combines 

mobility performance, public transport, traffic violations, and smart transportation 

infrastructure. 

 

Table 7. Source contribution and anomalous/untrusted distribution 

Source dataset Records Y=0 Y=0 rate 

pelanggaran_lalu_lintas.csv 810 244 30.1% 

kecepatan_jam_sibuk.csv 675 0 0.0% 

halte_transjakarta.csv 538 0 0.0% 

lokasi_atcs.csv 419 0 0.0% 

lokasi_cctv_dishub.csv 141 0 0.0% 

transjakarta_bus_penumpang.csv 73 0 0.0% 

koridor_busway_its.csv 60 0 0.0% 

titik_rawan_kemacetan.csv 38 38 100.0% 

modal_share_transportasi_publik.csv 36 0 0.0% 

Total 2,790 282 10.1% 

 

3.4. Baseline-Repository ANN Pipeline-Consistency Check 

The reference article reports approximately 90.31% ANN/DNN accuracy for malicious/non-

malicious prediction. The present study separately replicates the public baseline 

repository using Trust as input and Output as target. The 10,000 rows are split 

deterministically by row index: indices with i mod 10 in 0-6 form the 70% training set, and 

indices with i mod 10 in 7-9 form the 30% test set. No pseudorandom generator is used; 

therefore, this implementation has no random seed. This baseline-only procedure must 

not be interpreted as a Jakarta experiment. It is important to interpret this result carefully: 

in the baseline dataset, Output is directly consistent with the trust threshold, meaning 
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that the ANN replication functions as a data-consistency and model-pipeline check rather 

than an independent cyber-attack validation experiment.  

 

The ANN result obtained from the baseline trust-output dataset is reported only as a 

pipeline-consistency check. Because the output label is directly consistent with the trust 

threshold, the model can learn the trust-label relationship with near-perfect 

performance. This result should not be interpreted as empirical evidence of cyberattack-

detection performance in Jakarta Smart City. In addition, using trust as an input to predict 

output creates label leakage when output is generated directly from trust. Future Jakarta 

model training should exclude the direct trust score from the predictor set, use raw and 

transformed transportation features, apply stratified splitting, and report precision, recall, 

F1-score, ROC-AUC, PR-AUC, balanced accuracy, and confusion matrix under the same 

experimental setting for all compared models. Figure 3 should be read as a baseline 

pipeline diagnostic. The high accuracy occurs because the public baseline target is 

directly consistent with the trust threshold, so the figure demonstrates implementation 

consistency rather than independent Jakarta cyberattack detection. 

 

 
Figure 3. Baseline-repository ANN training and validation accuracy 

 

3.5. Baseline-Repository ANN Training and Validation Loss 

The training and validation loss curves describe the ability of the proposed 

ANN/DNN pipeline to learn the trust-output relationship. In the baseline 

replication, loss decreases across epochs, indicating convergence. Because the 
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public baseline label is threshold-consistent with trust, the curve should be 

interpreted as a pipeline validation result rather than final field deployment 

performance. Figure 4 complements the accuracy curve by showing convergence of the 

baseline ANN pipeline. The decreasing loss supports the interpretation that the model 

learned the threshold relationship, not that it discovered new field-validated attack 

behavior. 

 

 
Figure 4. Baseline-repository ANN training and validation loss 

 

3.6. Baseline Trust-Threshold Consistency Metrics 

Table 8 reports perfect threshold-consistency metrics because the baseline output 

follows the same trust threshold used as input. The table is therefore retained only to 

document leakage risk and to justify the need for leakage-free evaluation in future 

experiments. Perfect values occur because Output is derived from the same trust 

threshold supplied to the baseline ANN. They measure pipeline consistency and label 

leakage, not independent attack detection or Jakarta generalization. The result differs 

from the 90.31% reported by Khan et al. [10] because the local replication uses the 

available public repository data, where the target label is threshold-consistent with the 

trust value. Therefore, the result should not be overstated as field-level attack-detection 

performance. It confirms that the implemented ANN pipeline correctly learns the trust-

label relationship. 
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Table 8. Baseline-repository trust-threshold consistency metrics 

Class Precision Recall F1-score 

0 anomalous/untrusted 1.00 1.00 1.00 

1 trusted/non-malicious 1.00 1.00 1.00 

accuracy - - 1.00 

 

3.7. Baseline-Repository Trust-Threshold Consistency Confusion Matrix 

The test split contains 3,000 baseline records. The confusion matrix shows 1,362 

true negatives, 1,638 true positives, and no false predictions under the trust-

threshold replication setting. Figure 5 visualizes the same threshold-consistency result 

as a confusion matrix. The absence of false predictions is expected under this replication 

setting and should not be generalized to Jakarta deployment. 

 

 
Figure 5. Baseline-repository trust-threshold consistency confusion matrix. 

 

3.8. Trust-Risk Bins of Anomalous Jakarta Records 

For Jakarta data, the provisional binning places 32 records in the high trust-risk range 

and 250 in the moderate range. No record falls below 0.3. This absence demonstrates 

that the heuristic rules do not cover the full risk continuum and cannot support an attack 

taxonomy. Table 9 groups the Jakarta anomalous/untrusted records by risk intensity. The 

absence of critical and very-high bins shows that the current heuristic rules identify 

moderate and high operational-risk proxies but do not yet represent a full cyberattack 

taxonomy. 
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Table 9. Provisional trust-risk bins for anomalous/untrusted Jakarta records 

Trust range Provisional trust-risk bin Count 

T < 0.1 Critical 0 

0.1 <= T < 0.3 Very high 0 

0.3 <= T <= 0.4 High 32 

0.4 < T < 0.5 Moderate 250 

Total Y=0  282 

 

Figure 6 makes the Table 9 pattern visible by showing that most anomalous Jakarta 

records fall into the moderate-risk bin. This distribution explains why the present dataset 

is more suitable for early screening and framework design than for final attack-severity 

classification. 

 
Figure 6. Distribution of provisional trust-risk bins 

 

3.9. Non-Experimental Literature Benchmark Context 

Table 10 preserves the numerical context reported in the source article, but it is not a 

direct model comparison. Only the trust-aware ANN pipeline was replicated here; Random 

Forest, Naive Bayes, and SVM were not rerun on the same split, features, or preprocessing. 

Consequently, their values must not be used to rank models in this study [10]. Table 10 is 

included only as literature context. Because the non-ANN values were not rerun under 

the same features, split, and preprocessing, the table should not be used to claim model 

superiority. 
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Table 10. Non-experimental benchmark context (not a direct comparison) 

Entry Accuracy Provenance / comparability 

Trust-aware ANN pipeline 100.00% 
Replicated threshold-consistency check; 

leakage present 

Random Forest 85.00% 
Source-article benchmark; not rerun 

here 

Naive Bayes 82.00% 
Source-article benchmark; not rerun 

here 

SVM 80.00% 
Source-article benchmark; not rerun 

here 

 

3.10. Comparison with Article Baseline Dataset 

Table 11 explains the methodological difference between the two datasets. The Jakarta 

dataset provides local open-data relevance, while the article baseline provides a more 

balanced trust-label structure for methodological comparison. The article baseline has a 

more balanced malicious/non-malicious distribution, while the Jakarta dataset is more 

operational and context-rich but less attack-balanced. Therefore, the article baseline is 

useful for model pretraining or methodological comparison, while the Jakarta dataset is 

useful for localization and contextual validation. 

 

Table 11. Jakarta dataset and article-baseline comparison 

 Records 
Label 

1 

Label 

0 
Main role 

Jakarta smart 

transportation dataset 
2,790 2,508 282 Local smart-city context 

Article transport-

sustainable dataset 

10,000 

 
5,504 4,496 

Baseline trust/malicious-

node structure 

 

3.11. Discussion 

The results show that Jakarta's open transportation data can be transformed into a trust-

aware smart transportation modeling dataset. This is important because most IoT security 

datasets are not city-specific, while most open city datasets do not contain direct cyber-

security labels. The proposed transformation links these two needs: it uses real Jakarta 



Vol. 8, No. 5, October 2026 

 
 

Setyawan Widyarto, Riki, et al | 5852 

records for local relevance and applies trust-management logic from secure smart 

transportation and Internet of Vehicles research [10], [19], [25]. 

 

The main reason this transformation is useful is that Jakarta transportation open data 

already contain indirect signals of reliability and operational risk. Recency indicates 

whether a record reflects current infrastructure conditions, completeness indicates 

whether the record can be operationally interpreted, infrastructure status indicates 

whether a node is active, speed reflects traffic-state abnormality, and violation intensity 

reflects behavioral pressure on the transportation system. These variables do not prove 

cyberattacks, but they explain why trust scoring can serve as a first layer of data-quality 

and risk prioritization. 

 

The results also explain why the anomalous/untrusted class is concentrated in only a few 

sources. Open datasets such as CCTV, ATCS, stops, and ITS corridors mainly describe 

infrastructure presence or status, so they provide limited evidence for abnormal behavior 

under the present rules. In contrast, traffic-violation and congestion-risk datasets 

directly encode undesirable operational conditions; therefore, they naturally generate 

more low-trust labels. This source dependence is a strength for transparency but a 

limitation for generalization. 

 

The dominance of traffic-violation and average-speed records makes the dataset useful 

for data engineering and exploratory operational-risk screening, not validated intrusion 

detection. Moreover, Table 7 shows that only traffic violations and predefined congestion-

risk points generate Y=0; the remaining seven sources generate none. This concentration 

is a consequence of the heuristic design and limits both coverage and generalization. The 

records must not be interpreted as direct cyberattacks [1], [2], [27], [29].  From a modeling 

perspective, the class imbalance in the Jakarta dataset needs careful treatment. DNN-

based intrusion detection studies often face imbalanced distributions because attacks or 

anomalies are rarer than normal events [12], [18]. If this dataset is used for supervised 

learning, model evaluation should include precision, recall, F1-score, ROC-AUC, and 

confusion matrix. Accuracy alone can be misleading when the trusted class dominates. 

 

This finding explains why future DNN evaluation must avoid using the final trust score as 

a direct predictor when the output label is derived from the same score. If trust is used 
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both to generate the label and to predict the label, the model can achieve very high 

performance by learning the rule itself. A stronger evaluation should instead use raw or 

independently transformed transportation features, expert-validated labels, and the same 

train-test split for all compared algorithms. 

 

The trust score also needs future validation. In the present dataset, trust is calculated 

from transparent rules: recency, completeness, active status, speed condition, violation 

intensity, and congestion-risk status. This is appropriate for an initial localized framework, 

but future work should improve the trust score using expert judgment from 

transportation agencies, real incident reports, sensor uptime logs, or controlled malicious-

node simulation. Trust-aware cooperative detection studies in connected vehicles show 

that behavior history, consistency, and distributed verification can improve misbehavior 

detection [20], [22], [24], [41]. 

 

Moving from heuristic labels to validated labels requires several stages. First, 

transportation and IoT-security experts should review the trust-score rules and label 

assignments. Second, sensor uptime logs, incident reports, and operational disruption 

records should be integrated to validate whether low-trust records correspond to real 

data-quality or operational problems. Third, controlled attack simulation can be used to 

generate verified cyberattack labels. Finally, leakage-free machine-learning models should 

be evaluated with cross-validation and tested against real-time operational data. 

 

A Jakarta-specific contribution of this study is the integration of multiple urban 

transportation entities as nodes. ATCS and CCTV represent sensor/control nodes, 

TransJakarta stops and busway ITS corridors represent mobility infrastructure, average-

speed records represent traffic state, while traffic violations and congestion-risk points 

represent abnormal operational conditions. This mapping supports the design of a smart 

city security model that is not limited to packet-level cyber logs, but also includes urban 

operational context. Such integration aligns with smart mobility and smart transportation 

studies in Jakarta [4], [9]. 

 

Real-time ATCS and CCTV integration would change the framework from static dataset 

construction to dynamic trust monitoring by adding event time, uptime, cross-source 

confirmation, and persistent-risk alerts. Such a transition requires data-owner approval, 
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secure access controls, expert-validated labels, incident linkage, and operational testing; 

without them, the framework is not cybersecurity-ready. Thus, the practical implication is 

that the proposed framework should be positioned as a trust-aware data-engineering 

foundation. It helps identify which records or sources deserve closer inspection, but it 

must be connected to incident logs, sensor uptime records, agency validation, and 

controlled simulations before it can support operational cybersecurity decisions. 

 

4. CONCLUSION 

 

This study developed a preliminary trust-aware dataset-construction and modeling 

framework for Jakarta smart transportation open data. Nine heterogeneous sources were 

harmonized into 2,790 record-level observations: 2,508 trusted/non-malicious and 282 

anomalous/untrusted proxy records. The contribution is a transparent data-engineering 

pipeline and reproducible heuristic labeling design, not a deployed cybersecurity solution 

or validated Jakarta attack detector. The labels are researcher-defined and have not been 

validated by experts, real incident logs, sensor-uptime logs, or controlled attacks. No 

leakage-free DNN has been trained and evaluated on the Jakarta data, and the trust-risk 

bins are not verified attack categories. The perfect baseline-repository metrics reflect 

threshold consistency and label leakage only. Future work should combine expert 

annotation, controlled attack simulation, real ATCS/CCTV uptime and incident logs, 

stratified leakage-free training, cross-validation, comparable model baselines, and 

operational testing. These steps are prerequisites for moving from static exploratory 

screening to defensible real-time trust monitoring. 
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