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1 INTRODUCTION

In the current digital era, many digital platforms have developed and are used in various
sectors. One sector that utilizes digital platforms is the education sector, from
elementary to higher education in Indonesia. The existence of the various digital
platforms indicates that a large amount of user data, especially from the Indonesian
public, has been managed. In contrast to the abundance of these platforms, anomalous
traffic attacks continue to occur in Indonesia. A report from the National Cyber and
Crypto Agency (BSSN) stated that Indonesia experienced a total of 330,527,636 anomalous
traffic attacks during 2024 [1]. Furthermore, the report explained that investigations to
identify cyber incidents revealed 241 suspected data leaks, with 56,128,160 suspected data

exposures on the darknet [1].

Based on reports related to anomalous traffic attacks and the discovery of data exposure
that occurred in Indonesia, it can be seen that several agencies in Indonesia have
deficiencies in maintaining IT awareness, especially in the implementation of the
Information Security Management System (ISMS). IT awareness, also known as
information technology awareness, is a3 way to motivate individuals to take preventative
measures by creating vigilance or awareness of all possible lurking threats [2]. Meanwhile,
information security is defined as the protection of information assets, including systems
and devices, from various threats in order to ensure business continuity, minimize
damage caused by threats, and accelerate return on investment and opportunities [3].
These two aspects relate to information security when applying IT awareness, which can
be achieved through the implementation of various control instruments and policies or

procedures [4].

The ISO/IEC 27001:2022 Family is one of the standards that can be used to determine the
implementation of the ISMS or Information Security Management System (ISMS) [5]. The
ISO/IEC 27001:2022 Family itself is an international standard For managing information
security and was developed by the International Organization For Standardization (ISO)
[6]. with ISO/IEC 27001:2022 certification, an agency can provide and serve users safely,
recognize an attack, protect a system, recognize and respond to attacks, repair attacks
that occur [7], and determine potential security with security standards and aim to

minimize the risk of attacks that occur [8]. In addition, with the implementation or
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certification of ISO/IEC 27001:2022, an agency can maintain and build relationships among
business partners and foster trust among users in using the services provided [9].
Furthermore, based on observations, two universities have been Found to have ISO/IEC
27001:2022 certification in Indonesia For their information security management systems.
The First university, Telkom University, achieved ISO/IEC 27001:2022 certification For its
Data Center and LMS through an audit conducted by the British Standards Institution
(BSI) Indonesia [10]. The second university, Mercu Buana University, Yogyakarta, achieved
ISO/IEC 27001:2022 certification For its web-based academic information system

application management by the ICT Bureau through TUV Nord Indonesia [11].

When it comes to standardization, the National Cyber and Crypto Agency (BSSN) also has
a national standard for measuring maturity levels, namely the Information Security Index
(KAMI) [12]-[14]. In addition to measuring maturity levels, the KAMI Index can also be used
to determine a company or organization's readiness to obtain ISO/IEC 27001:2022 [15]-
[17]. However, when discussing IT awareness, we are not only talking about the technical
aspects within an organization but also looking at the social side, namely user awareness.
This is consistent with sociotechnical system theory, which states that good governance,
ethical practices, and sociocultural beliefs shape and are shaped by technical

performance and clinical workFlows [18].

A socio-technical system (STS) is a system that involves complex interactions between
humans (social components), machines (technical components), and the environmental
components of a socio-technical work system [19]-[21]. Another opinion, from Emery
(2000) in [22], states that STS, Formally referred to as "Joint Optimization," essentially
means equal consideration of human and technical elements in the development or
redesign of socio-technical systems. Joint optimization refers to the process of achieving
optimal conditions for the benefit of the entire system, rather than optimizing a single

subsystem [22].

Several studies have been conducted using ISO/IEC 27001:2022 [2], [23]-[25] and the KAMI
Index [13], [17], [26], [27]. These include studies using ISO/IEC 27001:2022:2013 and those
using the older version of the KAMI Index. Furthermore, other similar studies using
ISO/IEC 27001:2022 and the KAMI Index separately also Failed to link the user awareness,

particularly the socio-technical system, in the preparation and evaluation of ISMS.
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Furthermore, this study combines the KAMI Index version 5, ISO/IEC 27001:2022, with the

user awareness, which is reviewed based on socio-technical system theory.

Based on the explanations and gaps identified above, this study introduces a novel
approach to examining information security management systems by applying a mixed-
method descriptive analysis that integrates the KAMI Index, ISO/IEC 27001:2022, and user
awareness through a socio-technical systems framework. PQR University was selected
as the single case study site because observations revealed that this university does not
yet have ISO/IEC 27001:2022 certification and there are very Few universities as a higher
education level that have ISO/IEC 27001:2022 certification. The socio-technical system
perceptions used in this study were to determine the relationship between the technical
sub-criteria of the KAMI Index and ISO/IEC 27001:2022, as well as the social sub-criteria
of user awareness. ISO/IEC 27001:2022, as the international standard for information
security management, and the KAMI Index, which determines the maturity level of the

university, were used in this study.

2. METHODS

2.1. Research Procedure

Research procedures are the steps taken to solve problems in a study. The research
procedures used in this study are shown in Figure 1. Based on the Figure 1, the procedure
in this study begins with a literature study. This initial stage is to understand the KAMI
Index and ISO/IEC 27001:2022, both in terms of theory and similar research to identify
differences. The next stage is to conduct testing by analyzing the SOPs implemented by
universities related to ISMS based on the KAMI Index indicators. The third stage is still
the same as analyzing the SOPs implemented by university related to ISMS, only using
clauses in ISO/IEC 27001:2022. The Fourth stage is to analyze the user awareness
regarding ISMS at universities. Finally, this study will produce a level of maturity, clause
suitability, and Ffeasibility from the user awareness regarding ISMS, which will then be
concluded as influencing Factors on IT awareness. Next, we obtain factors in IT awareness,
reviewed from the sociotechnical system perception, taken from the technical sub-
section through the KAMI Index and ISO/IEC 27001:2022, and the social sub-section Ffrom
the user awareness results to determine the optimal level of the two sub-sections. This

is because designing, optimizing, or implementing complex systems requires a
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combination of social and technical subsystems and cannot be considered separately
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Comprehensive Evaluation of ISMS Conformity at the University
based on Maturity Level, ISO/IEC 27001:2022 Conformity,
and User Perception (Awareness) on Data Control, Data Protection,
and Data Recovery, analyzed through the Socio-Technical System Approach

Figure 1. Research Procedure

2.2. Research Subjects

The research subject in this study is the information security management system
evaluated based on ISO/IEC 27001:2022 and the KAMI Index. This evaluation was
conducted a single case study the university in Semarang, namely PQR University. The
selection of university was aimed at knowing the governance carried out by the
university based on the research of [8] which focused on researching 1 university, and
after observing the website pages of each university there was no information regarding
the existence of ISO/IEC 27001:2022 certification. In addition to observing the university
PQR websites, the selection of PQR universities as research locations and subjects was
based on the small number of universities certified by ISO/IEC 27001:2022. In Indonesia,
only Telkom University [10] and Mercu Buana University Yogyakarta [11] have ISO/IEC
27001:2022 certification, and PQR university were not included as research locations.
Furthermore, the research subjects were classified into 3 subjects from each university

from the research of [8] namely IT staff, educators (lecturers), and students.
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2.3. Data Collection

Several data collection techniques were used in this study, including literature review,

interview, observation, and questionnaires.

1)

Literature review: This study was conducted by reading and understanding all
publications related to the implementation of ISO/IEC 27001:2022, as well as all
publications on the implementation of the KAMI Index related to determining
maturity levels at universities.

Interview: This study was conducted by collecting data from 10 questions
asked of IT departments at universities regarding ISO certification and the
implementation of information security management systems. This interview
with the head of IT was aimed at finding out the SOP and implementation of
the ISMS that is applied at the university as a form of IT awareness. The 10
questions covered three topic areas: (1) existing ISMS governance and SOPs, (2)
the university's ISO/IEC 27001:2022 certification status and plans, and (3)
technical and organizational measures already in place. Interview responses
were analyzed qualitatively through descriptive summarization and were
cross-checked against the SOP documents provided by ICT Unit, which were
then used to verify and triangulate the KAMI Index assessment and the ISO/IEC
27001:2022 gap assessment.

Observation: This study conducted observations to collect data related to the
implementation and availability of ISO/IEC 27001:2022 certification at
universities in Indonesia.

Questionnaires: This study consisted of two questionnaires. The First
questionnaire, the KAMI Index version 5.0 and ISO/IEC 27001:2022, was
addressed to the Head of the ICT Unit who is directly responsible for the Flow
of information security management performance at PQR University. This
questionnaire was intended to assess the implementation of information
security management at university. Meanwhile, the ISO/IEC 27001:2022
indicators were assessed using a modified questionnaire from [28] as an
informal assessment. A second questionnaire was then administered to IT stafFf,
educators and students regarding their perceptions of the importance of
information security management at the university. The second questionnaire
For users used indicators according to [29], including: data control, data

management, and data recovery, distributed to 150 users. 14 collected
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questions that have been adjusted from 3 indicators and then a reliability test

was carried out. Content validity of these 14 items was established by adapting
them directly from the established IT audit and information-security indicators
in [29], a widely used professional reference; item wording was adjusted to Fit
the university ISMS context while preserving the original indicator constructs.
The sample size was selected based on research conducted by [23]. A total of
150 users were distributed among IT staff, students, and educators. The
students in question were undergraduates at the university, while the
educators were active lecturers. The number of respondents was 10 lecturers,

5 IT staff, and the remainder were students.

2.4. Data Analysis Technique

Mixed method descriptive analysis was used in this study. This analysis was used to
classify the results obtained from the evaluation based on the KAMI Index to measure
the maturity level and readiness of the information security management system with
ISO/IEC 27001:2022, user awareness perspective For ISMS also the socio-technical system

framework as explained below.

2.4.1. Maturity Level with KAMI Index

The KAMI Index here, besides measuring the maturity level, will also be validated by how
the SOP implemented by the university regarding ISMS is implemented. The analysis
conducted to measure the maturity level of the Information Security Management
System (ISMS) is based on the KAMI Index indicators assessment that used are | -
Electronic System Category, Il - Information Security Governance, Ill - Information
Security Risk Management, IV - Information Security Management Framework, V -
Information Asset Management, VI - Information Technology and Security, and VII -
Personal Data Protection [15]. For determining maturity levels with the KAMI Index is

categorized into 5 that explained in Table 1.

Table 1. KAMI Index Category for Maturity Level

Maturity Level Category

| Initial conditions

I Implementation of the basic framework
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Maturity Level Category

1] Defined and consistent
v Managed and measurable

\Y Optimal

Each answer collected in the First category is assigned a score, which is then consolidated
to produce an index number and used to display the evaluation results in the dashboard
at the end of this process. The scores assigned to the questions according to their

maturity level refer to Figure 2.

Not Implemented 0 0 0
In Planning 1 2

e 2 |4 |6
Fully Implemented 2 4 6
Dity Implemented 3 6 9

Figure 2. KAMI Index Readiness Status

After completing all the KAMI Index questionnaires, the two KAMI Index groupings were
then mapped in Figure 3 to provide two distinct perspectives: the level of security
comprehensiveness and the level of security maturity. Respondent agencies can use

these metrics as targets for their information security programs.

| Il 1l v v

Basic Framework

Not Feasible ......... QIS oy iminiie Moderate -.....coounnn. Good - - i
Compliance

Figure 3. Range of security maturity and completeness levels [15]

Based on Figure 3 the range of security maturity have several categories that are Not
Feasible for Level 1, Basic Framework Compliance for maturity in Level 2, Moderate for

the maturity in Level 3, and Good when the security maturity in Level 4 to Level 5.
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2.4.2. 1SO/IEC 27001:2022 Assessment

Qualitative analysis of the ISO/IEC 27001:2022 testing was collected based on responses
collected through the provided questionnaire by [28] and summarized to obtain the
number of questions "Applied", "Not Applied", and "Other Comments" also this toolkit is
For the informal assessment by the 1SO27001 Forum. Evaluation with this toolkit is
conducted by filling out the existing questionnaire with the answer "Applied" if the clause
is implemented in the ISMS, "Not Applied" if the clause is not implemented at all at the
university, and "Other Comments" if the clause is implemented with another
implementation or is planned to be implemented. Furthermore, this evaluation is also
validated with the SOP provided or implemented by the university. In addition to
obtaining a summary of answers, the analysis was also carried out by providing
recommendations that need to be implemented by the university regarding non-

compliant implementations based on clauses 4-10 and Annex A Control of ISO/IEC

27001:2022.

24.3. User Awareness

A qualitative analysis to determine the feasibility of information security management
disseminated to educators and students was measured using a Likert Scale [31]. The
Likert Scale was chosen to gather feedback and opinions from users [16] and ensure

accurate measurement of attitudes [13]. Table 2 shows the Likert Scale used.

Table 2. Likert Scale

Maturity Level Category
5 Strongly agree (SS)
4 Agree (S)
3 Neutral (N)
2 Disagree (TS)
1 Strongly disagree (STS)

Next, calculations were carried out to determine user perceptions from lectures, IT staff
and students. Calculations were carried out using Formula (1) as the total score and

Formula (2) as the test percentage from [32] as Follows.
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Y. Score = Usts x 1)+ (]ts X 2) + Un x 3) + (]s X 4) + (Uss X 5) (1

Where Jsts = Number of responses from respondents who chose strongly disagree, Jts =
Number of responses from respondents who chose disagree, Jn = Number of responses
from respondents who chose neutral, Js = Number of responses from respondents who

chose agree, Jss = Number of responses from respondents who chose strongly agree.

Next is to calculate the percentage of the total score using the following Formula (2)

Y score

Percentage = “—— x 100% 2
IXTX5

Where § score = Calculation result of the total score of respondents' answers, i = Number

of questions, r = Number of respondents.

After getting the percentage, continue with the conversion from Table 3 which was

modified from [33].

Table 3. Conversion of Percentage

Range of Percentage Category
0% - 25% Very unworthy
26% - 50% Not worthy
51% - 75% Worthy
76% - 100% Very worthy

Next, the consistency or reliability of the instrument was calculated using Cronbach's

Alpha with SPSS. The interpretation of reliability is shown in Table 4.

Table 4. Cronbach's Alpha Interpretation [34]

Cronbach’s Alpha Interval Consistency
x>.9 Excellent
.9>x>.8 Good
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Cronbach’s Alpha Interval Consistency
8=>x=>.7 Acceptable
72X > .6 Questionable
.5 >x Unacceptable

3. RESULTS AND DISCUSSION

3.1. ISMS (Information Security Management System) in University

The Information Security Management System (ISMS) at a university in Semarang has
been evaluated and is currently in the development stage. This finding was obtained after
a direct interview with the Head of the Information and Communication Technology Unit
(ICT Unit) at PQR University in Semarang. He stated that several steps have been taken
to improve information security management at PQR University, including training and
security workshops for existing human resources, and the implementation of a firewall
subscription on the device side. Furthermore, the university has implemented simple
standard operating procedures (SOPs) and a legal basis for information security
management. These legal bases include Law No. 27 of 2022 concerning Personal Data
Protection, the Electronic Information and Transactions Law (UU ITE), and standards
established by the National Cyber and Crypto Agency (BSSN). In addition to these legal
Frameworks, the university also has 52 standard operating procedures (SOPs) for data

management at the ICT Unit.

Regarding the Head of ICT's view on ISO/IEC 27001:2022 certification, the Head of ICT
stated that the implementation of ISO/IEC 27001:2022 itself has not yet been
implemented but is currently underway and under development. The reason for not
having ISO certification is the desire to focus on developing human resources,
particularly in information security management. This is because data at PQR University

is currently very important to protect, such as employee and student data.
3.2. KAMI Index Evaluation

Testing with the KAMI Index was conducted at PQR University in Semarang. The results

of this test can be seen in Figure 4. In addition to the test results in Figure 4, there are
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also category labels For the test results which can be seen in Figure 5. Based on the

results of Figure 4 and Figure 5, it is known that PQR University in Semarang has an SE
(Electronic System) category in a strategic condition where it gets a test score of 44. This
result is also supported by the testing of other indicators related to compliance with
ISO/IEC 27001:2022. The overall results related to compliance with ISO/IEC 27001:2022
with the KAMI Index at this university are in a "Good" condition where it gets a score of

910 out of a total score of 918.

KAMI Index (Information Security) Version 5.0

Respondent: SE Category Score : 44 SE Category Strategic

UPT TIK Universitas PQR Semarang
Final Evaluation Result: “
Implementation Completeness E 910
Level of ISO27001 Standard
Compliance
Governance 1126  Maturity Level: IV
Risk Management : 72 Maturity Level: V ]
Information Security Framework 1192 Maturity Level: V sid
(024) Asset Management 1258 Maturity Level: Ill [0V
info@pqr.ac.id Technology and Teornology Security : 186  Maturity Level: IV
25/02/2026 Personal Data Protection 276" Maturity Level: Il
Third-Party Engagement Security : 0 %

Figure 4. Result of KAMI Index Assessment

Governance
-

45
4

Personal Data Protection Risk Management

M ISO/SNI 27001 Compliance
 Operational Implementation
Basic Framework

Technology Aspect Framework DRespondents

Asset Management

Figure 5. KAMI Index Testing Category Level
In addition to the total score of ISO/IEC 27001:2022 compliance using the KAMI Index,

based on Figure 4, the maturity level at PQR University in Semarang is also at level V.

This level is based on several existing test indicators, including:
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1) Indicator Il - Information Security Governance: PQR University scored 126 out

of 126 and achieved a maturity level of IV. When converted to Table 1, this
maturity level is "Managed and Measured”,

2) Indicator lll - Information Security Risk Management: PQR University scored 72
out of 72 and achieved a maturity level of V. When converted to Table 1, this
maturity level is "Optimal”;

3) Indicator IV - Information Security Management Framework: PQR University
scored 192 out of 192 and achieved a maturity level of V. When converted to
Table 1, this maturity level is "Optimal”;

4) Indicator V - Information Asset Management: PQR University scored 258 out
of 258 and achieved a maturity level of IIl. This maturity level, when converted
to Table 1, is at the "Defined and Consistent" level;

5) Indicator VI - Information Technology and Security: PQR University scored 186
out of a total score of 186, ranking it at a maturity level of IV. When converted
to Table 1, this maturity level is at the "Managed and Measurable" level;

6) Indicator VII - Personal Data Protection (PDP): PQR University scored 76 out of
a total score of 84, ranking it at a maturity level of Il. When converted to Table
1, this maturity level is at the "Implementation of the Basic Framework" level;

7) Indicator VIII - Supplement: PQR University was not tested, resulting in a score
of 0%. This is because, after consulting the Head of the ICT Unit, PQR University
independently manages information security management, particularly the

management of its applications and websites.

Based on the analysis of the results, it was found that the information management
implemented by PQR University in Semarang complies with ISO/IEC 27001:2022. However,
several indicators remain poorly documented, including the lack of SOPs for the KAMI
Index. Several indicators have been implemented and have SOPs, including indicators 2.6,
2.7, 31, 51, 511, 520, 5.22, 5.26, 548, and 6.3. Furthermore, the results also revealed that
indicators II-Governance, V-Asset Management, and VI-Technology achieved maximum
scores in the testing but did not yet reach an optimal maturity level. This is because the
questions tested in the KAMI Index only reached security level IV for indicators II-
Governance and VI-Technology Based on Figure 2. Meanwhile, in indicator V-Asset
Management, the KAMI Index only tested questions up to security level Ill based on Figure

2 For readiness question. The university's test For indicator VII-PDP received a score of
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76 out of a total of 84. This result is due to several indicators having a testing status of

“In Implementation/Partially Implemented." These indicators are 7.2, 7.3, 7.14, 7.15, and 7.16.
Furthermore, Based on Figure 2 for readiness status, indicator VII only tests questions

up to maturity level Ill.

3.3. ISO/IEC 27001:2022 Evaluation
Testing with ISO/IEC 27001:2022 was conducted using a toolkit tested at PQR University

in Semarang. The results of the ISO/IEC 27001:2022 test can be seen in Figure 6 below.

ISO/IEC 27001:2022 Gap Analysis Questionnaire - Answer Summary

No/Not Other

e Applicable Comments

ISO/IEC 27001:2022 Clause (28 questions) 25 1 2

ISO/IEC 27001:2022 Annex A Controls (133 questions)

Domain 5 - Organizational Controls (66 questions) 61 2 3
Domamn 6 - People Controls (15 questions) 14 0 1
Domain 7 - Physical Controls (14 questions) 14 0 0
Domain 8 - Technological Controls (38 questions) 38 0 0o

Figure 6. ISO/IEC 27001:2022 Assessment

Based on the test results in Figure 6, it is known that of the 28 questions in Clauses 4-
10 and 133 questions For Annex A Control in ISO/IEC 27001:2022, there are several clauses
that have not been implemented, amounting to 3 and several clauses with the Filling of
"Other Comments" amounting to 6. Evaluation with the toolkit is conducted by Ffilling out
the existing questionnaire with the answer "Yes" if the clause is implemented in the ISMS,
"Not Applied" if the clause is not implemented at all at the university, and "Other
Comments" if the clause is implemented with another implementation or is planned to
be implemented. Each "Yes" response was counted as one implemented clause/control,
each "Not Applied" response was counted as one gap, and each "Other Comments"
response was counted separately to indicate partial or alternative implementation; the
toolkit then automatically summed these counts and converted the number of "Yes"
responses into a percentage of the total 161 clauses and controls to obtain the overall

ISO/IEC 27001:2022 implementation rate.
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The clause that has not been implemented or does not apply to information security

management For this university was shown in Table 5 with the practical implication.

Table 5. Unimplemented ISO/IEC 27001:2022 Clauses with The Practical Implication

Clauses

Requirement

Practical Implication

Clause 73 a

Control 5.1 a

Control 59 F

Personnel shall be aware of

the information security

policy

An information security

policy shall be established,

approved, published, and
communicated
Asset inventory should

include relevant ownership
and management

information.

Employees may not fully understand the

organization's  information  security

leading to inconsistent

policy,
implementation of security practices
and increased human-related security

risks.

Without Formal communication and

approval, security policies may not be
understood or

consistently applied

across the organization.

Incomplete asset records may cause

difficulties in asset protection,

accountability, and risk assessment,

increasing the likelihood of unmanaged

security incidents

Furthermore, questions with the answer "Other Comments" are found in clauses 6.1c and
7.5b, while the control clauses that get this answer are in clauses 5.7b, 5.7¢, 530b, and
6.7b. In addition to the test results, comments added to the test for the 6 clauses that
received the answer "Other Comments" can be seen in Table 6 For the Mandatory Clauses
of ISO/IEC 27001:2022 and Table 7 for the Control Clauses of Annex A in ISO/IEC
27001:2022.

Table 6. Comments that Given in Mandatory Clauses

Clause(s) Comments

6.1c Currently it is not implemented for SoA creation in the university
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Clause(s) Comments

7.5b The documented information required by ISO/IEC 27001:2022 has not yet

been directly implemented

Table 7. Comments that Given in Control Clauses

Clauses (s) Category

5.7b The management carried out is identifying risks, analyzing impacts
and possibilities, determining risk treatment, and documenting the

result

5.7¢ The management carried out is to encourage the use of relevant

intelligence sources
530b Business Impact Analysis (BIA) in ICT Unit is currently not running
6.7b The security measures taken for remote work include the

availability of a remote working policy and provisions for the use of

devices and networks outside the office

In addition to the test results obtained from the questionnaire, the test also revealed
that there are still several clauses that do not have documentation such as SOPs,
especially in carrying out information security management based on the ISO/IEC
27001:2022 test. The clause that already has an SOP in clauses 4-10 of ISO/IEC 27001:2022
is clause 53a regarding the establishment of a mechanism For communicating
responsibilities and authorities for relevant roles. Meanwhile, the control clauses of
Annex A in ISO/IEC 27001:2022 that have SOPs include clauses 5.93, 5.9b, 5.9¢, 5.9d, 5.9¢,
5.9f, 5103, 5.10b, 5.10c¢, 5113, 5.11b, 5.15b, 5.16, 5173, 517¢c, 5.17d, 5183, 518b, 5.21, 5.22, 5.233,
527, 5.28, 5.29, 5303, 5.333, 6.13, 6.1b, 61c, 6.6b, 6.6¢, 71, 72,73, 74,75,76,77,78,79, 710,
71,743,714, 81, 8.2, 83, 8.5, 8.83, 8.8b, 811, 812, 813, 8.15, 8.163, 8.16b, 8.20, 8.22, and clause
8.31.

3.4. User Awareness

The test results were administered to 150 users at PQR University. A summary of the test

results can be seen in Table 8.
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Table 8. Result of User Awareness

Declaration Total
Number of questions 14
Jsts 4

Jts 33

Jn 301

Js 1257

Jss 505

After obtaining the summary results in Table 8, the next step is to calculate the total test
score using Equation (1), followed by Equation (2) to determine the percentage of the test

results. The calculation using Formula (1) is as Follows.

ZScore=(]Smx1)+(]ts><2)+(]n><3)+(]S><4)+(]SS><5)
ZScore — (4x 1)+ (33%2) + (301 X 3) + (1257 X 4) + (505 X 5)
ZScore = 8526

After getting the total test score, the next step is to calculate it using Equation (2) to

find out the test percentage results.

Y. score
Percentage = ————— X 100%
iX1rX5
P t 8526 100%
= ——— X
eTeentage = 14 %150 x 5 0

Percentage = 81.2%

Based on the result concluded the overall user awareness percentage result is 81.2% This
percentage was then classified using Table 3 to determine the worthy of the ISMS at
PQR University in Semarang from a user awareness. The classification results indicate
that the ISMS at PQR University is "Very Worthy." In addition to the overall ISMS worthy

results, percentages were also calculated For each question category tested. The
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percentages for each category were calculated using Formulas (1) and (2). The

percentages for each category are presented in Table 9.

Table 9. Result of User Awareness Based on Category

Category Percentage (%)
Data control 83.52
Data management 80.8
Data recovery 79.2

Based on the Table 9 fFor each question category, it is known that the "Data Recovery'
category has the lowest percentage compared to the other two categories. This is
supported by statements from several student respondents who stated that some
respondents did not know how data recovery occurs at PQR University. In addition, data
recovery carried out at the university was quite slow because several users found
incidents when the university website was hacked and it happened for quite a long time,
especially during the lecture week. Furthermore, on the "Data Protection" side, several
student respondents also stated that data protection at PQR University is still considered
inadequate. One example that makes students Feel that data protection at this university
is lacking is during exams, both mid-term and final exams are CBT, where each student
is given a different username but with the same password for the entire class. This has
happened to a friend of the respondent who had difficulty being able to take the exam
under his own name because it could not be removed. Furthermore, on the "Data Control"
side, the user awareness on the ISMS at PQR University is quite good. This is supported
by statements from respondents from the lecturer side who stated that the data control
process has been adjusted to the existing SOP and efforts to obtain certification have
been made through courses presented in the informatics and information technology
study program, namely cyber security. From the student side, it was also revealed that
overall the data control process is good which is supported by several applications and
systems owned by the university such as digital attendance that allows each student to
scan a3 QR code for attendance, as well as e-learning in each faculty that can help
lecturers upload assignments and materials and help students to view assignments and

materials from lecturers through e-learning available in each different Faculty. In addition
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to the results based on the test categories on user awareness, there are also test results

based on respondent categories shown in the Table 10.

Table 10. Result of User Awareness Based on Respondent Category

Respondent Category Percentage (%)
Lecturer 78
IT Staff 81
Students 814

Based on Table 10 suggest that user awareness represents a supporting factor for ISMS
implementation rather than a direct indicator of ISO/IEC 27001:2022 compliance. While
lecturers, IT staff, and students exhibit high awareness of information security practices,
Full compliance with the standard also requires formal organizational policies,
documented procedures, management commitment, and comprehensive asset
management. Consequently, improvements should prioritize addressing the identified 1ISO
gaps while maintaining continuous awareness programs for all user groups. After
obtaining the percentage results, reliability testing was conducted using SPSS. The test

results are shown in Figure 7.

Case Processing Summary

N %
Cases Valid 150 100,0
Excluded? 0 0
Total 150 100,0

a. Listwise deletion based on all variables in
the procedure.

Reliability Statistics
Cronbach's
Alpha N of ltems

,863 14

Figure 7. Reliability Testing

The reliability of the user awareness questionnaire was evaluated using Cronbach's Alpha

in IBM SPSS Statistics. As shown in Figure 7, all 150 respondents were included in the
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analysis, with no missing or excluded data. The questionnaire consisted of 14 items,

representing the dimensions of Data Control, Data Protection, and Data Recovery.

The reliability analysis produced a Cronbach's Alpha coefficient of 0.863, indicating that
the questionnaire has good internal consistency by classified on Table 4 and stated that
the reliability testing is Good. According to commonly accepted reliability criteria, a
Cronbach's Alpha value above 0.80 demonstrates that the instrument is highly reliable
and that the questionnaire items consistently measure users' information security
awareness. Therefore, the questionnaire is considered suitable for assessing user
awareness and provides reliable data for analyzing the human aspect of Information

Security Management System (ISMS) implementation within the university.
3.5. IT Awareness Factors Reviewed Based on Socio-Technical System Theory
After gathering all the research results, the comparative results of all evaluations can be

concluded in Table 11.

Table 11. Comparison of the Results

Evaluation Aspect Method & Scope Score / Result  Key Finding
Organizational KAMI Index v5.0 910 (SE Governance (Level V)
InFormation (BSSN) — self- Category Score: and Risk

Security assessment across  44) Management/Information
Readiness 5 work areas Security Framework

(Level V) are relatively
mature; Asset
Management (Level 1lI)
and Personal Data
Protection (Level I1) are
the weakest areas; Third-
Party Engagement
Security is 0%.

Compliance with Gap Analysis 152 of 161 The main gaps are in
ISO/IEC Assessment — 161 implemented foundational
27001:2022 (94.4%); 9 gaps  documentation (SoA,
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Evaluation Aspect Method & Scope Score / Result  Key Finding
core clauses & Clause 6.1c; Information
Annex A controls Security Policy, Annex A

5.1a) and business
continuity (BIA, Annex A
5.30b); also includes
asset-ownership transfer
(5.9F) and threat-

intelligence sharing (5.7¢c).

User Information User Testing — 150 Percentage Data Control scored

Security respondents (10 result 81.2% highest (83.52%); Data

Awareness Lecturers, 51T Protection (80.8%); Data
Staff, 135 Students), Recovery scored lowest
14 items (79.2%), indicating that

user understanding of
recovery/continuity
procedures still needs

strengthening.

Based on Table 11, these result instruments in this study map onto this two-part model
in @ complementary way. The KAMI Index and the ISO/IEC 27001:2022 gap assessment
both assess the technical subsystem — governance maturity, security framework, asset
management, Formal policies, procedures, and documented controls. The user-awareness
test and the Follow-up interviews are the only instruments that directly capture the social
subsystem — what users actually know, experience, and report. This is where the most
important pattern emerges: the technical subsystem is relatively mature overall (KAMI
Index "Good"; ISO gap assessment 94.4% implemented), yet the social subsystem lags
proportionally in specific areas, especially Data Recovery (79.2%, the lowest of the three
awareness aspects). This is not coincidental. Where the technical subsystem produces no
artifact for a given domain (e.g, no documented recovery procedure, no BIA
corresponding to the Annex A 5.30b finding), the social subsystem has nothing to build

awareness from, and the two subsystems Fail together.
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Meanwhile, the social subsystem, based on user awareness results, achieved a percentage

of 81.2%. Users also reported that the university website had been hacked and that
passwords for one class were used during the CBT Test. From the explanation of the two
subsystems of the socio-technical system, gaps are clearly visible, and it can be said that
these gaps are less than optimal in both the technical and social subsectors. In the
technical subsector, there is a lack of implementation of SOPs for ISMS, and in the social
subsector, there is still a feeling of inadequacy in user behavior. Furthermore, even if a
high score is achieved in documentation or technical implementation, it does not

necessarily translate to a high score in behavior in daily operations.

This illustrates how a gap in the technical subsystem propagates directly into a gap in
the social subsystem — consistent with the STS principle that the two subsystems must
be evaluated, and improved, jointly rather than in isolation. As stated by [30] designing,
optimizing, or implementing complex systems requires a combination of social and

technical subsystems and cannot be considered separately.

3.6. Recommendation For ISMS and The Simulation Schedule to Take ISO/IEC
27001:2022 CertifFication
Based on the existing test results, a priority matrix appears, which is displayed in Figure

8.

Risk Level Immediate Short-term Long-term
(0-1 month) (1-3 months) (3-6 months)

* SoA not implemented (6.1c)
« Information Security Policy
not established (5.1a)

* BIA not conducted (5.30b)

* CBT shared-password incident
(occurred)

* Website defacement incident
(occurred)

+ Personal Data Protection
systemic improvement (KAMI —_—
Index: Level Il)

« Policy socialization (Clause
7.3a)
» Document control (Clause

7.5b)
« Asset ownership transfer * Asset Management maturity
- (Annex A 5.9f) improvement (KAMI Index: Level

* Remote-working security )
strengthening (Annex A 6.7b)
« Data Recovery awareness
module (after BIA is
available)

« Threat categorization (Annex
A 5.7b)
* Threat intelligence sharing
—_— —_— (Annex A 5.7¢)
 Third-party / vendor
governance framework (KAMI
Index: 0%)

Figure 8. Priority Matrix for ISMS
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Based on Figure 8 Incorporating the concrete incidents uncovered through the student
interviews (the CBT shared-password issue and the website defacement) alongside the
ISO/IEC 27001:2022 gap-assessment and KAMI Index findings. Items confirmed as actual,
already-occurred incidents are elevated directly into the High risk / Immediate category,
since an exploited weakness represents a materially greater priority than a theoretical
or documentation-only gap. In addition to the priority matrix in Figure 8, there is an

improvement roadmap for ISMS recommendations at universities, including:

1) Phase 1 — Access Control (Month 1)

In addition to the planned asset ownership transfer (5.9f), this phase now explicitly
includes a comprehensive audit of the CBT system's authentication design (not just
password resets) to ensure the principle of individual accountability is truly implemented

across all academic systems, not just CBT.

2) Phase 2 — SOP Documentation (Months 1-2)

Substantially unchanged (SoA, Information Security Policy, document control), but now
defacement and password sharing incidents are used as concrete case studies in policy
development, so that the document is not abstract but refers to real-life incidents at the

institution.

3) Phase 3 — Risk Assessment (Months 2-3)
Added a post-incident review process for both real-life incidents as formal input to the
risk register—not just a generic threat categorization (5.7b), but a root cause analysis of

the incidents that have already occurred.

4)  Phase 4 — BIA (Months 3-4)
Unchanged — remains crucial because the BIA is a prerequisite for the Data Recovery

training materials to be developed in Phase 5.

5  Phase 5 — Awareness Training (Months 4-5)
Now explicitly differentiates roles (Lecturer priority, not just a generic one for all), and
includes CBT and defacement incidents as real-world examples in the materials — this

approach closes the feedback loop Failure identified in the STS analysis: existing user
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awareness needs to be responded to by the organization, and real-world case-based

training is one form of that response.

6) Phase 6 — Incident Response (Months 5-6)

In addition to strengthening remote working (6.7b), this phase now includes the
development of formal incident response procedures based on lessons learned from
website defacements, as well as the initial development of a vendor/third-party risk
governance framework (KAMI 0%) — although this Full framework can realistically

continue beyond 6 months as a long-term initiative.

Furthermore, to support PQR University in obtaining ISO/IEC 27001:2022 certification, the
researchers provided a simulation created using Primavera P6, which can be used as a

recommendation for the university to obtain ISO certification. This is shown in Figure 9.

& IT-001 ISO 27001 Certification

&y IT-001.IT-001.1 Gap Assessment & Risk Analysis 0% O4Jan27  31Mar27 0
By IT-001.T-001.1.1.1 ISMS Implementation Sccialization 15 15 0% 04Jan27  22Jan27 1
@ A1000 ISO 27001 Certrication Plan 5 5 0% 04Jan-27"  (08Jan-27 1

@ A1010  Reviewng Panning 5 5 0% 11Jan27  15Jan27 1

W@ A1020 Certfication Program Approval 5 5 0% 18Jan27"  22Jan-27 1

By IT-001.T-001.1.1.2 ISMS Team/ Certification Team Formation 10 10 0% 25Jan27  05Feb-27 0
W A1030 Creating a Certficaon Team 4 4 0% 25Jan27"  29Jan-27 1

@ A1040 Job desaription division for each team 5 5 0% 01Feb-27* 05Feb-27 0

%y IT-001.1T-001.1.1.3 Determining Certification Scope 7 7 0% 08Feb-27  16Feb-27 0
@ A1050 Determining the Programs o be Cetifed 7 7 0% 08Feb-27* 16Feb-27 0

‘ IT-001.IT-001.1.1.4 Risk Assessment / Gap Analysis 31 31 0% 17Feb-27  31Mar-27 0
@ A1080 Assessing the Risks of ISMS 18 18 0% 17Feb-27*  12-Mar-27 0

@ A1070 Determining the Gap 13 13 0% 15Mar27*  31-Mar-27 0

&, IT-001.1T-001.2 Policy Development & Implementation 67 67 0% O1-Apr27  02Ju27 0
By 1T-001.1T-0012.21 Policy Ha ization (SOP Alig 32 32 0% 01-Apr27  14:May-27 0
@ A1080 SOP / Palicies Alignment 32 32 0% 01-Apr27*  14-May-27 0

By 1T-001.1T-001.2.22 Policy Implementation 35 35 0% 17-May-27  02Ju-27 0
@ A1090 Implementing Polidies in ISMS 35 35 0% 17May-27* 02Ju-27 0

&, IT-001.1T-001.3 Internal Audit & Management Review ] [ 0% 05Ju27  150ck27 0
‘ IT-001.1T-001.3.3.1 Internal Audit 25 25 0% 05Ju-27  06-Aug-27 0
@@ A1100 Conducting Intemal Audits 2 25 0% 05Ju-27*  06-Aug-27 0

By IT-001.1T-001.3.3.2 Audit Finding Remediation 2 25 0% 09Aug27  10Sep-27 0
@ A0  Comedig Inapprpriate Risk Findings 2% 25 0% 09-Aug-27*  10-Sep-27 0

By 1T-001.1T-001.3.3.3 Management Review 25 25 0% 13Sep27  150ct-27 0
@ AN20 Reviewng the Findings 2 25 0% 13Sep-27* 150ct-27 0

% IT-001.1T-001.4 Extemal Audit 125 125 0% 180ct27  O7-Apr28 0
By IT-001.IT-0014.4.1 Operational Documentation Audit 45 45 0% 18-0ct27  17-Dec27 0
@ AN30 Reviewng the ISMS Document 45 45 0% 180ct27*  17-Dec-27 0

By IT-001.IT-001.4.42 Control Implementation Audit 35 35 0% 20Dec27 04Feb-28 0
@ AN140 Reviewng Control Implementation 35 35 0% 20Dec27* 04Feb-28 0

‘ IT-001.IT-001.4.43 Finding Remediation (Post-Audit) 45 45 0% 07Feb-28 07-Apr28 0
@ ANS50 Improving Audit Results 45 45 0% 07Feb-28* 07-Apr28 0

gy IT-001.IT-001.5 Certification Decision & Issuance 15 15 0% 10Apr28  28Apr28 0
By IT-001.T-001.5.5.1 Issuance of Certification 15 15 0% 10Apr28  28-Apr28 0
@ A160  Determination and tssuance of Cestfication 15 15 0% 10-Apr28"  28-Apr28 0

Figure 9. Schedule Simulation to Get ISO/IEC 27001:2022 Certification

4315 | A Socio-Technical Assessment of Information Security Management Using ...



Published By
.|I>) AsosiasiDoktor
Ll ﬁ‘ Sistem Informasi Indonesia

Based on Figure 9, a simulation is provided to support PQR University in Semarang in

obtaining ISO/IEC 27001:2022 certification. This implementation simulation starts from
the stages of gap assessment and risk gap analysis, policy development and
implementation, internal audit & management review, external audit until the decision
and issuance of certification. At each stage of this simulation, there are still several more
stages below. Within these stages or steps, it's also clear that there are different numbers
of activities involved in each step. This difference in number is based on the length of
the process required to obtain ISO/IEC 27001:2022 certification For the issues at hand. In
addition, there is also a timeline that can be applied to all stages which can be seen in
Figure 9. Figure 9 also shows that the simulation For implementing ISO/IEC 27001:2022
certification will begin in January 2027 and continue until April 2028. Figure 9 it just the
schedule simulation for the university to get the certification and is not the validation

certification plan.

3.1. Discussion

Based on research findings to determine the influencing fFactors on IT awareness for
information security management in higher education, it was found that each university
or college has its own SOP for managing the information security of the data they
manage. This is indicated by the differences between the SOP obtained from Telkom
University [35] and that of PQR University, a university in Semarang. Despite these
differences, several regulations share common legal foundations, such as the PDP Law

and the ITE Law.

Furthermore, the KAMI Index version 5.0 was used to determine the maturity level of
PQR University. The results showed that PQR University has a maturity level of Level V,
or Optimal. Despite this optimal level, many test indicators in the KAMI Index still lack
appropriate documentation or SOPs. Furthermore, in indicator VII-PDP, several indicators
are still "In Implementation/Partially Implemented" in infFormation security management.

These indicators are 7.2, 7.3, 7.14, 7.15, and 7.16.

In addition to testing with the KAMI Index, this study also conducted testing using the
ISO/IEC 27001:2022 testing toolkit. This testing revealed several clauses, such as clause
7.33, that had not been implemented, while control clauses, such as clause 5.1a and clause

5.9f, had not been implemented. Furthermore, clauses 6.1c and 7.5b received "Other

Nur Wachid Hidayatulloh, Dinar Mutiara Kusumo Nugrahen, et al | 4316



Published By
'II > AsosiasiDoktor
Ll ﬁ‘ Sistem Informasi Indonesia

Comments" in the test, while control clauses 5.7b, 5.7¢c, 5.30b, and 6.7b received this result.

Not only the KAMI Index testing, but the ISO/IEC 27001:2022 testing also Found that many

clauses lacked appropriate documentation or SOPs.

In the user-facing feasibility test, PQR University received a score of 81.2%, categorized
as "Very Worthy." Although the test result was declared "Very Worthy," several
respondents felt the university's InFormation Security Management System (ISMS) needed
improvement. From a user awareness, improvements include managing the university
website to prevent similar incidents, such as being used as an online gambling site, and
ensuring that passwords assigned to students are distinguishable to prevent other

students from making mistakes when entering their usernames during the CBT exam.

When viewed from a socio-technical system perspective, indicate that the Information
Security Management System (ISMS) at PQR University has a gap between the technical
and social subsystems. The gap assessment results for the technical subsystem show
that the KAMI Index achieved a maturity level of V — Optimal, and the university's ISMS
conformity to the ISO/IEC 27001:2022 clauses is almost fully implemented. Meanwhile, the
social subsystem, based on user awareness results, achieved a percentage of 81.2%. Users
also reported that the university website had been hacked and that passwords for one
class were used during the CBT. From the explanation of the two subsystems of the
socio-technical system, gaps are clearly visible, and it can be said that these gaps are less
than optimal in both the technical and social subsectors. In the technical subsector, there
is a lack of implementation of SOPs for ISMS, and in the social subsector, there is still a
feeling of inadequacy in user behavior. Furthermore, even if a high score is achieved in
documentation or technical implementation, it does not necessarily translate to a high
score in behavior in daily operations. This illustrates how a gap in the technical subsystem
propagates directly into a gap in the social subsystem — consistent with the STS principle
that the two subsystems must be evaluated, and improved, jointly rather than in isolation.
As stated by [30] designing, optimizing, or implementing complex systems requires a
combination of social and technical subsystems and cannot be considered separately. By
applying sociotechnical systems, policymakers will see both areas holistically and cannot

consider them separately when running systems in organizations, particularly university.
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Meanwhile, managers, especially IT heads at universities, can implement the improvement

roadmap that has been provided and see the priority matrix in Figure 8. And if the
university wants to carry out ISO/IEC 27001:2022 certification as the simulation process,

it can see Figure 9.

4. CONCLUSION

The conclusion of the research is that PQR University, one of Semarang's universities,
does not yet have ISO/IEC 27001:2022 certification. Furthermore, the university does have
SOPs fFor data management, particularly information security management. Overall, the
findings indicate that PQR University has established a solid foundation for Information
Security Management System (ISMS) implementation, as demonstrated by an overall KAMI
Index v5.0 maturity level of V (Optimal), a high level of compliance with ISO/IEC
27001:2022 (94.4%), and a user awareness score of 81.2%. This overall readiness, however,
is not uniform: domain-level weaknesses remain in Asset Management (maturity level 111),
Personal Data Protection (maturity level I1), and Third-Party Engagement Security (0%),
and several gaps remain in documentation, standard operating procedures (SOPs), and
the implementation of specific ISO clauses and controls, including Clause 7.3(a), Control
51(a), and Control 5.9(F). The proposed certification schedule (Figure 9) is likewise a
planning simulation intended to guide the university's roadmap, not a validated or audited
certification plan. These findings suggest that achieving a high level of technical maturity
and standard compliance does not automatically ensure effective security practices in
daily operations. From a Socio-Technical System (STS) perspective, the identified
discrepancies between the technical subsystem and user behavior highlight that
effective ISMS implementation depends on the alignment of organizational processes,
technology, and human behavior rather than on technical controls alone. This study
therefore demonstrates that evaluating technical maturity together with user awareness
provides a more comprehensive assessment of ISMS effectiveness and enables
organizations to identify hidden gaps that may not be detected through technical audits
alone. Consequently, universities should prioritize improving documentation, policy
communication, asset management, and user awareness programs while implementing
the proposed improvement roadmap and priority matrix. By integrating technical and

social improvements simultaneously, higher education institutions can achieve more
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sustainable ISMS implementation and strengthen their readiness For ISO/IEC 27001

certification.

This study has limitations, namely, its focus on only one university institution. Future
research could conduct two or more studies to determine the level of information
management maturity in a region. Furthermore, by understanding this level of maturity,
researchers can also determine the extent to which the university implements the
clauses in ISO/IEC 27001:2022. Beyond limitations, other researchers could also integrate
socio-technical systems theory with other information security or user acceptance
frameworks such as TAM, UTAUT, and others. In addition, subsequent research can
conduct research with many universities to find out the implementation of ISMS at the

higher education level and can use formal audit evidence.
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