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Abstract. Ensuring the integrity of Smart Grid data is essential for 

preventing unauthorized data modification during transmission and 

storage. Cryptographic hash functions provide an efficient 

mechanism for integrity verification; however, their diffusion 

characteristics and computational performance under identical 

conditions require further evaluation. This study experimentally 

compares SHA-256, SHA3-256, and BLAKE2b-256 for Smart Grid 

data integrity verification using avalanche effect analysis, hash 

consistency evaluation, and computational performance 

benchmarking with a standardized 256-bit digest length. The results 

show that all evaluated algorithms achieved avalanche effect 

values close to the theoretical 50% criterion (SHA-256: 49.97%, 

SHA3-256: 49.96%, and BLAKE2b-256: 50.04%) and maintained a 

100% hash consistency rate, indicating comparable diffusion 

capability and deterministic behavior. In terms of computational 

performance, BLAKE2b-256 achieved the shortest average 

execution time (11.14 ms), outperforming SHA-256 (13.24 ms) and 

SHA3-256 (16.87 ms). These findings indicate that all evaluated 

algorithms are suitable for Smart Grid data integrity verification, 

while BLAKE2b-256 provides the highest computational efficiency 

under the experimental conditions. The results are limited to the 

experimental evaluation of cryptographic hash function behavior 

and do not represent a comprehensive assessment of Smart Grid 

cybersecurity. 

Keywords: Smart Grid, Data Integrity, Cryptographic Hash Function, 

SHA-256, SHA3-256, BLAKE2b-256, Avalanche Effect. 
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1. INTRODUCTION 

 

The increasing demand for sustainable energy systems has accelerated the adoption of 

smart grids, particularly in developing countries[1]. A smart grid integrates advanced 

metering, communication, and control technologies to improve efficiency, reliability, and 

adaptability of energy distribution[2]. However, this integration also introduces new 

challenges. As energy data become more digital and dynamic, the system is exposed to 

risks of manipulation, false data injection, and cyberattacks that may compromise 

stability[3],[4]. To address these issues, cryptographic techniques are essential to ensure 

data integrity and trust[5]. Hash functions, in particular, offer lightweight yet powerful 

mechanisms to detect unauthorized modifications[6],[7]. 

 

In practical Smart Grid environments, cryptographic hash functions are commonly 

employed as integrity verification mechanisms rather than encryption tools[8]. Hash 

values can be attached to smart meter readings, energy consumption records, distributed 

databases, or blockchain transactions to ensure that data remain unchanged during 

transmission and storage[9]. When a record is modified intentionally or accidentally, even 

by a single bit, the resulting hash value should differ significantly from the original one. 

Therefore, hash functions provide an efficient mechanism for detecting tampering and 

supporting trustworthy energy data management[10]. 

 

Their effectiveness depends on two critical properties: the avalanche effect, where a 

single-bit change in the input leads to significant differences in the output, and 

consistency, which guarantees identical outputs for identical inputs[7]. These properties 

are crucial for real-time energy monitoring, where even minor data manipulation can lead 

to misjudgments in power balancing and stability assessment[8]. The importance of 

energy data integrity becomes clearer when viewed through the lens of real smart grid 

datasets[3]. In this study, we use an augmented dataset of smart grid stability that 

includes parameters such as reaction time of producers and consumers, power balance, 

and price elasticity coefficients, alongside system stability labels (stable or unstable)[7]. 

These parameters reflect the dynamic behavior of energy producers and consumers in 

maintaining balance within the grid[9]. Any manipulation of such data could misrepresent 

whether the system is stable or unstable, potentially leading to failures in decision-
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making for energy management[11]. Several related studies provide the theoretical 

foundation for this research[12].  

 

This study focuses on integrity-related threats that target Smart Grid data, particularly 

false data injection, unauthorized record modification, transmission tampering, and 

integrity attacks against blockchain-based energy records[13]. Such attacks may alter 

measurements related to power balance and system stability, potentially leading to 

incorrect operational decisions[14]. Although cryptographic hash functions cannot 

prevent attacks directly, they can provide an effective mechanism for detecting 

unauthorized modifications and verifying data integrity[8]. 

 

Rajiman and Indrayani demonstrated the robustness of SHA-256 in securing digital 

documents[15], while Franck et al. focused on hardware optimizations for performance. 

Research on smart grids by Moze and Sinaga et al[7]. highlighted the importance of 

reliable data aggregation in energy systems. Furthermore, studies on blockchain 

emphasize that hash functions underpin distributed trust and immutability. Meanwhile, 

Verma and Sharma affirmed the avalanche effect as a fundamental requirement for 

cryptographic strength[16],.  

 

Despite extensive research on cryptographic hash functions and Smart Grid security, 

experimental studies that compare SHA-256, SHA3-256, and BLAKE2b-256 under identical 

conditions using Smart Grid stability data remain limited[8]. Furthermore, previous studies 

often focus on computational performance or blockchain implementation without 

examining avalanche behavior and consistency as integrity-related indicators[17]. To 

address this gap, this study experimentally evaluates the avalanche effect, hash 

consistency, and computational performance of three widely used cryptographic hash 

algorithms using Smart Grid data. The results are intended to provide empirical evidence 

regarding the suitability of these algorithms for integrity verification in Smart Grid data 

management environments[5]. 

 

Among the available attributes in the Smart Grid Stability Augmented Dataset, the Power 

Balance–Energy Producer attribute was selected as the primary experimental input 

because it directly represents the balance between energy generation and consumption 

within the grid. This parameter plays a critical role in determining system stability and is 
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highly sensitive to manipulation. Any unauthorized alteration may affect stability 

assessment and operational decision-making, making it an appropriate attribute for 

evaluating hash-based integrity verification mechanisms. 

 

2. METHODS 

 

To improve the reproducibility and clarity of the experimental procedure, the overall 

workflow of this study is illustrated in Figure 1[18]. The workflow consists of four major 

stages: data preparation and input processing, cryptographic hash generation, evaluation 

and analysis, and result visualization and interpretation[19]. Each stage was designed to 

ensure that the three evaluated cryptographic hash algorithms SHA-256, SHA3-256, and 

BLAKE2b-256 were assessed under identical experimental conditions[20]. 

 
Figure 1. summarizes the complete experimental pipeline adopted in this study. 
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The first stage begins by loading the Smart Grid Stability Augmented Dataset, which 

contains 60,000 operational records[3],[17]. Although the dataset provides multiple 

operational attributes, only the Power Balance Energy Producer (p₁) attribute was 

selected as the experimental input[1]. This attribute was chosen because it represents 

continuously varying power-generation measurements, making it suitable for evaluating 

the sensitivity of cryptographic hash functions to small input modifications while 

maintaining a consistent comparison across all evaluated algorithms[7]. Next, each 

selected value is converted into its decimal string representation and encoded using UTF-

8 before hashing[21]. The encoded byte sequence is then subjected to a true single-bit 

perturbation[5], in which one bit is flipped using a bitwise XOR operation[8].  

 

To avoid bias toward a particular bit location, the perturbation position is varied 

systematically across the dataset during the avalanche-effect experiment[20],[22]. After 

preprocessing, the encoded inputs are processed independently using SHA-256, SHA3-

256, and BLAKE2b-256, all configured to produce a 256-bit digest. Standardizing the 

digest length ensures that the avalanche effect and Hamming distance can be compared 

fairly across the three algorithms[23],[24]. The evaluation stage consists of three 

complementary analyses. First, the Hamming distance between the original and modified 

hash outputs is computed[20]. Second, the Avalanche Effect is calculated as the 

percentage of changed bits relative to the 256-bit digest length.[23] Third, a hash 

consistency test is performed using all 60,000 dataset records to verify that identical 

inputs consistently produce identical hash outputs[18]. In parallel, a performance 

benchmark is conducted through repeated hashing trials after warm-up executions, 

measuring only the hash computation time while excluding data loading and UTF-8 

encoding overhead[25],[26]. Finally, the experimental results are analyzed statistically by 

reporting the mean, median, standard deviation, and 95% confidence interval[27]. The 

results are then presented using comparison tables, boxplots, and avalanche-trend 

visualizations, followed by an interpretation of the findings in terms of computational 

efficiency, avalanche behavior, and Smart Grid data-integrity verification[28]. 

 

2.1  Dataset Description 

This study employed the Smart Grid Stability Augmented Dataset, which is publicly 

available through the UCI Machine Learning Repository[3]. The dataset consists of 60,000 

simulated Smart Grid operational records, representing various operating conditions of 



Vol. 8, No. 2, April 2026 

 
 

4189 | Experimental Evaluation of Avalanche Effect and Hash Consistency in ….. 

a distributed Smart Grid system[29]. Each record contains multiple numerical attributes 

describing reaction time, power balance, price elasticity, and system stability, allowing 

comprehensive evaluation under different Smart Grid operating scenarios[30]. Table 1 

summarizes the attributes contained in the Smart Grid Stability Augmented Dataset[22]. 

These variables represent the dynamic characteristics of producers and consumers 

participating in Smart Grid operation, including response time, power balance, price 

elasticity, and overall system stability[6],[27]. 

 

Table 1. Attributes of the Smart Grid Stability Augmented Dataset 

Variable Attribute Description 

τ₁ Reaction Time – Energy Producer Response time of the energy producer. 

τ₂ Reaction Time – Consumer 1 Response time of consumer 1. 

τ₃ Reaction Time – Consumer 2 Response time of consumer 2. 

τ₄ Reaction Time – Consumer 3 Response time of consumer 3. 

p₁ 
Power Balance – Energy 

Producer 

Power balance generated by the 

energy producer. 

p₂ Power Balance – Consumer 1 Power balance of consumer 1. 

p₃ Power Balance – Consumer 2 Power balance of consumer 2. 

p₄ Power Balance – Consumer 3 Power balance of consumer 3. 

g₁ 
Price Elasticity Coefficient – 

Energy Producer 

Price elasticity coefficient of the 

energy producer. 

g₂ 
Price Elasticity Coefficient – 

Consumer 1 

Price elasticity coefficient of 

consumer 1. 

g₃ 
Price Elasticity Coefficient – 

Consumer 2 

Price elasticity coefficient of 

consumer 2. 

g₄ 
Price Elasticity Coefficient – 

Consumer 3 

Price elasticity coefficient of 

consumer 3. 

stab Stability Index Numerical indicator of system stability. 

stabf Stability Label 
Binary stability classification 

(Stable/Unstable). 

 

Among the available attributes, this study selected the Power Balance Energy Producer 

(p₁) variable as the experimental input for evaluating the cryptographic hash 

algorithms[22]. This attribute was chosen because it represents continuously varying 
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numerical measurements associated with power generation, making it suitable for 

assessing the sensitivity of cryptographic hash functions to small input perturbations 

while maintaining a consistent experimental basis across SHA-256, SHA3-256, and 

BLAKE2b-256[23],[31]. Prior to the hashing process, each value of the selected attribute 

was converted into its decimal string representation and encoded using UTF-8[20],[22]. 

The encoded byte sequence was subsequently used as the input for all cryptographic 

hash functions[32]. Before conducting the experiments, the dataset was inspected to 

verify data completeness and duplicate records[19]. No additional normalization or 

feature transformation was applied because cryptographic hash functions operate 

directly on encoded input data rather than on statistical properties of numerical 

features[33]. For the avalanche-effect evaluation, 10,000 samples were randomly selected 

from the Power Balance Energy Producer (p₁) attribute, whereas the hash consistency 

evaluation was performed using the complete dataset of 60,000 records[22]. 

  

2.2  Experimental Environment 

All experiments were conducted using a personal computer equipped with a 9th 

Generation Intel® Core™ i5 processor, 16 GB of RAM, a 256 GB solid-state drive (SSD) for 

the operating system and software installation, and an additional 1 TB hard disk drive 

(HDD) for data storage[22]. The experimental implementation was developed in Python 

3.x, utilizing the built-in hashlib library for the implementation of SHA-256, SHA3-256, and 

BLAKE2b-256[32]. To ensure a fair comparison among the evaluated algorithms, the 

BLAKE2 implementation employed the hashlib.blake2b() function configured with a digest 

size of 32 bytes (256 bits), matching the digest length produced by SHA-256 and SHA3-

256[20]. All cryptographic algorithms were executed under the same software 

configuration and experimental conditions to eliminate implementation bias[23]. The 

benchmark evaluation was performed using repeated execution trials following an initial 

warm-up phase to minimize runtime initialization effects[30]. The reported execution 

time represents only the cryptographic hashing process, while data loading, UTF-8 

encoding, and other preprocessing operations were excluded from the timing 

measurements[20],[22]. To improve the reliability of the performance evaluation, the 

benchmark results were analyzed using descriptive statistical measures, including the 

mean, median, standard deviation, and 95% confidence interval[27]. 
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2.3 Cryptographic Hash Generation 

The cryptographic hash generation process was performed using three widely adopted 

cryptographic hash algorithms, namely SHA-256, SHA3-256, and BLAKE2b-256[23]. To 

ensure a fair comparison, all algorithms were configured to produce a 256-bit digest, 

thereby eliminating differences caused by unequal output lengths[20],[22]. Before hash 

generation, each value of the selected Power Balance–Energy Producer (p₁) attribute was 

converted into its decimal string representation and encoded using the UTF-8 character 

encoding standard[19],[25]. The resulting byte sequence served as the input to all 

evaluated cryptographic hash functions[24]. This encoding procedure ensured that 

identical input data were processed consistently across all algorithms throughout the 

experiments[33]. 

 

The SHA-256 and SHA3-256 implementations were executed using the standard hashlib 

library available in Python[32]. The BLAKE2 implementation employed the hashlib.blake2b() 

function configured with a digest size of 32 bytes (256 bits), thereby producing output 

lengths equivalent to those of SHA-256 and SHA3-256[20]. Standardizing the digest 

length was necessary to ensure that the Hamming distance and avalanche-effect 

measurements were directly comparable across all evaluated algorithms[23],[22]. For each 

encoded input, a hexadecimal hash value was generated independently by the three 

cryptographic hash functions[30]. These hash values subsequently served as the basis 

for avalanche-effect evaluation, hash consistency verification, and computational 

performance analysis[25],[27]. 

 

2.4 Avalanche Effect Evaluation 

The avalanche effect evaluation was performed to assess the sensitivity of each 

cryptographic hash function to minimal input modifications[8],[1]. An ideal cryptographic 

hash function should exhibit the avalanche property, whereby a one-bit change in the 

input produces changes in approximately 50% of the output digest bits[11]. This property 

is essential for evaluating diffusion characteristics and resistance to input tampering[34]. 

For the avalanche-effect experiment, 10,000 samples were randomly selected from the 

Power Balance–Energy Producer (p₁) attribute of the Smart Grid Stability Augmented 

Dataset[3],[17]. Each selected value was first converted into its decimal string 

representation and encoded using UTF-8[35],[21]. A true single-bit perturbation was then 

introduced by applying a bitwise Exclusive OR (XOR) operation to the encoded byte 
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array[16]. Unlike character replacement, this approach guarantees that only one binary 

bit is modified in the original input[12]. To avoid positional bias, the perturbed bit position 

was varied sequentially throughout the experiment so that different bit locations were 

evaluated across the dataset[36]. 

 

After perturbation, both the original and modified inputs were processed independently 

using SHA-256, SHA3-256, and BLAKE2b-256[7]. Since all three algorithms generated 256-

bit digest outputs, the resulting hashes could be compared directly without additional 

normalization[9]. The similarity between the original and modified hash outputs was 

quantified using the Hamming Distance[35], which represents the total number of 

differing bits between two binary hash values[11]. The avalanche effect was subsequently 

calculated as the percentage of changed bits relative to the digest length of 256 bits[12]. 

The Hamming Distance was computed according to Equation (1). 

 

𝐻𝐷(ℎ1, ℎ2) = ∑ (𝑏₁ᵢ	 ⊕ 𝑏₂ᵢ)!
"#$     (1) 

 

where b₂ᵢ and b₂ᵢ denote the it bit of the original and modified digest outputs, respectively. 

The avalanche percentage was calculated as shown in Equation (2). 

 

𝐴𝐸(%) = 256 ÷ 𝐻𝐷 × 100    (2) 

 

where AE represents the avalanche effect expressed as a percentage and HD is the 

corresponding Hamming Distance[35]. An avalanche value approaching 50% indicates an 

ideal diffusion property, whereas substantially lower or higher values suggest less 

desirable avalanche behavior[7]. To ensure a fair comparison, the same input samples, 

perturbation procedure, and bit-flip positions were applied consistently across SHA-256, 

SHA3-256, and BLAKE2b-256[9]. The resulting avalanche percentages were subsequently 

analyzed using descriptive statistical measures, including the mean, median, standard 

deviation, minimum, maximum, and boxplot visualization[17]. 

 

2.5 Hash Consistency Evaluation 

The hash consistency evaluation was conducted to verify the deterministic behavior of 

the evaluated cryptographic hash functions[37]. A deterministic hash function is expected 

to generate the identical hash output whenever the same input is processed repeatedly 
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under identical computational conditions[32]. Although this property represents a 

fundamental characteristic of cryptographic hash functions, the experiment was included 

to verify the correctness and consistency of the software implementation adopted in 

this study[23]. Unlike the avalanche-effect experiment, which evaluates the sensitivity of 

hash functions to minimal input modifications, the consistency evaluation utilized the 

entire Smart Grid Stability Augmented Dataset consisting of 60,000 records[22]. Each 

value of the selected Power Balance–Energy Producer (p₁) attribute was converted into 

its decimal string representation and encoded using UTF-8 before being processed 

independently by SHA-256, SHA3-256, and BLAKE2b-256[20]. 

 

To verify consistency, every input value was hashed repeatedly under identical 

experimental conditions[23]. The resulting hash values generated from repeated 

executions were compared with the corresponding reference hash values[22]. A mismatch 

was recorded whenever two identical inputs produced different hash outputs[24]. The 

consistency rate was subsequently calculated as the ratio between the number of 

matched hashes and the total number of evaluated records[27]. The hash consistency 

was calculated using Equation (3). 

 

𝐶𝑜𝑛𝑠𝑖𝑠𝑡𝑒𝑛𝑐𝑦(%) = 𝑁!"!#$ ÷ 𝑁%#!&' × 100  (3) 

 

where 𝑁%&'()denotes the number of identical hash outputs obtained from repeated 

executions, while 𝑁'*'&+represents the total number of evaluated records. 

 

A consistency value of 100% indicates that identical inputs always produce identical hash 

outputs, confirming the deterministic behavior of the evaluated cryptographic hash 

functions under the implemented experimental environment[32]. The consistency results 

obtained from SHA-256, SHA3-256, and BLAKE2b-256 were subsequently compared to 

verify the reliability of each implementation[32]. all evaluated cryptographic hash 

functions achieved a consistency rate of 100%, with no mismatched hash values observed 

during repeated executions[25]. These results confirm that the implemented SHA-256, 

SHA3-256, and BLAKE2b-256 algorithms preserve the deterministic property required for 

reliable Smart Grid data integrity verification[38]. 
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2.6 Performance Benchmark 

The computational performance of the evaluated cryptographic hash algorithms was 

assessed by measuring the execution time required to generate hash values for the 

selected Smart Grid dataset attribute[33]. Performance evaluation was conducted to 

compare the computational efficiency of SHA-256, SHA3-256, and BLAKE2b-256 under 

identical experimental conditions[18]. Prior to benchmarking, an initial warm-up phase 

was performed to minimize the influence of runtime initialization and interpreter 

optimization. Following the warm-up stage, repeated benchmark trials were executed for 

each algorithm using the same experimental dataset and identical software 

configuration[38]. To ensure a fair comparison, all timing measurements were performed 

using the same implementation environment and processing pipeline[28]. 

 

The reported execution time represents only the cryptographic hashing operation. Data 

loading, UTF-8 encoding, dataset preprocessing, and result visualization were 

intentionally excluded from the benchmark because these operations are independent 

of the cryptographic algorithms and could introduce additional measurement bias[17],[17]. 

The benchmark results were summarized using descriptive statistical measures, including 

the mean execution time, median execution time, standard deviation, and 95% confidence 

interval[39]. These statistical indicators provide a more reliable representation of 

computational performance by reducing the influence of random runtime fluctuations 

observed during repeated executions[34]. The benchmark results obtained from SHA-256, 

SHA3-256, and BLAKE2b-256 were subsequently compared to identify differences in 

computational efficiency while maintaining identical experimental conditions[9]. the 

computational performance of the evaluated algorithms varies primarily in terms of 

execution time, while all algorithms maintain identical digest lengths of 256 bits[5]. These 

benchmark results provide the basis for comparing computational efficiency without 

affecting the cryptographic properties evaluated in the avalanche-effect and consistency 

experiments[16]. 

 

3.7 Experimental Procedure 

To improve the reproducibility of the proposed methodology, the complete experimental 

procedure is summarized in Algorithm 1[40]. The algorithm provides a step-by-step 

representation of the implemented workflow, covering dataset preparation, input 

encoding, cryptographic hash generation, avalanche-effect evaluation, hash consistency 
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verification, computational performance benchmarking, and statistical analysis[7]. Unlike 

the conceptual workflow presented in Figure 2, Algorithm 1 describes the exact sequence 

of operations performed during the experiments[11].  

 

 
Figure 2. Complete Experimental Procedure for Comparative Evaluation of SHA-256, 

SHA3-256, and BLAKE2b-256 in Smart Grid Data Integrity Verification. 
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The procedure begins by loading the Smart Grid Stability Augmented Dataset, which 

contains 60,000 operational records, followed by the selection of the Power Balance–

Energy Producer (p₁) attribute as the experimental input[41]. Each selected value is 

converted into its decimal string representation and encoded using the UTF-8 character 

encoding standard to ensure consistent input formatting across all evaluated 

cryptographic hash functions[5]. For the avalanche-effect evaluation, 10,000 samples are 

randomly selected from the dataset[42],[2]. Each sample is processed independently using 

SHA-256, SHA3-256, and BLAKE2b-256, all configured with a 256-bit digest length. A true 

single-bit perturbation is then introduced by applying a bitwise XOR operation to the 

encoded input, after which the modified input is hashed again using the same 

cryptographic algorithm[9]. The Hamming Distance between the original and modified 

hash outputs is subsequently computed, and the Avalanche Effect is expressed as the 

percentage of changed bits relative to the 256-bit digest length[5]. 

 

The second stage of the procedure performs hash consistency verification using the 

complete dataset of 60,000 records[15]. Each input is repeatedly processed under 

identical computational conditions, and the generated hash values are compared to verify 

deterministic behavior[9]. The number of matching and mismatching hash values is 

recorded to determine the overall consistency rate for each evaluated algorithm[7]. The 

final stage evaluates the computational performance of SHA-256, SHA3-256, and 

BLAKE2b-256 through repeated benchmark executions following an initial warm-up 

phase[11]. Only the cryptographic hashing operation is included in the execution-time 

measurement, whereas data loading, UTF-8 encoding, and preprocessing overhead are 

excluded[21]. The collected benchmark data are analyzed using descriptive statistical 

measures, including the mean, median, standard deviation, and 95% confidence interval, 

before being presented through comparison tables and graphical visualizations.[17] 

Overall, Algorithm 1 provides a concise representation of the complete experimental 

pipeline implemented in this study, ensuring that the proposed methodology can be 

reproduced consistently for comparative evaluation of cryptographic hash functions in 

Smart Grid data integrity verification[14]. 
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3. RESULTS AND DISCUSSION 

 

3.1 Avalanche Effect Analysis 

The avalanche effect evaluation was conducted to assess the diffusion capability of the 

evaluated cryptographic hash algorithms by measuring the proportion of output bits that 

changed following a one-bit modification in the input data. According to the avalanche 

criterion, an ideal cryptographic hash function should produce approximately 50% 

changed output bits when a single input bit is altered. To quantitatively evaluate this 

property, the statistical results obtained from 10,000 randomly selected Smart Grid data 

samples are summarized in Table 2. 

 

Table 2. Avalanche Effect Statistics of the Evaluated Cryptographic Hash Algorithms  

Algorithm Average 

Bits 

Median 

Bits 

Std Dev Minimum Maximum Average 

Avalanche 

(%) 

SHA256 127.92 128.0 8.02 93 156 49.97 

SHA3 127.90 128.0 8.01 95 160 49.96 

BLAKE2 128.10 128.0 8.00 98 157 50.04 

 

Table 2 shows that all evaluated algorithms produced average avalanche effect values 

close to the theoretical expectation of 50%. SHA-256 achieved an average avalanche 

effect of 49.97%, followed by SHA3-256 with 49.96%, while BLAKE2b-256 produced 

50.04%. The differences among the three algorithms are minimal, indicating that they 

exhibit comparable diffusion characteristics when evaluated using identical input 

samples and a standardized 256-bit digest length. In addition, the relatively small 

standard deviation indicates that the avalanche effect remained stable throughout the 

experiment. 

 

To further examine the distribution of avalanche effect values, the experimental results 

are visualized in Figure 3. The visualization provides a comprehensive overview of the 

dispersion, central tendency, and variability of the avalanche effect generated by each 

evaluated algorithm. 
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Figure 3. Distribution of Avalanche Effect for SHA-256, SHA3-256, and BLAKE2b-256 

 

As illustrated in Figure 3, the distributions of SHA-256, SHA3-256, and BLAKE2b-256 are 

highly similar and centered around the 50% avalanche threshold. The median values of 

all three algorithms are nearly identical, while the interquartile ranges demonstrate 

comparable variability across the evaluated samples. Although several outliers are 

present, they represent only a small proportion of the observations and do not 

significantly influence the overall distribution. These findings further confirm that the 

evaluated algorithms possess equivalent diffusion capability under the experimental 

conditions. To illustrate the avalanche effect mechanism in greater detail, one 

representative example for each evaluated algorithm is presented in Figure 4. The table 

reports the original input, the modified input generated using a true one-bit perturbation, 

the corresponding hash outputs, the resulting Hamming distance, and the calculated 

avalanche percentage. 

 

 
Figure 4. Representative Hash Outputs and Avalanche Effect Results 
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Figure 4 demonstrates that a single-bit modification in the encoded Smart Grid data 

produced substantial changes throughout the 256-bit hash digest. Despite the minimal 

alteration applied to the input, the resulting Hamming distances remained close to half 

of the digest length, yielding avalanche effect values between approximately 45% and 

52%. This behavior confirms that the evaluated cryptographic hash algorithms satisfy the 

diffusion property expected from secure hash functions, where even the smallest input 

modification generates an unpredictable and significantly different output. 

 

Overall, the avalanche effect evaluation demonstrates that SHA-256, SHA3-256, and 

BLAKE2b-256 provide nearly identical diffusion performance for Smart Grid data integrity 

verification. Since all algorithms consistently generated avalanche effect values close to 

the theoretical expectation of 50%, no meaningful difference in diffusion capability was 

observed. Therefore, the avalanche effect alone should not be considered the sole 

criterion for selecting a cryptographic hash algorithm for Smart Grid applications. 

Additional aspects, including computational efficiency, implementation complexity, 

interoperability, and deployment constraints, should also be considered during algorithm 

selection. 

 

3.2 Hash Consistency Analysis 

The hash consistency evaluation was performed to verify the deterministic behavior of 

the evaluated cryptographic hash algorithms. A deterministic hash function is expected 

to generate an identical output whenever the same input is processed repeatedly under 

identical conditions. This property is essential for data integrity verification in Smart Grid 

systems, where repeated integrity checks must consistently produce the same digest for 

unchanged data. The quantitative results of the consistency evaluation are presented in 

Table 3. 

Table 3. Hash Consistency Evaluation Results 

Algorithm Evaluated 

Records 

Repeated 

Trials 

Matching 

Hashes 

Mismatches Consistency 

(%) 

SHA-256 60,000 60,000 60,000 0 100.00 

SHA3-256 60,000 60,000 60,000 0 100.00 

BLAKE2b-

256 

60,000 60,000 60,000 0 100.00 
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Table 3 summarizes the consistency evaluation conducted using the complete Smart Grid 

dataset comprising 60,000 records. For each evaluated algorithm, every input was hashed 

repeatedly under identical experimental conditions, and the generated hash values were 

compared to identify any mismatches. The results demonstrate that SHA-256, SHA3-256, 

and BLAKE2b-256 all achieved a 100% consistency rate, with zero mismatches observed 

throughout the evaluation. These findings confirm that the three algorithms consistently 

produced identical hash outputs for identical inputs, demonstrating correct deterministic 

behavior.  

 

The absence of mismatched hash values indicates that the implemented hashing 

procedures remained stable throughout the experiment and that no computational 

inconsistencies were introduced during repeated executions. Although deterministic 

consistency is an inherent characteristic of cryptographic hash functions, experimentally 

verifying this property is important to ensure the correctness of the software 

implementation and the reproducibility of the generated results. Consequently, the 

observed consistency provides additional confidence that the subsequent avalanche 

effect and computational performance evaluations were performed on reliable and 

reproducible hash outputs. 

 

From the perspective of Smart Grid data integrity, deterministic hash generation enables 

reliable verification of measurement records, transaction logs, and operational data 

throughout the communication process. During integrity verification, a newly generated 

hash can be directly compared with the previously stored reference hash. Any 

discrepancy immediately indicates that the corresponding data have been modified, 

either intentionally or unintentionally, allowing unauthorized changes to be detected 

efficiently without requiring the original data to be transmitted or stored multiple times. 

Overall, the consistency evaluation confirms that SHA-256, SHA3-256, and BLAKE2b-256 

satisfy the deterministic property required for cryptographic hash functions. Since all 

evaluated algorithms achieved identical consistency performance, this evaluation does 

not distinguish one algorithm from another. Instead, the primary differences among the 

evaluated algorithms are expected to arise from other performance characteristics, 

particularly avalanche behavior and computational efficiency, which are examined in the 

following section. 

 



Vol. 8, No. 2, April 2026 

 
 

4201 | Experimental Evaluation of Avalanche Effect and Hash Consistency in ….. 

3.3 Computational Performance Analysis 

The computational performance evaluation was conducted to compare the execution 

efficiency of SHA-256, SHA3-256, and BLAKE2b-256 under identical experimental 

conditions. To obtain statistically reliable measurements, the benchmark was performed 

using 5,000 randomly selected Smart Grid records and repeated 20 times for each 

algorithm following an initial warm-up phase. The average execution time, median 

execution time, standard deviation, minimum and maximum execution times, together 

with the 95% confidence interval, were calculated to evaluate the computational 

efficiency of each algorithm. The benchmark results are summarized in Table 4. 

 

Table 4. Computational Performance Benchmark 

Algorithm Mean 

(ms) 

Median 

(ms) 

Std Dev 

(ms) 

Minimum 

(ms) 

Maximum 

(ms) 

95% CI 

Lower 

95% CI 

Upper 

SHA256 13.237202 13.084077 0.706406 12.294253 15.873396 12.898005 13.576399 

SHA3 16.868331 15.963713 1.778667 15.431986 21.520271 16.014264 17.722398 

BLAKE2 11.143167 10.786529 1.131131 7.837922 12.993327 10.600029 11.686305 

 

Table 4 demonstrates that BLAKE2b-256 achieved the shortest average execution time 

of 11.14 ms, followed by SHA-256 with 13.24 ms, whereas SHA3-256 required the longest 

execution time of 16.87 ms. The median execution times showed a similar trend, with 

BLAKE2b-256 recording 10.79 ms, SHA-256 13.08 ms, and SHA3-256 15.96 ms. These results 

indicate that BLAKE2b-256 consistently required less processing time to generate a 256-

bit hash digest under identical benchmarking conditions. 

 

The benchmark variability remained relatively small for all evaluated algorithms. SHA-256 

exhibited a standard deviation of 0.71 ms, indicating highly stable execution performance 

throughout the repeated measurements. BLAKE2b-256 recorded a standard deviation of 

1.13 ms, while SHA3-256 showed the largest variation at 1.78 ms, although the observed 

variability remained within acceptable limits for repeated computational benchmarking. 

Furthermore, the narrow 95% confidence intervals obtained for each algorithm indicate 

that the measured average execution times are statistically reliable and reproducible. To 

provide a clearer comparison of the execution efficiency, the benchmark results are 

illustrated in Figure 5. 
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Figure 5. Computational Performance Comparison of SHA-256, SHA3-256, and BLAKE2b-

256 

As illustrated in Figure 5, BLAKE2b-256 consistently outperformed the other evaluated 

algorithms in terms of execution speed. Compared with SHA-256, BLAKE2b-256 reduced 

the average execution time by approximately 15.8%, while the reduction reached 

approximately 33.9% compared with SHA3-256. Conversely, SHA3-256 exhibited the 

highest computational cost, reflecting the additional processing complexity associated 

with its sponge-based construction. SHA-256 demonstrated intermediate performance, 

providing a balance between computational efficiency and broad implementation 

compatibility across existing software and hardware platforms. 

 

From the perspective of Smart Grid applications, computational efficiency is an important 

consideration because integrity verification may be performed repeatedly on large 

volumes of meter readings, operational measurements, and transaction records. Lower 

execution time reduces processing latency and computational overhead, particularly in 

resource-constrained environments such as smart meters, edge gateways, and 

distributed monitoring devices. Consequently, a more efficient hash function enables 

integrity verification to be executed more frequently without significantly affecting 

system performance. Overall, the computational performance evaluation indicates that 

BLAKE2b-256 provides the highest execution efficiency under the experimental 

conditions employed in this study. However, this performance advantage should not be 

interpreted as evidence of superior cryptographic security, since the avalanche effect 
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and consistency evaluations demonstrated that all three evaluated algorithms exhibit 

comparable diffusion characteristics and deterministic behavior. Therefore, the primary 

advantage of BLAKE2b-256 lies in its computational efficiency, whereas the selection of 

an appropriate cryptographic hash algorithm for Smart Grid data integrity verification 

should consider both performance requirements and implementation constraints. 

 

3.4 Discussion 

The experimental results demonstrate that SHA-256, SHA3-256, and BLAKE2b-256 exhibit 

comparable cryptographic characteristics for Smart Grid data integrity verification[1]. The 

avalanche effect evaluation indicates that all three algorithms consistently produced 

output changes close to the theoretical expectation of approximately 50%, which is 

widely recognized as the ideal diffusion criterion for cryptographic hash functions[11]. 

This behavior confirms that a minimal modification in the input data propagates 

extensively throughout the generated hash value, thereby making unauthorized data 

modification readily detectable[16]. Since the observed differences among the evaluated 

algorithms were negligible, the avalanche effect results should not be interpreted as 

evidence that one algorithm provides stronger cryptographic security than another. 

Instead, the findings demonstrate that all evaluated algorithms satisfy the diffusion 

property required for reliable hash-based integrity verification[35]. Although the 

avalanche effect provides an important indication of diffusion capability, it should not 

be regarded as a comprehensive measure of cryptographic security[43]. A secure hash 

function must also satisfy additional security requirements, including collision resistance, 

preimage resistance, second-preimage resistance, and resilience against practical 

cryptographic attacks. Therefore, evaluating the avalanche effect alone is insufficient for 

determining the overall security of a cryptographic hash algorithm. The results obtained 

in this study should consequently be interpreted as evidence of effective diffusion 

performance rather than definitive proof of superior cryptographic strength[17]. 

 

The hash consistency evaluation further confirms the deterministic behavior of the 

evaluated algorithms. Identical Smart Grid data consistently produced identical hash 

values during repeated executions, demonstrating that the implemented hashing 

procedures are stable and reproducible[11]. This deterministic property is fundamental 

for integrity verification because newly generated hash values can be directly compared 

with previously stored reference digests to determine whether measurement data have 
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been altered. In practical Smart Grid environments, this verification mechanism can be 

applied to smart meter readings, operational measurements, energy transaction records, 

and communication logs to ensure that transmitted or stored information remains 

authentic throughout the data lifecycle[14]. 

 

From an operational perspective, cryptographic hash functions can be incorporated into 

multiple stages of the Smart Grid communication workflow[40]. After measurement data 

are generated by smart meters, a cryptographic hash can be computed before the data 

are transmitted to edge gateways or control centers[1]. Upon reception, the hash value 

can be regenerated and compared with the original reference digest to verify data 

integrity before the information is processed or stored. Similarly, hash values may be 

associated with audit logs and blockchain-based transaction records to detect 

unauthorized modifications while preserving the integrity of historical operational 

data[8]. These capabilities demonstrate that cryptographic hash functions provide an 

efficient integrity verification mechanism for distributed Smart Grid infrastructures 

without introducing substantial computational complexity[11]. 

 

While the evaluated algorithms demonstrated comparable avalanche behavior and 

identical consistency characteristics, the computational performance evaluation 

identified measurable differences in execution efficiency. BLAKE2b-256 consistently 

required less computational time than SHA-256 and SHA3-256 under identical 

benchmarking conditions[11]. This performance advantage is primarily attributable to the 

efficient internal design of the BLAKE2b compression function, whereas SHA3-256 

employs a sponge-based construction that generally requires greater computational 

effort. Nevertheless, the superior execution efficiency of BLAKE2b-256 should not be 

interpreted as evidence of stronger cryptographic security[5]. Rather, the principal 

advantage observed in this study is reduced computational overhead, which may be 

particularly beneficial for Smart Grid environments that continuously process large 

volumes of measurement data or operate on resource-constrained devices such as smart 

meters and edge gateways[17]. 

 

Despite the encouraging findings, several limitations should be acknowledged. First, the 

evaluation was conducted using a single Smart Grid data attribute rather than complete 

measurement records, which may not fully represent the complexity of operational Smart 
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Grid datasets[41]. Second, the experimental evaluation focused on avalanche effect, 

deterministic consistency, and computational performance, while other important 

security properties, including collision resistance, preimage resistance, second-preimage 

resistance, and resistance to practical cyberattacks, were beyond the scope of this study. 

Third, the computational benchmark was performed on a desktop computing platform 

rather than embedded Smart Grid devices, where hardware constraints may significantly 

influence execution performance[21]. Future research should therefore investigate 

complete Smart Grid records, integrate digital signatures and message authentication 

mechanisms, evaluate blockchain-based audit trails, and perform experimental validation 

on embedded platforms under realistic Smart Grid attack scenarios, including false data 

injection and communication tampering[44]. 

 

4.  CONCLUSION 

 

This study presented an experimental evaluation of three cryptographic hash algorithms, 

namely SHA-256, SHA3-256, and BLAKE2b-256, for Smart Grid data integrity verification 

by analyzing avalanche effect, hash consistency, and computational performance[17]. 

Experimental results demonstrated that all evaluated algorithms produced avalanche 

percentages close to the ideal cryptographic value of approximately 50%, indicating 

comparable diffusion characteristics under a standardized 256-bit digest length. Hash 

consistency testing using 60,000 Smart Grid records further confirmed deterministic 

behavior, with all algorithms achieving a 100% consistency rate. Computational 

benchmarking showed that BLAKE2b-256 required the lowest execution time, while SHA-

256 and SHA3-256 remained competitive due to their extensive standardization and 

widespread adoption. These findings indicate that algorithm selection should be guided 

primarily by application requirements rather than differences in diffusion capability, 

since all three algorithms exhibited comparable avalanche behavior[35]. Nevertheless, this 

study is limited to evaluating hash-function behavior using a single Smart Grid data 

attribute and does not include collision resistance, preimage resistance, digital signatures, 

blockchain deployment, embedded-device benchmarking, or real-world cyberattack 

simulations[39]. Future research should investigate complete Smart Grid communication 

workflows, full-record hashing, blockchain-based integrity verification, embedded 

implementations, and simulated attack scenarios to provide a more comprehensive 

evaluation of cryptographic hash deployment in Smart Grid environments[19],[14]. 
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