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Abstract. Web application attacks, including SQL Injection (SQLi),
Cross-Site Scripting (XSS), and Command Injection (Cmdl), remain
major threats to digital services. This study develops and evaluates
an adversarial-aware protocol for multi-class malicious payload
detection, focusing on accuracy, robustness against non-adaptive
mutations, and practical inference Ffeasibility. The protocol
compares LinearSVC, Random Forest, and XGBoost with character-
level neural baselines, namely character CNN and BiLSTM, and a
transparent rule-based comparator. Evaluation integrates stratified
sampling, deduplicated validation, mutation testing, SHAP-based
interpretation, and end-to-end throughput measurement.
Experiments used 49,998 stratified records from the SQLi-XSS-
Commandlnjection dataset in Google Colaboratory. On the internal
test set, XGBoost obtained the best performance, achieving 99.28%
accuracy and 99.32% macro Fl-score. After removing 878 exact
duplicate records for stricter re-evaluation, XGBoost maintained
99.21% accuracy and 99.24% macro Fl-score, indicating that the
fFindings were not driven solely by duplicate leakage. The complete
preprocessing, feature extraction, and prediction pipeline reached
an average CPU inference time of 0.832 ms per sample. SHAP
analysis of Random Forest highlighted injection operators, script
fragments, keyword hits, and structural tokens as discriminative
features. The results provide a controlled benchmark, although

validation on real HTTP logs remains future work.
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1 INTRODUCTION

Web applications are now the dominant interface for public administration, education,
commerce, and digital services [1]. This expansion increases the exposure of input
parameters, Forms, APIs, and URL endpoints to malicious payloads [2]. Injection attacks
exploit the semantic gap between user-supplied text and backend interpreters such as
database engines and browser JavaScript engines [3]. Shell-oriented payloads Further
expand the risk because they may reach operating-system command interpreters [4]. SQL
Injection manipulates database queries and may disclose, modify, or delete protected
data [5]. Cross-Site Scripting injects client-side code that can steal cookies, alter page
content, or redirect users [6]. Command Injection abuses server-side command execution
and may escalate from an application weakness into host compromise [7]. Although these
attacks differ technically, they share textual payload structures that can be captured

through lexical, character, and statistical features [8].

Rule-based Web Application Firewalls remain useful as a first defense layer, but static
rules may Fail when attackers transform known payloads [9]. A rule that blocks a direct
string such as union select may fail against mixed case, URL encoding, or comment
insertion [10]. Machine-learning evaluation has been used to detect injection and remote-
service attacks beyond fixed signatures [11]. Log and traffic classification studies also
show that learned patterns can complement rule-based inspection [12]. Real-time
machine-learning WAF designs indicate that payload features can support practical
threat detection [13]. Previous studies have explored random Fforests, support vector
machines, neural networks, and deep learning for web attack detection [14]. Many studies
still use network-flow Features or binary labels, whereas a practical WAF module must
classify raw payload strings into multiple attack categories [15]. False positives interrupt
legitimate users, while false negatives allow attacks to reach vulnerable application
components [16]. Prior WAF and machine-learning work also indicates that multi-class

payload inspection remains operationally important [17].

Existing web attack detection studies can generally be grouped into four categories: rule-
based WAF approaches, classical machine-learning classifiers, deep-learning and neural
payload models, and adversarial-aware or robustness-oriented detection frameworks.

Rule-based approaches are transparent but brittle against obfuscation, classical ML
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offers efficient payload scoring, deep learning can learn character or sequence

representations, and adversarial-aware frameworks explicitly evaluate robustness

against payload transformation [3], [6], [18].

Multi-class classification is more operationally useful than binary attack detection
because a WAF module that distinguishes among SQLi, XSS, Command Injection, and
benign traffic can apply class-specific mitigation actions, prioritize alerts by attack type,
and avoid conflating structurally different attack Families under a single anomaly score
[15]. Despite growing interest in payload-level ML, evaluation frameworks that combine
feature contribution analysis, robustness testing, interpretability, and latency profiling in

a single reproducible study remain limited [18].

This study targets two complementary deployment scenarios: (1) inline WAF screening,
where a low-latency model must make per-request decisions before forwarding or
blocking traffic, and (2) offline log analysis or security triage, where a higher-accuracy
model can process accumulated request logs with relaxed latency constraints. Both
scenarios require multi-class classification but prioritize different model properties -
latency for inline use and accuracy for triage - which motivates the inclusion of both

LinearSVC and XGBoost in the evaluation.

This study proposes an adversarial-aware evaluation protocol for multi-class web
payload detection that combines word-level TF-IDF, character-level n-gram Ffeatures,
statistical payload descriptors, and domain-specific security indicators [19]. LinearSVC (as
the SVM implementation), Random Forest, and XGBoost are compared as they represent
efficient linear scoring, bagging ensembles, and gradient-boosted trees, respectively [20].
The Feature combination is evaluated through an explicit ablation study to quantify the
contribution of each representation layer [21]. SHAP-based interpretation is applied to
connect model behavior with security-relevant feature attribution [22]. Neural character
baselines (CNN and BiLSTM) and a transparent rule comparator are included to
contextualize the performance of the classical models. The methodological contribution
lies in the combination of evaluation components - deduplicated splitting, non-adaptive
mutation testing, per-class latency profiling, ablation analysis, and SHAP interpretation -

rather than in the introduction of a new learning algorithm.
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This study addresses the following research objectives:

1) Compare the classification performance of SVM (LinearSVC), Random Forest,
and XGBoost for multi-class web payload detection across four attack
categories.

2) Evaluate the contribution of lexical, character-level, and engineered security
features through an ablation study.

3) Assess robustness against non-adaptive payload mutations, including URL
encoding, mixed case, comment-based spacing, and Unicode escaping.

4) Analyze inference latency Feasibility For both inline WAF screening and offline
log-triage deployment scenarios.

5) Investigate model interpretability using SHAP analysis to identify the most

discriminative security features.

2. METHODS

Figure 1 presents the overall research methodology flowchart. The framework proceeds
through Five main stages: (1) dataset acquisition and label conversion, (2) preprocessing
and Ffeature engineering, (3) model training and hyperparameter configuration, (4)

evaluation and ablation analysis, and (5) interpretability and robustness testing.

Dataset
v
Preprocessing
v
Feature Engineering
v
Train/Validation/Test Split
v
Model Training
v
Evaluation
v
Robustness Testing
v
( SHAP Interpretation ]

N N N NN N YN
| W N S o, W W N

Figure 1. Research methodology flowchart

3519 | Detection of SQL Injection, XSS, and Command Injection Attacks in web ...



Published By
'Il> AsosiasiDoktor
\“ Sistem Informasi Indonesia

2.1. Dataset

The dataset used in this study is the SQLInjection-XSS-Commandlnjection-MixDataset
obtained Ffrom Kaggle (https://www.kaggle.com/datasets/alextrinity/sqli-xss-dataset,
accessed on March 20, 2026). The local snapshot contains 206,636 records with one text
column (Sentence) and four binary label columns: SQLInjection, XSS, Commandlnjection,

and Normal.

Each record was assigned to a single class using a priority rule: SQLi > XSS > Cmdl >
Normal. That is, if SQLInjection =1, the record is labeled “sqli" regardless of other column
values; otherwise if XSS = 1 the record is labeled “xss", and so on. An audit of the Ffull
206,020 valid records revealed that 4,312 records (approximately 2.09%) carried more
than one positive binary label simultaneously, meaning the priority rule introduced a
potential label bias fFor these records. The majority of multi-label records carried SQLi +
Normal co-activation (2,841 records), followed by XSS + Normal co-activation (1,147
records) and Cmdl + Normal co-activation (324 records). Ambiguous overlap between two
attack classes (e.g, SQLi + XSS) was rare (Fewer than 100 records). Consequently, the
priority rule is expected to have minimal impact on the final class distribution and on

model behavior for the dominant attack patterns.

After removing invalid or empty records, 206,020 usable samples remained. A stratified
sample of 49,998 records was drawn to ensure computational Feasibility in Google
Colaboratory with 12 GB RAM while preserving class proportions. The sample consists of
14,053 Normal, 13,910 SQL Injection, 9,901 XSS, and 12,134 Command Injection records
(Table 1).

Table 1. Dataset distribution after stratified sampling

Class Count Proportion (%)
Normal 14,053 281N
SQL Injection 13,910 27.82
Cross-Site Scripting 9,901 19.80
Command Injection 12,134 2427
Total 49,998 100.00
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The dataset was divided into training, validation, and test subsets using a 70:15:15

stratified split with random_state=42, yielding 34,998 training, 7,500 validation, and 7,500
test samples. The same split was used For all models - LinearSVC, Random Forest,

XGBoost, Character CNN, and BiLSTM - to ensure a consistent and fair evaluation baseline.

2.2, Experimental Setup

Experiments were conducted in Google Colaboratory using Python 3.11, scikit-learn 1.5,
XGBoost 2.0, SHAP 0.45, NumPy 1.26, and SciPy 113. Stratified sampling, train-validation-
test splitting, and model routines that support deterministic initialization used

random_state=42 or an equivalent seed value For reproducibility.

2.3. Preprocessing

Preprocessing normalized superficial variations without removing attack semantics [21].
Percent-encoded symbols were decoded using URL decoding because encoded
characters often hide injection operators [18]. HTML entities were unescaped so that
script-related symbols could be analyzed in their original Form [23]. Repeated whitespace
was collapsed and text was converted to lowercase to reduce vocabulary sparsity [24].
Special symbols such as quotes, semicolons, parentheses, angle brackets, slashes, equals
signs, double dashes, and pipes were intentionally preserved because they indicate
injection behavior [25]. This preprocessing follows the principle that HTTP request

normalization should retain discriminative attack tokens before feature extraction [26].

2.4. Feature Engineering

The feature engineering pipeline consists of four layers. The First layer uses word-level
TF-IDF with unigram and bigram Features (max_features = 3,000, sublinear_tf = True) to
capture terms such as select, union, script, alert, cat, and whoami. The second layer uses
character-level TF-IDF with 2- to 4-grams (max_Ffeatures = 5,000, sublinear_tf = True) so
that short fragments such as <sc, scr, ript, =, --, and encoded markers remain visible even
when token boundaries are ambiguous. The third layer extracts 14 statistical and
structural payload descriptors, including payload length, special-character ratio, digit
ratio, uppercase ratio, average word length, Shannon entropy, quote count, semicolon
count, comment count, parentheses, angle brackets, equals count, slash count, and hex-
encoding count. The fourth layer adds 8 security-domain binary indicators:

has_union_select, has_script_tag, has_event_handler, has_sql_comment,
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has_hex_encoding, has_javascript_uri, sql_keyword_hits, and xss_keyword_hits. The final

sparse matrix contains 8,023 features.

2,5. Model Configuration

2.5.1. Classical Models

SVM was implemented using scikit-learn’s LinearSVC, which optimizes a linear support
vector machine via coordinate descent and is well-suited for high-dimensional sparse
feature matrices. LinearSVC was configured with C = 1.0, balanced class weights, and
max_iter = 2,000. Random Forest used 200 trees, maximum depth of 20, minimum
samples per split of 5, balanced class weights, and parallel execution (n_jobs = -1).
XGBoost used 200 estimators, maximum depth 6, learning rate 0.1, subsample 0.8, column-
sample ratio 0.8, and histogram-based tree construction (tree_method = ‘hist). All
hyperparameters for the three classical models were selected manually based on
published guidelines for high-dimensional text classification and memory constraints of
the 12 GB Colaboratory environment; no automated grid search or Bayesian optimization
was performed. The validation set (7,500 samples) was used to verify that settings were

reasonable before Final test-set evaluation.

2.5.2. Neural Baseline Architecture

Two lightweight neural character baselines were implemented to provide a modern but
non-transformer comparison context. Both models use a character-level input
representation: each payload is tokenized into individual characters, integer-encoded
over a vocabulary of 100 characters, and padded or truncated to a maximum sequence
length of 200 characters. Character CNN Baseline: - Embedding: 64-dimensional character
embeddings, vocabulary size 100 - Conv1D: 128 Filters, kernel size 3, ReLU activation -
GlobalMaxPooling1D - Dense: 128 units, ReLU, Dropout 0.3 - Output: 4 units, softmax -
Optimizer: Adam (Ir = 0.007); loss: categorical cross-entropy - Batch size: 128; max epochs:

30; early stopping patience: 5 (monitor: validation loss) - Trainable parameters: ~163,000

BiLSTM Baseline: - Embedding: 64-dimensional character embeddings, vocabulary size 100
- Bidirectional LSTM: 64 units per direction (128 total), return sequences: False - Dropout
0.3 - Dense: 64 units, ReLU - Output: 4 units, softmax - Optimizer: Adam (Ir = 0.001); loss:
categorical cross-entropy - Batch size: 128; max epochs: 30; early stopping patience: 5

(monitor: validation loss) - Trainable parameters: ~248,000. Both neural baselines were
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trained on the same training split and evaluated on the same test split as the classical
models. These architectures represent lightweight character-level neural networks and
are not claimed to represent frontier transformer or pretrained security encoders; they
are included to contextualize whether classical sparse feature engineering remains

competitive against moderate neural sequence models at this dataset size.

2.6. Evaluation Metrics

Performance was measured using accuracy, macro precision, macro recall, macro F1-
score, weighted F1-score, macro false-positive rate (FPR), and macro false-negative rate
(FNR). Two latency metrics are reported separately:

1)  Model inference latency (Table 8): the time For the model's predict() call only,
in microseconds per sample on CPU, excluding preprocessing and
vectorization.

2) End-to-end pipeline latency (Table 13): the total time per sample from raw text
input through URL decoding, HTML unescaping, normalization, TF-IDF
vectorization, manual Ffeature extraction, and prediction. This is the

operationally relevant figure For WAF deployment.

Macro metrics are important because each class must be treated equally regardless of

support [27]. Training time was measured as wall-clock time For a single model.fit() call.

2.7. Interpretability - SHAP Analysis

SHAP TreeExplainer was applied to the Random Forest model using 500 test samples to
obtain Feature-level attributions. Random Forest was chosen for SHAP analysis rather
than XGBoost for two reasons. First, RF is the standard model used for feature
importance analysis in security classification literature because its mean decrease in
impurity provides stable per-feature scores directly comparable to SHAP values [28].
Second, the Random Forest SHAP analysis serves as a cross-validation of the built-in
Feature_importances_ attribute (Table 12), making it possible to verify whether SHAP-
based attribution is consistent with impurity-based importance for the same high-

dimensional TF-IDF feature space. XGBoost SHAP analysis is noted as future work.
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2.8. Mutation Robustness Testing

Mutation robustness was evaluated by applying four non-adaptive transformation
Functions - URL encoding, mixed case, comment-based spacing, and Unicode escaping -
to attack-class samples only (SQLi, XSS, and Cmdl). Normal payloads were excluded from
mutation testing because benign requests are not adversarially transformed in the threat
model. For each mutation, 1,500 attack samples were drawn from the test set, the
transformation was applied to the raw payload, and the transformed payloads were
classified by a retrained LinearSVC and a keyword-based signature baseline. Mutation
robustness is measured as attack recall - the proportion of mutated attack payloads
correctly classified as non-Normal. The mutations are non-adaptive: they are fixed
deterministic transformations applied uniformly, not iteratively optimized to evade the

specific model [29].

3. RESULTS AND DISCUSSION

3.1. Ablation Study

To evaluate the contribution of each feature representation layer, an ablation study was
conducted using LinearSVC as the baseline classifier. The comparative results are

summarized in Table 2.

Table 2. Ablation study results (LinearSVC, internal test set)

Configuration Accuracy P-Macro R-Macro F1-Macro
A: Word TF-IDF only 0.9168 0.9307 0.9181 0.9213
B: Word + character TF-IDF 0.9787 0.9813 0.9789 0.9798
C: Full features (A+B+manual) 0.9816 0.9840 0.9816 0.9825

The ablation study uses LinearSVC as the base model to isolate the contribution of each
Feature layer. Configuration A uses word-level TF-IDF only and achieves 0.9213 macro F1-
score. Adding character-level TF-IDF (Configuration B) increases macro F1 to 0.9798.
Including all three Feature layers (Configuration C) reaches 0.9825 macro Fl1-score. Each
additional layer improves performance, confirming that character-level features capture
fragment patterns not visible at word boundaries, and that manual features add

structural and domain-specific discrimination.
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3.2. Model Comparison

The overall classification performance of the evaluated models on the internal test set
is presented in Table 3. XGBoost achieved the highest performance on the internal test
set: 0.9928 accuracy, 0.9935 macro precision, 0.9929 macro recall, and 0.9932 macro F1-
score. Its macro FPR of 0.0028 and macro FNR of 0.0029 indicate that the model
minimizes both false alarms and missed attacks. LinearSVC ranked second, followed by

Random Forest.

Table 3. Comparative model performance on the internal test set

Model Accuracy P-Macro R-Macro F1-Macro FPR FNR
XGBoost 0.9928 0.9935 0.9929 0.9932 0.0028 0.0029
LinearSVC 0.9816 0.9840 0.9816 0.9825 0.0078 0.0093

RandomForest 0.9783 0.9810 0.9781 0.9792 0.0087 0.0095

3.3. Neural Baseline Comparison
To determine whether engineered features remain competitive against neural character
representations, the proposed approach was compared with Character CNN and BiLSTM

baselines. The results are shown in Table 4.

Table 4. Neural representation baseline comparison

Model Accuracy P-Macro R-Macro Fl1-Macro Remark
XGBoost Full Feature 0.9928 0.9935 0.9929 0.9932 Classical
engineering sparse +
engineered
features
Character CNN 0.8603 0.8933 0.8608 0.8624 Neural char
baseline representation
BiLSTM character 0.7606 0.7906 0.7604 0.7329 Sequential
baseline neural char

representation
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The neural comparison includes both a character CNN and a BiLSTM baseline to avoid

relying on a single weak modern comparator. Both neural models underperform the
sparse engineered XGBoost model on this dataset, suggesting that payload detection still
benefits from explicit operator and keyword features when only moderate-sized
supervised data are available. These baselines are not claimed to represent frontier

transformer or pretrained security encoders.

3.4. Transparent Rule Baseline

A comparison between the machine-learning approach and the transparent rule-based
baseline is presented in Table 5. The transparent rule baseline is not claimed to be
ModSecurity or OWASP CRS [30], [31]. it is included only as an interpretable lower-bound
comparator for keyword and operator matching. Its lower macro Fl-score (0.6933)
illustrates that reducing false positives and false negatives requires both lexical and

structural context.

Table 5. Transparent rule baseline comparison

Model Accuracy P-Macro R-Macro F1-Macro
Transparent rule baseline 0.6873 0.7168 0.6977 0.6933
XGBoost payload model 0.9928 0.9935 0.9929 0.9932

3.5. Per-Class Results

Detailed per-class precision, recall, and Fl1-score values for each classifier are presented
in Table 6. Per-class analysis reveals two notable patterns. For the Normal class,
LinearSVC achieves high recall (0.9948) but relatively lower precision (0.9450) compared
to XGBoost (precision = 0.9795, recall = 0.9967). This means LinearSVC produces more
false positives for Normal - some attack payloads are incorrectly classified as benign.
This is the more operationally dangerous error type in 3 WAF context because it allows
attacks to pass undetected. XGBoost's higher precision on Normal significantly reduces
this risk. For Command Injection, all three models show their lowest per-class
performance. LinearSVC achieves 0.9734 F1-score for Cmdl, compared to 0.9908 for SQLi.
The confusion matrix analysis shows that most Cmdl misclassifications Fall toward the
Normal class - consistent with the error analysis in Table 9, which identifies short natural-

language command strings (e.g, unalias python, rmdir edi edw, dig NS +aaonly com.) as
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frequent false negatives. These short commands lack the distinctive structural markers
(quotes, semicolons, SQL keywords) that help distinguish other attack classes, making

them difficult to separate from benign traffic using lexical features alone.

Table 6. Per-class precision, recall, and Fl1-score

Model Class Precision Recall F1-score Support
LinearSVC normal 0.9450 0.9948 0.9693 2108
LinearsvcC sqli 0.9990 0.9828 0.9908 2087
LinearSVC XSS 0.9986 0.9946 0.9966 1485
LinearSVC cmdi 0.9931 0.9544 0.9734 1820

RandomForest normal 0.9382 0.9938 0.9652 2108
RandomForest sqli 0.9985 0.9851 0.9918 2087
RandomForest XSS 1.0000 0.9926 0.9963 1485
RandomForest cmdi 0.9873 0.9407 0.9634 1820
XGBoost normal 0.9795 0.9967 0.9880 2108
XGBoost sqli 0.9995 0.9947 0.9971 2087
XGBoost XSS 0.9993 1.0000 0.9997 1485
XGBoost cmdi 0.9955 0.9802 0.9878 1820

3.6. Latency Analysis

The training time and inference latency of all evaluated models are summarized in Table
7. Inference latency in Table 7 reflects the time for the model's predict() call only,
excluding preprocessing and vectorization. End-to-end pipeline latency including all
preprocessing steps is reported in Table 13 (0.8324 ms/sample, ~1,201 requests/second on
CPU). Latency analysis shows a different ranking from accuracy. LinearSVC required only
242 ps per sample and is therefore a strong candidate for low-latency inline WAF
screening. XGBoost required 29.13 ps per sample, which is feasible for many systems but
approximately twelve times slower than LinearSVC. Random Forest was the slowest at

54.26 ps per sample due to tree ensemble voting

Table 7. Training time and inference latency

Model Training time (s) Inference latency

XGBoost 999.47 2913
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Model Training time (s) Inference latency
LinearSVvC 53.02 242
RandomForest 94m 54.26

3.7. Mutation Robustness
The robustness of the evaluated models against several adversarial-style payload

transformations is presented in Table 8.

Table 8. Adversarial-style mutation robustness on attack samples

Mutation Model Attack recall Samples
url_encoding LinearSVC_retrained 0.9820 1500
url_encoding Signature_WAF_baseline 0.7480 1500

mixed_case LinearSVC_retrained 0.9820 1500
mixed_case Signature_WAF_baseline 0.7480 1500
comment_spacing LinearSVC_retrained 0.5253 1500
comment_spacing Signature_WAF_baseline 0.6540 1500
unicode_escape LinearSVC_retrained 0.9333 1500
unicode_escape Signature_WAF_baseline 0.7027 1500

URL encoding and mixed-case mutations are both handled well by the retrained
LinearSVC (attack recall = 0.9820) because the preprocessing pipeline includes URL
decoding and lowercase normalization that reverse these transformations before feature
extraction. Unicode escaping degrades performance only moderately (attack recall =
0.9333) because many Unicode variants of ASCIl characters are partially captured by

character n-gram patterns.

Comment-spacing mutation analysis. Comment-based spacing causes a sharp and
disproportionate drop in LinearSVC attack recall (From 0.9820 to 0.5253). This degradation
results from the interaction between the transformation and the TF-IDF representation
layers. Comment-based spacing inserts SQL comment markers (-- or /* */) between
characters or tokens, converting a recognizable token such as select into sel--ect or
se/*/lect. This disrupts both word-level unigrams (select disappears) and character n-

gram fragments (4-grams such as elec, lect are broken). The word TF-IDF layer loses the
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direct keyword hit, and the character layer partially fFails because the n-gram vocabulary

was built from clean training payloads.

Although manual security features such as has_sql_comment and comment_count are
still activated by the inserted markers, these binary features alone are insufficient to
compensate for the loss of lexical and character-level signals. Interestingly, the
signature-based WAF baseline outperforms LinearSVC on comment-spacing (0.6540 vs.
0.5253) because some keyword patterns in signature rules are written as flexible regex
expressions that tolerate whitespace variations. This reversal highlights that statistical
ML models trained on clean payloads do not inherit the tolerance that hand-crafted regex

rules can provide For specific obfuscation types.

Three mitigation directions are possible: (1) preprocessing-level comment stripping
before feature extraction, at the risk of missing payloads where comment markers are
genuine attack signals; (2) character modeling with larger n-gram windows (5-6 grams)
that span comment characters; and (3) adversarial training with comment-augmented
examples, which would directly teach the model to recognize comment-obfuscated
variants. The current preprocessing design intentionally preserves comment markers as
security indicators, trading comment-spacing robustness for correct classification of

payloads where comment markers are themselves attack signals.

3.8. Error Analysis

Representative examples of XGBoost misclassifications are provided in Table 9 to better
understand the remaining sources of classification error. The misclassification examples
highlight label noise in the dataset: several records labeled as “sqli" or “cmdi” contain
movie review text or conversational sentences with no discernible attack structure. These
records may have been included as out-of-domain noise tests in the original Kaggle
dataset, but their class Iabels are inconsistent with their content. The presence of such
records inflates the apparent difficulty of the classification task and introduces

irreducible error unrelated to model capability.
Additionally, short Command Injection payloads (one- to three-word system commands)

are structurally similar to short normal queries, creating genuine ambiguity that no

Feature engineering layer can fully resolve without semantic context. This dataset-level
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noise is a primary threat to validity that limits interpretation of per-class recall scores
For Command Injection; the reported Cmdl recall should be understood as a lower bound

For cleaner production datasets.

Table 9. Representative XGBoost misclassification examples

True label Prediction Payload excerpt

sqli normal 0x770061006900740066006F0072002-
000640065006C00610079002000270030003A0030003A--I

cmdi normal unalias python
cmdi normal rondir edi edw
sqli normal 'Shock Corridor (1963)' was my First Film From Samuel

Fuller, and there | was im..
cmdi normal dig NS +aaonly com.
cmdi normal This is one of the best Films I've seen in the last

years.Belmonndo and Deneuve ..

3.9. Duplicate Audit and Deduplicated Re-evaluation
To assess the impact of duplicate leakage across data partitions, an audit of exact

duplicate records was performed. The findings are summarized in Table 10.

Table 10. Exact duplicate audit across original data splits

Split pair Exact duplicate text_clean
train-val 101
train-test 121

val-test 31

Following duplicate removal, all models were re-evaluated using the deduplicated dataset.
The results are presented in Table 11. The duplicate audit was conducted after the initial
benchmark to evaluate whether high performance was partially influenced by split
leakage. The deduplicated re-evaluation removes exact text overlaps before re-splitting
the sampled dataset. All three models maintain performance levels very close to their

internal test-set results, confirming that exact duplicate leakage is not a primary driver
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of the reported accuracy. XGBoost remains the highest-performing model under

deduplicated validation (F1-Macro = 0.9924).

Repeated-run statistical variance analysis and confidence intervals across multiple
random seeds were not conducted in this study due to computational constraints (each
Full training run requires approximately 20 minutes on Colaboratory free-tier hardware).
As a proxy for stability assessment, the close agreement between internal test-set results
and deduplicated re-evaluation results (Table 11) suggests that the reported metrics are
not highly sensitive to the specific random split used. Formal confidence interval analysis

across multiple seeds remains future work.

Table 11. Deduplicated re-evaluation results

P- R- F1- Duplicates Dedup
Model Accuracy
Macro Macro Macro removed samples
XGBoost 0.9921 0.9927 0.9922 0.9924 878 49,120
LinearSVC 0.9800 0.9817 0.9803 0.9808 878 49,120
RandomForest 0.9720 0.9737 09718 0.9725 878 49,120

3.10. Feature Importance and SHAP Analysis
The most influential features identified by the Random Forest model are listed in Table
12.

Table 12. Top Random Forest feature importance scores

Feature Importance
equals_count 0.023911
- 0.023064
) 0.020798
= 0.015441
= 0.014456
) 0.013527
= 0.013469
xss_keyword_hits 0.012516
( 0.012308
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Feature Importance
aler 0.011614
alert 0.010391

</ 0.009996

SHAP summary plots were generated to visualize feature contributions for each attack
category. Figure 2 illustrates the SHAP distribution for the SQL Injection class, whereas

Figure 3 presents the corresponding SHAP summary for the XSS class.

SHAP Feature Importance — Kelas: SQLI SHAP Feature Importance — Kelas: XSS

) xss_keyword_hits
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Figure 2. SHAP summary for SQL Injection  Figure 3. SHAP summary for XSS class

class

SHAP analysis confirms that the most discriminative features are injection operators (=,
-,)), script fragments (alert, </, aler), XSS keyword hits, and structural token counts. These
Features are meaningful from a security perspective because they correspond to query

manipulation, JavaScript execution, and abnormal character composition.
3.11. End-to-End Throughput

To evaluate deployment feasibility, the complete preprocessing and prediction pipeline

was benchmarked. The throughput results are summarized in Table 13.
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Table 13. End-to-end CPU throughput benchmark

Pipeline Samples ms/sample Requests/s
preprocess — vectorize - manual features —» 2,000 0.8324 120134
predict

3.11. Discussion

The results demonstrate that classical sparse feature engineering with gradient-boosted
trees (XGBoost) is competitive with and outperforms lightweight neural character models
on this dataset. This finding is consistent with studies reporting diminishing returns fFor
neural character representations when supervised data volume is moderate and attack
tokens are lexically distinctive [18], [19]. XGBoost achieves 99.32% macro Fl1-score on the
internal test set and 99.24% under deduplicated re-evaluation, confirming that the result

is not inflated by exact duplicate leakage.

The comment-spacing mutation result (Section 3.7) represents the most significant
robustness limitation. The drop from 9820% to 52.53% attack recall under comment-
based obfuscation reveals that the current Ffeature extraction pipeline does not
generalize to adversarial comment insertion. This is 3 known limitation of n-gram-based
representations and has been observed in prior adversarial WAF studies [3], [6].
Addressing this gap requires either adversarial training augmentation or a preprocessing

stage that normalizes comment markers before TF-IDF vectorization.

Compared to prior WAF-oriented ML studies, this evaluation framework extends beyond
single-metric benchmarking. Studies such as Durmuskaya and Bayrakh [5] and Shaheed
and Kurdy [19] report multi-class classification on HTTP request datasets but do not
include explicit mutation robustness testing, deduplicated re-evaluation, or per-class
latency profiling. The ablation study (Table 2) directly quantifies the marginal value of
each feature layer, which is absent from many prior works that report only combined
system performance. The transparent rule baseline (Table 5) provides a reproducible
lower bound that is not equivalent to ModSecurity or OWASP CRS [30], [31], but allows
direct comparison between keyword-based and ML-based scoring at the payload level.
The primary gap relative to production WAF benchmarks (e.g, [4]) is the absence of real
HTTP traffic logs and integration with rule-action evaluation; these comparisons remain

constrained to Future work.
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The deployment recommendation based on this study follows a two-tier design. For inline

WAF screening where per-request latency is critical, LinearSVC (2.42 ps model latency,
0.83 ms end-to-end) is the preferred choice. For offline log triage or secondary scoring
where accuracy is prioritized, XGBoost (29.13 ps model latency) is recommended. Random
Forest is retained as an explanation model due to its compatibility with SHAP analysis;
however, its higher latency (54.26 ps) and lower accuracy than XGBoost make it a

secondary choice for production deployment.

Table 14. Best model summary by use case

Use Case Best Model Metric Value
Highest internal accuracy XGBoost Accuracy 99.28%
Highest internal F1-macro XGBoost F1-Macro 99.32%
Lowest model inference LinearSVC Latency (us/sample) 242
latency
Best deduplicated robustness XGBoost F1-Macro (dedup) 99.24%
Best mutation robustness (3/4 LinearSVC Avg. attack recall ~0.92
types)
Best explainability RandomForest SHAP + -

Feature_importances_

The main threats to validity are: (1) the Kaggle source dataset contains label noise (Section
3.8), (2) sampling to 49,998 records may underrepresent rare payload variants, (3) no
production HTTP logs or cross-dataset validation was conducted, (4) mutation testing is
non-adaptive and limited to four controlled transformations, and (5) confidence intervals
across repeated runs were not computed. These limitations mean that the reported
results should be interpreted as a controlled internal benchmark rather than a guarantee

of production deployment performance.

4. CONCLUSION

This study developed and evaluated an adversarial-aware multi-class payload detection
framework covering four classes: Normal, SQL Injection, Cross-Site Scripting, and

Command Injection. On the internal test set, XGBoost achieved the highest accuracy

(99.28%) and macro Fl-score (99.32%), while LinearSVC provided the lowest inference
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latency (2.42 ps per sample) and is better suited for inline WAF screening. Deduplicated
re-evaluation confirmed that the performance of all three models is not primarily driven
by exact duplicate leakage. SHAP analysis of the Random Forest model identified injection
operators, script fragments, and structural token counts as the most discriminative
features. The comment-spacing mutation revealed a meaningful robustness gap in
LinearSVC (attack recall 52.53%), which requires adversarial training or preprocessing-
level normalization to address. These results are dataset-specific and should not be
interpreted as proof of production-readiness; the evaluation was conducted on a single
Kaggle dataset without production HTTP logs or cross-dataset validation. Future work
should prioritize: (1) validation on external datasets and production HTTP logs, (2) direct
comparison with ModSecurity Core Rule Set (OWASP CRS) under equivalent traffic
conditions, (3) adversarial training against adaptive mutations, and (4) repeated-run

confidence interval analysis.
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