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Abstract. This study examines the organizational and technical
readiness of a systemically important Indonesian bank (KBMI Group
IV) in responding to the enactment of the Personal Data Protection
(PDP) Law, which necessitates robust privacy engineering and
system architecture adaptation. This maturity assessment is
conducted as a single-case study based on empirical data collected
from two primary respondents: a Business Branch Manager and a
Department Head Application Developer. To comprehensively
evaluate the system, this study integrates a multi-model framework.
First, the Context, Input, Process and Product (CIPP) model
qualitatively measures the organization's governance, resources,
workflows and policy impacts. These qualitative findings are then
translated into CMMI-based process maturity scores. The observed
empirical Ffindings reveal an overall maturity score of 3.69,
positioning the organization at Level 3 (Defined) as an institutional
baseline rather than a sector-wide indicator. The observed findings
also expose a regulatory conflict between the PDP Law's 'Right to
be Forgotten' and mandatory Financial data retention regulations.
To address these observed gaps, the study proposes two framework
outputs: a comprehensive mapping matrix that aligns regulatory
requirements with ISO 27001 and ISO 27701 standards and a
conceptual PDCA-based system architecture utilizing data masking
and pseudonymization. Although the proposed framework is
developed within the context of a single institution, it offers a
valuable preliminary foundation for evaluating technical privacy
compliance in the banking sector, subject to Further validation
across a broader range of financial institutions.
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1 INTRODUCTION

Currently, data security issues particularly data breaches are becoming an increasingly
important concern for both public and private organizations [1]. Data from the Ministry
of Communication and Information Technology indicates that 47.8% of organizations still
lack an adequate understanding of Personal Data Protection (PDP) regulations and their
provisions [2]. This vulnerability is Further reflected in the National Cyber and Encryption
Agency (BSSN) report, which recorded 330 million traffic anomalies and 241 suspected
data breaches throughout 2024 [2]. To address these challenges, the government enacted
Law No. 27 of 2022 on Personal Data Protection, which came into effect in October 2024
(31

The PDP Law is designed to protect personal data from misuse, illegal access and data
leaks, dividing personal data into two categories: general personal data and specific
personal data [4], [5]. In practice, the implementation of the PDP Law Ffaces various
obstacles, including low organizational awareness, uneven technical readiness and the
need for more structured governance guidelines [2]. As regulatory compliance with data
protection laws requires significant Ffinancial and organizational investment [6], a

systematic and structured approach is essential to ensure effective adherence.

Sectors with high risk of data breaches, particularly in the finance industry, are highly
relevant in the context of personal data protection [6], [7], [8]. Banking is considered
especially vulnerable, facing two primary risks: consumer data security and errors in
transaction processing [5]. The sector operates under strict standards for personal data
management, given its dependence on the collection, storage and processing of large
volumes of customer data, including Ffinancial, transactional, identity and biometric

records [9].

In May 2023, Bank BSI experienced a ransomware attack known as LockBit 3.0, resulting
in the leakage of sensitive customer data [4], [10]. The BSI incident served as a stark
warning to the national banking ecosystem. The research focuses specifically on one
KBMI Group IV bank, which are groups of banks with medium to large core capital that
manage assets between more than IDR 14 trillion and above IDR 70 trillion [11]. Classified

as a Systemic Bank in accordance with POJK No. 2/POJK.03/2018, where Failure in banks

Delfindra Faiz Noorhadi Mukhammad Andri Setiawan | 3198



Published By
'II > AsosiasiDoktor
Ll ﬁ‘ Sistem Informasi Indonesia

with these characteristics has the potential to cause a domino effect on other Financial
institutions, triggering the risk of massive withdrawals (bank runs) and disrupting the
stability of the national financial system [12], [13]. This condition underscores the urgency

of implementing globally proven information security standards.

The International Organization for Standardization (ISO) plays an important role by
providing technical specifications that regulate how systems, products and processes
should operate [14]. In the context of data security, ISO 27001 is one of the most widely
adopted standards, designed to establish, implement and continuously improve an
Information Security Management System (ISMS) [15]. The implementation helps
organizations reduce losses from information security incidents while increasing
consumer confidence and competitive advantage [16]. However, ISO 27001 does not
comprehensively cover privacy aspects. ISO 27701 was therefore introduced as an
extension of ISO 27001, focusing specifically on Personal Information Management
Systems (PIMS) [14], helping organizations meet increasing privacy demands as
technology and regulations evolve [17]. Although the PDP Law clearly stipulates legal
obligations, it does not yet provide technical implementation guidelines [4]. ISO 27001 and
ISO 27701 are crucial in bridging the gap between technical requirements and regulatory
mandates, as the use of ISO-based standards in isolation has been identified as a key

implementation challenge For privacy compliance [18].

The effectiveness of this implementation cannot be assessed solely based on the final
results but must be evaluated through a systematic and comprehensive process. The
CIPP Model and CMMI Model were selected for the evaluation. The CIPP Model provides
a framework for guiding formative and summative evaluations of projects, programs,
personnel, products, institutions and systems [19]. Research by Kaivanpanah and Zarrin
demonstrates that the CIPP Model can effectively identify critical obstacles in evaluation
processes [20]. The CMMI Model complements this by helping organizations measure
process maturity and capability, identify improvement priorities and guide
implementation [21], [22], [23]. Together, both models are applied to assess the
effectiveness of personal data protection policy implementation within the specific

institutional context of this study.
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While existing literature extensively discusses the legal implications of data protection

laws, a significant research gap remains in Formal semantic mapping that translates these
legal mandates into operational system architectures for specific institutions [18]. To
address this gap, this single-case study examines data privacy compliance and
operational readiness within a systemic Indonesian bank (KBMI Group IV). The study's
novelty lies in the integration of the CIPP model and CMMI framework within a PDCA-
based compliance architecture operationalized through ISO 27001 and ISO 27701 control
mapping. This approach enables a structured assessment of governance effectiveness,
maturity capability and regulatory alignment in addressing conflicts between emerging
privacy obligations and legacy data retention requirements. Consequently, the study
establishes an institutional baseline for technical privacy compliance, subject to broader

multi-institutional validation.

2. METHODS

21 Research Design and WorkFlow

This study uses qualitative and quantitative methods to integrate the ISO, CMMI and CIPP
models for data privacy compliance in Indonesia. The research workflow consists of three
sequential stages: (1) problem analysis and Formalization, (2) data collection and validation

and (3) computational analysis and maturity assessment, as shown in Figure 1.

Problem Analysis and Data Collection and Computational Analysis and
Formalization Validation Maturity Assessment

Figure 1. Research Process

The three stages are connected in sequence as follows. In Stage 1, the Context, Input,
Process and Product (CIPP) model is applied to qualitatively assess the organization's
governance structure, resource allocation, operational workflows and policy outcomes.
In Stage 2, the qualitative findings from the CIPP evaluation are translated into the
Capability Maturity Model Integration (CMMI) framework to quantitatively determine the
maturity level of established processes across six compliance domains. In Stage 3, the

empirically identified gaps are systematically aligned with the control requirements of
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ISO 27001 and ISO 27701, establishing the foundation for a conceptual Plan-Do-Check-

Act (PDCA) compliance architecture as a proposed design output.

2.2 Data Source

Data collection was conducted through structured interviews using preprepared
questions supported by systematic recording techniques [24]. To establish a Focused
single-case study, the empirical scope was deliberately restricted to one KBMI Group IV
bank. Interviews were conducted with two primary respondents who hold direct authority
and responsibility for managing customer personal data: the Business Branch Manager,
providing a strategic governance perspective and the Department Head Application
Developer, providing a technical and operational perspective. These two respondents
were selected purposively based on their institutional roles as the most directly

accountable personnel for data privacy compliance within the assessed organization.

2.3 Data Triangulation

To address potential respondent bias arising from the limited sample size, a source-based
data triangulation technique was employed. Operationally, interview responses were
systematically cross-referenced against three categories of internal documentation: (1)
standard operating procedures (SOPs) for data handling, (2) system architecture logs and
(3) internal security policy documents. This triangulation served a confirmatory function,
verifying that the privacy practices stated by respondents were consistent with official
corporate documentation, rather than relying solely on subjective self-reporting. It
should be noted, however, that this triangulation process was used for verification and
confirmation purposes only, the documents were reviewed qualitatively by the
researchers and were not subjected to fFormal coding or systematic content analysis. This

distinction is acknowledged as a methodological boundary of the study.

2.4 Modification CMMI

The integration of CIPP and CMMI enables a more comprehensive evaluation approach.
The qualitative findings derived from the CIPP assessment are transformed into a
structured CMMI-based measurement scale, enabling the quantitative evaluation of
processes across six established compliance domains: (1) Data Subject Rights, (2)
Controller Obligations, (3) Data Processing Principles, (4) Security and Risk Management,

(5) Incident Response and Breach Notification and (6) Cross-Border Data Transfers. The
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Overall Maturity Score (My,¢4;) is determined using the unweighted arithmetic mean of

all assessed compliance areas. This relationship can be Formally represented as shown in

Equation 1.

1
MTotal = i Ci (M

n&i=1
where C; represents the score of each of the n=6 compliance areas.

To tailor the evaluation structure to the specific organizational context being studied,
the CMMI model was strategically modified by restricting the measurement scale to
range only from Level 1 (Initial) to Level 4 (Quantitatively Managed). This modification was
applied to increase the relevance of the evaluation structure to the specific
organizational context under study [21]. Maturity Level 5 (Optimizing) is not used because
this level requires continuous improvement supported by long term historical data
analysis, which is often not available in the early stages of standard adoption [22].
Furthermore, because this study design only collected data at a single point in time,
measuring trends in sustainable innovation was not valid due to the lack of time-series
data required in the maturity model design principle [22]. The Following is an explanation
of each level used in this study:

1) Level 1: Initial (Processes or controls are completely absent, undocumented and
unrecognized)

2) Level 2: Managed (There is awareness of the need for processes or controls.
Some basic practices have begun to be implemented but are not yet
standardized are inconsistent across departments and are not yet formally
documented)

3) Level 3: Defined (Processes or controls have been defined, formally
documented and communicated to all relevant units/divisions)

4) Level 4: Quantitatively Managed (Defined processes are not only implemented

but also monitored, measured for effectiveness and evaluated periodically)

2.4.1 Scoring Procedure
To ensure transparency and reproducibility, the scoring procedure for each compliance
domain is described as follows. For each compliance requirement listed in Table 1, a

maturity level score was assigned on a scale of 1 to 4 based on the convergent evidence
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From two sources: (1) the structured interview responses of the two primary respondents

and (2) the triangulated internal documentation. Scores were assigned by the lead
researcher and subsequently reviewed by the co-researcher to minimize individual
scoring bias. A score of 4 (Quantitatively Managed) was assigned when both interview
evidence and documentary evidence confirmed that the practice was Fully implemented,
monitored and periodically evaluated. A score of 3 (Defined) was assigned when practices
were documented and communicated but lacked systematic measurement. A score of 2
(Managed) was assigned when basic practices existed but were inconsistent or not
fFormally documented. A score of 1 (Initial) was assigned when no recognizable process
existed. The domain-level score for each of the six compliance areas was then calculated

as the arithmetic mean of all requirement-level scores within that domain.

Table 1. Six Compliance Domain Scores

No. Compliance Domain No of Requirements
1 Data Processing 3
2 Data Subject Rights 4
3 Obligations of Controllers and Processors 4
4 Security and Risk Management 3
5 Transfer of Personal Data 1
6 Governance and Accountability 3
Total 18

This table presents the six compliance domains and their requirement counts. Full item-
level scores, domain averages and the overall maturity score calculation are presented

in Table 3 in the Results section.

2.4.2 1SO-PDP Mapping Matrix Construction

To operationalize the ISO-PDP compliance framework, a formal mapping matrix was
constructed by the research team through formal semantic matching, aligning the
functional requirements of each PDP Law article with the corresponding technical
controls of ISO 27001 and ISO 27701. The mapping was reviewed and discussed between
the two researchers to ensure consistency and logical alignment of each mapped control.
It should be explicitly noted, however, that formal expert validation by external

compliance officers or independent institutional personnel was not conducted in this

3203 | /ntegrating /SO, CIPP and CMMI Frameworks for Data Privacy Compliance: ...



Published By
'Il>) Asosiasi Doktor
\“ Sistem Informasi Indonesia

study. The mapping matrix presented in Table 2 should therefore be treated as a

theoretically grounded and internally reviewed proposal rather than a Formally externally
validated framework. This constitutes a methodological limitation of the study and future
research should subject this mapping matrix to independent expert validation, involving
compliance officers, legal practitioners and IT security personnel to establish its broader

technical and legal soundness before institutional adoption.

2.5 Methodological Limitations

This study acknowledges several methodological limitations. First, the empirical data
relies on a highly restricted sample consisting of a single KBMI Group IV institution and
two respondents, which raises potential threats to external validity and limits broad cross
sector generalization. The limited respondent diversity means that scoring decisions
ultimately reflect the perceptions and disclosures of two individuals, which may not Fully
represent the institution's actual compliance posture. Second, in computing the overall
maturity score, equal weighting was applied to all compliance areas C; under the baseline
assumption that all security vectors uniformly contribute to PDP compliance. The
justification and algorithmic optimization of weighted compliance vectors are reserved
For future computational studies. Third, the ISO-PDP mapping matrix was constructed
and internally reviewed by the research team but was not subjected to formal external
expert validation, which limits the ability to claim its definitive technical and legal

accuracy beyond the researchers' own assessment.

3. RESULTS AND DISCUSSION

3.1. RQM. What is the level of awareness and readiness of organizations in Indonesia
regarding the implementation of this personal data protection law, especially in

the Finance sector, particularly banking?

To assess the level of organizational awareness and readiness, data were collected
through structured interviews. The two respondents, a Business Branch Manager and a
Department Head Application Developer from one KBMI Group IV bank, who represented
strategic, operational and technical perspectives in the implementation of the PDP Law.
The interview data were analyzed using the CIPP Model (Context, Input, Process, Product)

to evaluate organizational readiness across four dimensions: governance, resources,
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processes and policy outcomes. It should be noted that all findings presented in this

section reflect the perceptions and institutional disclosures of these two respondents,
triangulated against internal documentation and should be interpreted accordingly. There

are four components in this discussion:

1) Context

The Context evaluation aims to identify target needs, understand problems and assess
whether the objectives set are in line with actual conditions [20]. The interview results
on the Context aspect show that data protection awareness in the banking sector
existed prior to the PDP Law, mainly based on the principle of bank secrecy. However,
the PDP Law serves as a regulatory reinforcement that standardizes data protection
practices in a more systematic manner. Compliance with the PDP Law is mainly driven
by regulatory factors and reputation risk mitigation with top-down pressure from the
OJK and Bank Indonesia. The previous implementation of ISO 27001 has been expanded
through the adoption of ISO 27701 to form an integrated data security and privacy
Framework. For application developers, the PDP Law serves as a unifying Framework
that harmonizes awareness levels and ensures that data protection is implemented

consistently throughout the system development cycle.

2) Input

Input components are used to assess an organization's readiness in terms of strategy,
policy, resources, budget and infrastructure needed to support implementation [20]. The
results of interviews on the Input aspect show that KBMI banks in groups IV have made
structural adjustments in response to the PDP Law. The provision of a special budget
and the establishment of a Data Protection Officer (DPO) function under the
Compliance division reflect governance readiness, not merely administrative
compliance. This readiness is reinforced through business process adjustments such as
account opening procedures that indicate the application of the privacy-by-design
principle at the operational level through the appointment of a PIC in each work unit.
From a technical perspective, the findings show strong integration between corporate
policy and system implementation. The translation of corporate guidelines into
technical requirements for application developers indicates that compliance has been
internalized in the system architecture. The implementation of encryption, periodic

security testing and regular human resource awareness programs reflect an approach
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that combines strengthening technical controls and human readiness to mitigate the

risk of data leaks.

3) Process

Process is the stage where inputs are effectively utilized to achieve the expected goals,
objectives and outcomes [20]. This stage Focuses on monitoring policy implementation
in the Ffield to ensure that implementation is going according to plan, while also
identifying obstacles, deviations and areas that need improvement during the process.
The interview results on the Process aspect show that the implementation of the PDP
Law has been carried out operationally through a multi-layered risk control mechanism,
not merely administrative compliance. The compliance process is integrated into the
data life cycle, starting from data mapping, the implementation of Data Protection
Impact Assessment (DPIA) as a preventive measure and incident response procedures
within a 72-hour time limit. The sustainability and validity of this process are maintained
through periodic audits based on COBIT 2019 and ISO 27001, which serve as a dual
oversight mechanism for the effectiveness of internal controls. However,
implementation faces structural and technical challenges. There is a potential conflict
between Fulfilling the rights of data subjects, particularly the Right to be Forgotten and
the obligation to retain banking data in accordance with OJK/BI regulations. To bridge
this conflict, the organization does not perform hard deletion but adopts a data masking
& data anonymization approach so that the organization tends to apply selective
deletion and access restrictions. On the other hand, the existence of legacy systems
and data fragmentation still hinders interoperability, although the adoption of data

exchange standards such as JSON/XML has begun as a mitigation effort.

4) Product

The product aims to assess the effectiveness and impact of policies on the achievement
of objectives Formulated at the beginning of the program [20]. The results of interviews
on the Product aspect show that the integration of ISO 27001 and ISO 27701 has shifted
compliance from a mere regulatory checklist to a strategic asset for the organization.
Respondents reported that no data breach incidents had occurred since implementation
and that customers security perceptions and trust had increased, though it should be
noted that these outcomes were self-reported by institutional representatives rather

than independently measured. ISO 27701 acts as a compliance enabler that clarifies the
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implementation of technical mandates of the PDP Law, such as ROPA, DPIA and the

Fulfillment of data subject rights that are not fully accommodated by general security
standards. In the long term, the impact of implementation goes beyond technical
aspects to strengthen business sustainability. Data protection is internalized as a
privacy culture integrated into the customer experience, becoming a factor of
competitive differentiation. Thus, the output of this system is not only legal compliance
but also strengthened market trust and reputation resilience, which are essential for

Financial institutions in this high-risk digital era.

While the Context and Input evaluations demonstrated high awareness and adequate
resource allocation, such as the formation of dedicated privacy teams and targeted
budgets. The Process and Product evaluations revealed critical technical challenges.
Rather than merely summarizing the procedural steps, direct statements from the
stakeholders reveal significant operational Friction. For example, regarding the conflict
between data retention and deletion, the technical evaluation revealed that hard data
deletion cannot be performed completely due to Bank Indonesia (Bl) and Financial
Services Authority (OJK) regulations, which require 7 to 10 years of data retention years

(4], [25].

To navigate this, the Application Developer noted that the bank is Forced to adopt data
masking and data anonymization approaches to restrict access to data that is no longer
needed. This highlights a critical technical bottleneck: the legal "Right to be Forgotten"
directly collides with legacy Ffinancial compliance. Consequently, cryptographic
pseudonymization and masking serve as necessary technical controls rather than
optional security enhancements. Furthermore, the existence of legacy systems and data
fragmentation continues to hinder seamless interoperability, although the adoption of
data exchange standards such as JSON/XML has been initiated as a technical mitigation

effort.

Following the qualitative CIPP measurements, the study proceeds to quantitatively assess
organizational readiness using the modified CMMI framework. This model was selected
For its ability to represent organizational capability in managing, controlling and
improving processes on a3 continuous basis. The maturity assessment was conducted

using the compliance requirement matrix presented in Table 2.
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Table 2. Organizational Maturity Level

Compliance Related
Requirements Measurement Matrix Scale
Area Articles
Data Have a legal basis Article 20 e There is mapping for 4
Processing for each activity each data processing
involving the e There is legal
processing of documentation For
personal data each processing
activity (e.g, consent
Formes, contract
clauses, etc)
Processing is Article 16 e Data collection is 4
carried out in a paragraph (2), limited to data
limited, specific, Article 27 relevant to the
legitimate and specified purpose
transparent e The privacy policy
manner specifies the purpose
of collecting each
type of data
Ensuring data Article 29 eThere is a data 4
accuracy, verification process at
completeness the time of data
and consistency collection
eThere is a procedure
for updating data
periodically or upon
request
Data Subject Provide clear Article 5, e A Privacy Notice is 4
Rights information to Article 21 available, easily
the Subject of accessible and
Personal Data understandable,
containing
information in
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Compliance Related
Requirements Measurement Matrix Scale
Area Articles
accordance with
Article 21
Provide  access Article 7, eThere is a procedure 4
rights and copies Article 32 fFor  verifying the
of data to the identity of the
Subject of Data applicant
e Data and processing
records can be
provided within 3x24
hours of receiving the
request
Facilitate the Article 6, eThere is a procedure 3
right to correct Article 30 for  receiving and
and update data processing  requests
For data correction
e Corrections or updates
can be made within
3x24 hours of
receiving the request
Facilitate the Article 8, eThere is a procedure 4
right to delete Article 43, For
and destroy data Article 44 deleting/destroying

data if the purpose has

been achieved,

consent has been
withdrawn, or there is
a request

e There is evidence that
the data has been

deleted/destroyed
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Compliance Related
Requirements Measurement Matrix Scale
Area Articles
Obligations of Obtaining valid Article 20 e There is a written or 4
Controllers and explicit  paragraph (2) recorded consent
and consent letter a3, Form that is easy to
Processors Articles 21-24 understand, using
simple and clear
language
e There is a system for
recording and
managing proof of
consent
Processing data Article 25, e There is an age 3
on children and Article 26 verification
persons with mechanism
disabilities in a e There is a procedure
specific manner fFor obtaining consent
from the child's
parent/quardian or
the person with a
disability /  their
guardian
Recording all Article 31 e Create and maintain a 4
data processing Record of Processing
activities Activities (RoPA)
Supervising Article 37, eThere is a data 4
parties involved Article 51 processing agreement
in data with the Data
processing Processor (Data
Processing
Agreement)
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Compliance Related
Requirements Measurement Matrix Scale
Area Articles
Security and Protecting and Article 35, e Implement encryption 4
Risk ensuring the Article 39 protocols and access
Management  security of controls for data
personal data security
e Conduct security
assessments based on
the nature and risk of
the data
Maintaining the Article 36 eThere is a Non- 4
confidentiality of Disclosure Agreement
personal data for parties who can
access the data
Notifying data Article 46 e There are Standard 3
breaches Operating Procedures
(SOP) Ffor handling
data breach incidents,
which include the
obligation to report in
writing to the Data
Subject and the
Agency within 3x24
hours
Transfer of Ensuring data Article 56 eThere is a list of 3
Personal Data protection in countries to which

cross-border

transfers

data is transferred and
an assessment of the
level of data
protection in those

countries
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Compliance Related
Requirements Measurement Matrix Scale
Area Articles
Governance Appointing an Article 53, e Assess whether the 4
and OFFicer/OFfFicial Article 54 organization is
Accountability For Personal Data required to appoint a
Protection (DPO) DPO based on the
criteria in Article 53
Demonstrating Article 47 e Document all policies, 4
accountability procedures and

compliance measures

that have been taken

Handling data Article 48 e Establish  procedures 4

transfers fFor notifying data
resulting from subjects of data
corporate actions transfers before and
(mergers, after corporate
acquisitions, etc) actions

Table 2 reveals a generally high level of compliance maturity across most assessed areas,
with the majority of requirements scoring at Level 4 (Quantitatively Managed). However,
two notable exceptions emerge. First, the facilitation of the right to correct and update
data scores Level 3, reflecting that correction procedures exist and are documented but
are not yet systematically monitored for timeliness or effectiveness. Second, the
processing of data belonging to children and persons with disabilities also scores Level
3, indicating that while basic consent mechanisms are in place, procedures for obtaining
guardian consent remain inconsistently applied across operational units. These variances
suggest that while the assessed institution has achieved strong foundational compliance,
targeted improvements in data subject rights handling and vulnerable group protections
would be necessary to progress toward Level 4 maturity. Given that these scores derive
from the assessments of two respondents triangulated against internal documentation,
they should be treated as indicative rather than definitive measurements of institutional

compliance.

Delfindra Faiz Noorhad Mukhammad Andri Setiawan | 3212



Published By
II > AsosiasiDoktor
!\ “ Sistem Informasi Indonesia

To synthesize these detailed requirement scores into a system-level evaluation, a
modified Capability Maturity Model Integration (CMMI) framework was applied across the
six core compliance areas. The Overall Maturity Score (My,tq;) is calculated as the
unweighted arithmetic mean of these compliance areas, expressed formally as shown in

Equation 2.
— 1 n
MTotal T p&i=1 Ci )

Table 3. Six Domain Scores Summary

No. Compliance Domain  No of Requirements Sum of Scores Domain Scores

1 Data Processing 3 12 4
2 Data Subject Rights 4 15 375
3 Obligations of 4 15 3.75
Controllers and
Processors
4 Security and Risk 3 1 3.66
Management
5 Transfer of 1 3 3

Personal Data

6 Governance and 3 12 4
Accountability
Overall Maturity 18 68 3.69

Score

Based on the assessment detailed in Table 2 and Table 3, the calculation yielded a total
sum of 2216 across the six compliance domains. The domain-level derivations are as
Follows: (1) Data Processing: 4.00 (sum of 12 across 3 requirements); (2) Data Subject
Rights: 3.75 (sum of 15 across 4 requirements); (3) Obligations of Controllers and
Processors: 3.75 (sum of 15 across 4 requirements); (4) Security and Risk Management:
3.66 (sum of 11 across 3 requirements); (5) Transfer of Personal Data: 3.00 (sum of 3 across
1 requirement); and (6) Governance and Accountability: 400 (sum of 12 across 3
requirements). Dividing the total by the number of domains (Mryiq = 22.16 / 6)

produces an Overall Maturity Score of 3.69, placing the institution at Level 3 (Defined)
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within the assessed case. This result indicates that processes related to personal data

compliance are well documented, standardized and consistently implemented across
divisions within the studied institution, though this finding should not be generalized

beyond the single-case context without Further multi-institutional validation.
Data Processing

Governance and Accountability Data Subject Rights Data Processing: 4
Data Subject Right:3.75
Obligations of Controllers and Processors: 3.75
Security and Risk Management: 3.66
Transfer of Personal Data: 3
Governance and Accountability: 4

Transfer of Personal Data Obligations of Controllers and Processors

Security and Risk Management

Figure 2. Overall Maturity Score

The radar chart (Figure 2) illustrates the distribution of maturity scores across the six
compliance domains within the assessed case. Transfer of Personal Data recorded the
lowest domain score (3.00), while Data Processing and Governance and Accountability
achieved the highest (4.00). These variances should be interpreted cautiously, as the
scores are derived from the assessments of two respondents triangulated against
internal documentation rather than from a statistically representative sample. Equal
weighting was applied to all domains under the baseline assumption that each
compliance area contributes uniformly to foundational PDP Law adherence. However,
this assumption may not reflect the actual regulatory risk weighting of each domain and
future algorithmic maturity models should explore weighted compliance vectors,
potentially prioritizing technical security controls over administrative governance

measures to produce more risk-sensitive institutional assessments.

3.2. RQ2: How can ISO 27001 and ISO 27701 be implemented as an integrated
Framework model to bridge the gap in PDP Law compliance For the Finance sector,

particularly banking?

The integration of ISO 27001 and I1SO 27701 as a framework model represents a strategic
approach to bridging the compliance gap with the PDP Law in the Financial sector,
particularly banking [26], [27]. The integration of these two standards enables

organizations to align information security management through the Information
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Security Management System with data privacy management through the Privacy

InfFormation Management System within a single integrated governance framework.

To operationalize this integration, a Formal mapping matrix was developed to bridge the
clauses of ISO 27001 and ISO 27701 with the articles of the PDP Law [27]. The mapping
methodology was constructed utilizing Formal semantic matching, aligning the Functional
requirements of the national legal articles (e.g, Data Subject Rights, Controller
Obligations) directly to the technical controls of the ISO standards. The mapping was
reviewed and discussed between the two researchers to ensure consistency and logical
alignment. It should be explicitly noted that Formal expert validation by external
compliance officers was not conducted. The mapping matrix should therefore be treated
as a theoretically grounded and internally reviewed proposal rather than a formally
externally validated Fframework. The resulting matrix (Table 4) identifies the similarities,

gaps and overlaps between international standards and national regulations.

To maintain a clear evidential chain, a strict distinction must be made between the
empirical observations and the conceptual architectural proposals. The preceding
qualitative CIPP diagnosis and quantitative CMMI maturity assessment reflect the
empirical data gathered directly from the assessed bank. In contrast, the subsequent
Formal mapping matrix (Table 4) and Plan-Do-Check-Act (PDCA) Framework (Table 5) serve
as proposed design outputs. These architectural models are constructed theoretically to
resolve the specific operational and compliance gaps identified during the empirical

evaluation.

Table 4. ISO-PDP Mapping Matrix of Functional and Technical Controls

Compliance
Focus on ISO 27001 Focus on ISO 27701 Justification
Area

Data Subject eA1814  (Privacy eA733 (Providing This integration creates a

Rights and protection of information to PIl balance between
(Articles 5-13) personally principals) availability and privacy
identifiable eA734 (Providing rights. ISO 27001 provides

information) mechanism to a security Foundation to

modify or ensure that data can only

be accessed by
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Compliance
Focus on ISO 27001 Focus on ISO 27701 Justification
Area
e A16.1.1 withdraw authorized parties,
(Responsibilities consent) thereby preventing leaks
and procedures) eA735 (Providing when data  subjects
e A13.2.1 mechanism to request access. On the
(Information object to Pll other hand, ISO 27701
transfer policies processing) provides specific
and procedures) e A736 (Access, procedural mechanisms
e A941 correction and/or to facilitate the exercise
(InfFormation erasure) of these rights, such as
access restriction) e A.7.4.8 (Disposal) the “consent withdrawal”
¢ A925 (Review of eA75 (PIl sharing, mechanism and the right
user access transfer and to be forgotten, which are
rights) disclosure) mandated by Articles 5-13
¢ A83.2 (Disposal of eClause 61311 of the PDP Law.
media) (Responsibilities
and procedures)
Data * A8 (Asset oA733 (Providing Legitimate data
Processing management) information to PIl processing requires a
(Articles 16- A1l (Physical and principals) secure environment and
18) environmental eA727 (Joint PIl strict privacy principles.
security) controller) ISO 27001 focuses on
e A15 (Supplier e Clause 7.2 securing physical assets
relationships) (Conditions For and infrastructure where
e A151.2 collection and processing takes place to
(Addressing processing) prevent  sabotage or
security within e Clause 74 damage. Meanwhile, ISO
supplier (Privacy-by- 27701 implements the
agreements) design and principles of Data
* A1814 (Privacy privacy-by- Minimization and
and protection of default) Limitation of Collection,

personally

ensuring that

organizations only
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Compliance
Focus on ISO 27001 Focus on ISO 27701 Justification
Area

identifiable process data for specific
information) purposes and within the
e Clause 4 (Context retention limits set out in
of the Articles 16-18, so that
organization) processing does not

become excessive.
Obligations ¢ A6.11(Information eA7.22 (Identify The PDP Law requires
of Controllers security roles and lawful basis) technical security
and responsibilities) e A723 (Determine measures. ISO 27001
Processors ¢ A81.3 (Acceptable when and how addresses these technical
(Articles 20- use of assets) consent is to be requirements to maintain
54) eA822 (Labelling  obtained) confidentiality and audit

of information)

¢ A.8.3.2 (Disposal of
media)

®A925 (Review of
user access
rights)

e ASA41

(Information

access restriction)

e A0
(Cryptography)
°e Al2.7 (Secure

disposal or reuse

of equipment)

®A121.2 (Change
management)

e A12.41 (Event
logging)

e A7.2.4 (Obtain and

record consent)

e A725 (Privacy
impact
assessment)

e A726 (Contracts
with Pl
processors)

e A732

(Determining

information  for
PIl principals)
e A733 (Providing

information to PII

principals)

e A734 (Providing
mechanism to
modify or
withdraw
consent)

trails. ISO 27701 addresses
organizational

requirements by
mandating Privacy Impact
the

Assessments and

concept of Privacy-by-
Design, which

that

ensures
Controllers  and
Processors have
measurable privacy risk
management in place
before data processing

begins.
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Compliance

Area

Focus on ISO 27001

Focus on ISO 27701

Justification

e Al1243
(Administrator
and operator logs)

e Al132.4
(Confidentiality or
non-disclosure

agreements)

Al4 (System
acquisition,
development and
maintenance)

e A15.2.1
(Monitoring  and
review of supplier

services)

A16.15 (Response
to information
security incidents)

A.16.1.7 (Collection

of evidence)

A18.1.3 (Protection

of records)
e A1814  (Privacy
and protection of
personally
identifiable

infFormation)

Clause 6.1.2
(InFormation
security risk

assessment)

e A735 (Providing
mechanism to
object to Pl
processing)

®A736 (Access,
correction and/or
erasure)

e A739 (Handling
PIl requests)

e A742 (Accuracy
and quality)

e A743 (Limit Pl
collection)

o A744 (Pl
minimization
objectives)

e A745 (Pl de-
identification and
deletion at the
end of
processing)

® A7.47 (Retention)

e A7.4.8 (Disposal)

e Clause 6.3.1.2
(Segregation  of
duties)

e Clause 6.10.2.4

(Confidentiality or

non-disclosure

agreements)
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Compliance

Area

Focus on ISO 27001

Focus on ISO 27701

Justification

e Clause 5
(Leadership)

e Clause 9
(Performance

evaluation)

e Clause 6.13.1.1
(Responsibilities

and procedures)

o Clause 6.13.1.5
(Response to
information

security incidents)
e Clause 7.2.8
(Records related

to processing Pll)

e Clause 74
(Privacy-by-
design and
privacy-by-
default)

e Clause 53
(Leadership)

e Clause 6.2

(Information

security policies)

Data Transfer

and Sanctions

(Articles

73)

55-

e A5.11 (Policies for

information
security)
e A911 (Access

control policy)

® A13.2 (Information
transfer)

e A13.21
(Information
transfer policies

and procedures)

e A721 (Identify
and document
purpose)

e A722 (Identify
lawful basis)

e A725 (Privacy
impact
assessment)

e A751 (Identify
basis For Pll

transfer between

jurisdictions)

To mitigate the risk of
sanctions due to illegal
data transfers, contract
controls and transmission
security are required. ISO
27001 ensures that data
channels

transfer are

technically secure and

bound by confidentiality
agreements. I1SO 27701
complements this with

jurisdiction  verification,
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Compliance
Focus on ISO 27001 Focus on ISO 27701 Justification
Area
e A132.2 e A752 (Countries which ensures that the
(Agreements  on and international recipient country has an

information organizations to equivalent level of data
transfer) which PIl can be protection or recognized
®A16.15 (Response transferred) standards, in accordance
to information e Clause 61311  with the strict

security incidents)
® A16.1.7 (Collection
of evidence)

® A18.1 (Compliance

(Responsibilities
and procedures)
e Clause 6.15.1.1

(Identification of

requirements For cross-
border transfers in the

PDP Law.

with legal and applicable
contractual legislation and
requirements) contractual

® A1811 requirements)

(Identification of eClause 75 (PIl

applicable sharing, transfer
legislation and and disclosure)
contractual

requirements)

Table 4 Ffunctions as a conceptual architectural proposal rather than an empirical
observation. It demonstrates theoretically how high-level regulatory mandates must be
translated into granular, ISO-mapped technical controls to be computationally feasible

within the bank's existing infrastructure.

Based on the empirically identified compliance gaps, particularly the regulatory conflict
between the Right to Erasure and mandatory financial data retention and the lower
maturity score in cross-border data transfers, the following PDCA-based compliance
architecture is proposed as a conceptual design output. The PDCA (Plan-Do-Check-Act)
cycle provides organizations with a systematic mechanism to plan, execute, evaluate and
continuously refine their information security management and personal data protection

practices [28]. Each phase within this cycle is defined by specific objectives and
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operational activities that collectively form a closed fFeedback loop For sustained
compliance improvement [29]. Table 5 presents the proposed framework by mapping
concrete technical activities, relevant 1SO 27001 and I1SO 27701 control references and
empirical justifications derived from the preceding CIPP diagnosis and CMMI maturity

assessment to each corresponding phase of the cycle.

Table 5. PDCA Framework

Focus on ISO 27001

Stage Activity Justification
& 1SO 27701
Plan e Regulatory Conflict e CIPP Model: ® SO 27001:
Alignment Technical obstacles A7.4.8 (Disposal) &

Designing technical policies were encountered A747 (Retention),
For anonymization or data in implementing A13.2 (Information
masking to mediate conflicts the Right to be transfer) & A181

between the “Right to Forgotten due to (Compliance  with

Erasure” (PDP Law) and the conflicting legal requirements)
“10-Year Retention regulations. ¢ SO 27701
Requirement” (OJK). e CMMI Model: Data A75 (Pll sharing,
e Strengthening Cross-Border Transfer is still at transfer and
Transfer Mechanisms level 3. disclosure), AZ7.51
Developing Standard (Identify basis for
Contractual Clauses and Pl transfer
assessing the eligibility of between
destination countries to jurisdictions) &
improve weaknesses in data A752  (Countries
transfer and international

organizations to

which PIl can be

transferred)
Do e DPIA & ROPA e CIPP Model: ® SO 27001:
Implementation Respondents A0 (Cryptography)

Conducting Data Protection reported that data & AS (Access

Impact Assessments For new security practices
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Focus on ISO 27001

Stage Activity Justification
& 1SO 27701
products and maintaining a contributed to Control - A911,
real-time Record of increased customer A9.2.5 A9.4.17)
Processing Activities. trust and IS0 27701:

e Encryption & Access Control competitive A725 (Privacy
Implementation advantage. impact assessment)
Implementing  end-to-end & Clause 7238
encryption and strict access (Records related to
management on legacy processing Pll)
systems

® Privacy Culture
Providing training to all staff
to instill the mindset that
privacy is part of the
Customer Experience

Check e Data Subject Rights e CMMI Model: ® SO 27001:
Response Audit Data Subject Rights A15 (Supplier

Measuring whether the SLA area is still not relationships),

response to customer optimal. A15.21 (Monitoring
requests ® |SO Mapping: and review of
(access/delete/correction) is  Clause A15  supplier services) &
consistently less than 3x24 (Supplier A151.2 (Addressing
hours relationships) security within
e Third Party Review (Vendor) which requires supplier

Audit vendor compliance monitoring of agreements)

with the Data Processing supplier services. ® SO 27701:
Agreement (DPA) clauses A736 (Access,

correction and/or
erasure), A739
(Handling PIl
requests) & A733
(Providing
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Focus on ISO 27001

Stage Activity Justification
& 1SO 27701
information to PII
principals)
Act e Vendor Sanctions & e CIPP Model: ® SO 27001:
Termination Challenges such as A15 (Supplier
Impose sanctions or legacy systems and relationships), Al4
terminate contracts with vendor compliance (System acquisition,
vendors who Fail to comply monitoring remain development and
with data protection serious challenges. maintenance) &
standards ® |SO Mapping: Al121.2 (Change
e Legacy System Feature Clause A15 management)
Enhancement (Supplier ®|SO 27701
Patch or upgrade legacy relationships) A726 (Contracts
systems that are causing requires with Pl processors)
bottlenecks monitoring of

supplier services.

Table 5 outlines the proposed continuous privacy engineering workflow. Analytically, this
PDCA framework addresses the operational friction observed during the empirical CIPP
diagnosis by prescribing specific technical actions, such as data masking and
pseudonymization, as necessary controls in the Plan and Do phases, derived from the

identified compliance gaps rather than from tested implementation.

From this framework, the Plan phase includes a number of key activities to align
regulations with ISO 27001 and ISO 27701. Pseudonymization is used as a data protection
technique explicitly recognized in the GDPR to reduce risks to data subjects without
hindering legitimate data processing and analysis, as pseudonymized data is still
categorized as personal data [30]. In addition, strengthening cross border data transfer
mechanisms is a strategic element to ensure that international data flows are in line with
the principles of data subject rights protection, through a layered approach such as
adequacy decisions, appropriate safeqguards and derogations [31]. In this context, Standard
Contractual Clauses (SCCs) serve as organization-based accountability instruments that

compensate for the limitations of legal protection in the destination country through
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contractual obligations reinforced by technical and organizational controls, rather than

as a comprehensive assessment of the country's legal system [32].

In the Do phase of the PDCA cycle, organizations implement operational controls to
ensure consistent personal data protection, including through the implementation of
Data Protection Impact Assessments (DPIAs) in product development and the ongoing
maintenance of Records of Processing Activities (ROPAs) to ensure accountability and
transparency in data processing [26], [33], [34]. These efforts are reinforced by the
implementation of end-to-end encryption and risk-based access controls, including on
legacy systems, as key technical measures to prevent unauthorized access and data leaks
[35]. This is supported by the strengthening of a privacy culture through regular training

For all employees.

In the Check phase, organizations conduct audits of data subject rights compliance to
ensure service consistency in accordance with service level agreements (SLAS),
particularly with regard to data access, correction and deletion rights in line with the
principles of timeliness and transparency emphasized in data protection regulations [36].
This oversight is complemented by an evaluation of vendor compliance with the Data
Processing Agreement (DPA) to ensure that third party involvement does not weaken

data protection controls [37].

Furthermore, in the Act phase, noncompliance is fFollowed up with corrective actions such
as imposing sanctions or terminating cooperation with vendors, as an effort to maintain
accountability and minimize legal and reputational risks [38]. At the same time, continuous
improvement is carried out through upgrades or patching of legacy systems that still
pose technical obstacles so that the effectiveness of data protection controls and audits

can continue to be improved [39].

3.3. Discussion

The integration of ISO 27001 and ISO 27701 necessitates significant structural
adjustments to the bank's Information systems architecture. As noted during the CIPP
evaluation, existing legacy systems hinder seamless interoperability. To address this, the
adoption of standardized APIs (e.g, JSON/XML) must be coupled with secure software

development practices, including rigorous input validation to prevent vulnerabilities such
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as cross-site scripting or injection attacks [7]. Furthermore, the application of Advanced

Encryption Standard (AES) algorithms for encrypted database storage is technically
advisable. This allows the institution to maintain data portability and ensure privacy
during routine system operations, fulfilling the dual requirements of confidentiality and
operational availability without exposing plaintext customer data to internal threat actors

(391

While the assessed institution utilizes COBIT 2019 alongside ISO 27001 as a dual oversight
mechanism, a critical comparison of these standards reveals distinct Ffunctional
boundaries. COBIT primarily serves as an overarching IT governance framework focusing
on bridging the gap between control requirements and business risks, while frameworks
such as ITIL Focus on IT service management and operations [28]. By extending ISO 27001
with ISO 27701, the bank can incorporate specific Personal Information Management
System controls that neither COBIT nor ITIL provides. As the literature indicates, ISO
27001 Functions as a globally recognized security benchmark that can be integrated with

the broader governance strategies of COBIT and ITIL.

However, this approach carries risks and scalability limitations. Should the proposed PDCA
framework Ffail to sustain ongoing compliance, the institution would Face consequences
extending beyond administrative sanctions. From a micro perspective, an information
security incident poses severe reputational consequences that can permanently damage
customer trust, employee morale and future business growth [14], [15]. From a macro
perspective, due to the institution's status as a Systemic Bank (KBMI Group 1V), a major
data breach could trigger systemic Ffinancial risk. Financial institutions are highly
interconnected; vulnerabilities or shocks in one node can easily amplify and cascade,

causing spillover effects and potential defaults across the entire financial network [13].

These risks, however, are not solely driven by technical or operational failures but are
Further compounded by the complexity of navigating overlapping and, in some cases,
conflicting regulatory requirements. In this context, ensuring continuous compliance
becomes not only a matter of system reliability but also of aligning system design with

divergent legal obligations that govern data management practices.
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A particularly critical challenge arises from the tension between emerging privacy

regulations and established financial compliance frameworks. The “Right to Erasure”
(Right to be Forgotten) under the Personal Data Protection (PDP) Law introduces
requirements that stand in direct contrast to data retention obligations mandated by
Bank Indonesia (Bl) and the Financial Services Authority (OJK), which require financial
institutions to retain customer data for 7 to 10 years [4], [25]. This creates a structural
constraint within the system, where fulfilling one regulatory requirement may inherently

limit the ability to satisfy another.

From an ISO 27701 perspective, this tension reflects the interaction between data subject
rights (Clause 7.3.6 - Access, correction and/or erasure) and (Clause 7.4 - privacy-by-
design) [40], [41]. Importantly, ISO 27701 frames the right to erasure as conditional,
requiring organizations to consider overriding legal obligations. As a result, deletion
requests must be assessed within the broader regulatory landscape, including sector-

specific mandates imposed by Bl and OJK.

As permanent data deletion cannot be legally executed within the mandated retention
period, organizations must implement alternative technical and organizational measures.
Within the proposed PDCA framework, this necessitates positioning cryptographic
pseudonymization, encryption and data masking as essential controls rather than
optional enhancements [30], [42]. These mechanisms allow institutions to retain data in
compliance with financial regulations while ensuring that personal data is effectively de-

identified and access is tightly controlled.

By integrating these controls into the continuous improvement cycle of PDCA, the
framework enables organizations to systematically manage regulatory conflicts while
maintaining compliance, security and privacy objectives. This approach ultimately
supports a balanced alignment between data subject rights, legal retention requirements

and institutional resilience within the financial sector.

While the proposed PDCA architecture theoretically resolves these tensions, the internal
validity risk of the empirical findings must be critically acknowledged. The baseline
maturity score of 3.69 relies on a highly limited empirical base of only two primary

respondents from a single KBMI Group IV institution. Although this limitation was partially
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mitigated through strict document triangulation against internal technical

documentation, system architectures and security policies, it is important to note that
triangulation with a small sample does not eliminate self-reporting bias. It only partially
reduces it. The maturity scores ultimately reflect the perceptions and disclosures of two
individuals, which may not Fully represent the institution's actual compliance posture.
Consequently, while the proposed framework itself is structurally sound and replicable,
the resulting quantitative maturity findings cannot be statistically generalized across the
wider banking sector and must be interpreted strictly as an internal institutional baseline

within the assessed case, pending broader multi-institutional validation.

4. CONCLUSION

This study contributes to a structured bank-level privacy compliance framework
informed by CIPP-CMMI evaluation and I1SO-based control mapping. When applied to a
single KBMI Group IV bank, the framework identified within the assessed case an
institutional maturity baseline of 3.69 (Level 3 - Defined) and highlighted a critical
regulatory conflict between data privacy mandates and mandatory financial data
retention regulations. To address these identified gaps, the study proposes a conceptual
PDCA-based system architecture leveraging data masking and pseudonymization as
proposed compliance outputs, this architecture has not been implemented or
operationally tested and should not be interpreted as a validated compliance solution.
Because the empirical base is limited to a single institution with two respondents, the
specific maturity findings serve as an institutional baseline rather than a generalized
sector-wide metric and broader claims regarding applicability across the wider banking
sector should therefore be restrained. Nevertheless, the proposed framework remains
potentially useful as an internal assessment tool and provides a replicable Foundation
fFor future validation. Future research should validate this framework across multiple
Financial institutions to establish its reproducibility and broader generalizability before
sectoral inference can be drawn and should further explore the development of
automated compliance checking algorithms utilizing Natural Language Processing (NLP)

to audit Data Processing Agreements.
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