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Abstract. Effective asset management is a fundamental pillar of higher 

education operations and strategic sustainability. However, existing 

conventional systems are often hampered by systemic challenges, 

including operational inefficiencies, lack of transparency, and chronic 

data integrity issues resulting from fragmented information silos. This 

study proposes a conceptual design for a higher education asset 

management system utilizing blockchain technology to address these 

governance weaknesses. Based on a comprehensive literature review 

and system architecture modeling, this study synthesizes concepts 

from asset management, blockchain principles, and enterprise 

platforms without deploying a functional prototype. The proposed 

conceptual framework is built on a permissioned blockchain platform, 

specifically Hyperledger Fabric, and adopts a multi-layered system 

architecture for modularity. To balance data integrity with storage 

efficiency, the system conceptually applies a hybrid data storage 

pattern combining on-chain ledger records and off-chain databases. 

Furthermore, the business logic is modeled into smart contracts 

(chaincode) to automate and secure all stages of the asset lifecycle, 

from procurement to disposal. The study proposes a theoretical 

blueprint designed to provide a single, immutable source of truth and 

enforce multi-level digital approvals. The impact of this research offers 

a conceptual architectural blueprint that aims to shift academic asset 

management from a reactive administrative task to an automated, 

transparent governance ecosystem, paving the way for future 

validation tasks including performance, scalability, usability, and 

organizational feasibility. 

Keywords: chaincode, higher education asset governance, hybrid on-

chain/off-chain storage, Hyperledger Fabric, permissioned blockchain. 
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1. INTRODUCTION 

 

Assets, both tangible such as buildings, IT infrastructure, and laboratory equipment, as 

well as intangible ones such as digital data, are the backbone that supports the core 

operations of higher education institutions [1]. Optimal asset management ensures the 

availability of resources required for academic activities and directly affects the financial 

health and long-term sustainability of the institution [2]. As educational activities 

increasingly rely on value transmission through digital forms, the digital transformation 

of universities continues to advance [3]. Consequently, the quantity of asset data 

continues to grow exponentially, with its internal value reflected in education, 

management, and services, while its external value is reflected in institutional reputation 

and resource allocation. 

 

Despite its crucial role, the asset management system in many universities still relies on 

conventional methods that are fraught with systemic problems [4]. The conventional 

asset management landscape in higher education is heavily characterized by structural 

fragmentation and centralized data vulnerabilities, as illustrated in figure 1. Information 

silos exist where each department—such as the Finance Department, Building and 

Facilities, and General Affairs (GA) manages its own records separately using outdated 

spreadsheet software or disjointed legacy systems[5]. This fragmentation leads to 

chronic discrepancies between recorded data and the actual physical condition of assets 

in the field, a phenomenon often described as "assets without records, or records without 

assets" [5]. Furthermore, the lack of real-time tracking mechanisms causes poor visibility 

during asset transfers or temporary borrowing between faculties, increasing the risk of 

loss and complicating the end-of-year fiscal reconciliation process. The manual approval 

processes for procurement and disposal further degrade operational efficiency, leaving 

room for undocumented asset write-offs and potential human errors [6].  

 

Blockchain technology presents itself as a potential solution with its fundamental 

properties of decentralization, immutability, and transparency[7]. In the context of 

institutional governance, blockchain is increasingly recognized as an important 

infrastructure that has the potential to provide a trusted environment for various 

collaborations[4]. By utilizing a distributed ledger, transactions can conceptually be 
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recorded and verified by authorized parties without relying on a single centralized point 

of failure [8]. Within an academic asset management framework, this distributed 

 

 
Figure 1. A traditional education digital assets management system [6] 

 

approach is theoretically expected to reduce the risk of fraud, internal data manipulation, 

and administrative redundancies [9]. Furthermore, the integration of smart contracts 

allows for the automation of business rules, aiming to ensure that asset transfers and 

maintenance logs are executed more securely and transparently compared to 

conventional paper-based systems [10]. Figure 2 illustrates the fundamental architectural 

differences between a conventional centralized ledger and a distributed ledger[11][12]. 

 

 
Figure 2. Centralized ledger vs Distributed ledger[11][12] 



Vol. 8, No. 3, June 2026 

 
 

Ichwan Subekti, Irman Hermadi, et al | 3272 

A few researchers focused on the implementation of blockchain in general supply chain 

optimization[8]  and public government administration[13][14]. However, there remains a 

critical research gap regarding how to systematically integrate a permissioned blockchain 

architecture with existing legacy databases in university environments to balance 

operational transparency with institutional data privacy[15][16]. Although the theoretical 

benefits are well-documented, the practical adoption of blockchain in higher education 

remains in its early stages due to technical and architectural uncertainties [17][18]. 

herefore, this research aims to address this gap by proposing a comprehensive 

conceptual framework and architectural design of a higher education asset management 

system based on Hyperledger Fabric. The main objective of this study is to conceptually 

bridge the gap between conventional business processes and decentralized architecture 

through theoretical modeling. By doing so, this study provides a conceptual reference 

architecture to address the structural challenges of efficiency, transparency, and data 

integrity in academic institutions, serving as a robust blueprint for future empirical 

validation[19].  

 

2. METHODS 

 

The methodology adopted in this study is a conceptual system design and architectural 

modeling approach, combined with an extensive literature review. This theoretical 

approach is highly suitable for bridging the technology gap between conventional 

business processes and decentralized architecture, as it establishes the logical 

foundation before full-scale prototype implementation. The research procedure is 

structurally divided into four main progressive phases to ensure a transparent and 

reproducible architectural formulation. The visual step-by-step workflow of this research 

methodology is illustrated in Figure 3. 

 

The first phase is Requirement Gathering, which involves a critical analysis of the existing 

limitations of conventional asset management systems. This was conducted through a 

dual approach: a systematic literature review and institutional observation. The 

literature-selection procedure utilized academic databases such as IEEE Xplore, Scopus, 

and Google Scholar to retrieve peer-reviewed articles published between 2020 and 2026. 

Keywords used included 'blockchain in higher education', 'permissioned ledger', and 

'Hyperledger Fabric'. To complement the theoretical foundation, a preliminary 
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institutional observation was conducted at IPMI Institute General Affairs and Facilities 

departments in late 2025. This observation involved informal discussions with 

administrative staff and the examination of conventional artifacts, specifically physical 

inventory spreadsheets and manual procurement approval forms, to extract practical 

functional and non-functional requirements. 

 

 
Figure 3. Visual workflow of the research methodology. 

 

The second phase is System Architecture Modeling. In this phase, the extracted 

requirements were systematically translated into system components and visual Unified 

Modeling Language (UML) artifacts. Specifically, role-based access requirements were 

modeled into a Use Case Diagram; inter-departmental approval workflows were mapped 

into a Sequence Diagram; the hybrid data storage structure was outlined in a Class 

Diagram; and the smart contract lifecycle logic was translated into an Activity Diagram. 

To ensure architectural consistency, the alignment between requirements, architecture, 

and UML outputs is summarized in the Requirement-to-Design Traceability Table (Table 

1). 
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Table 1. Requirement-to-Design Traceability 

Functional / Non-

Functional Requirement 

Architecture 

Component 
Chaincode Function UML Artifact 

Role-based Access & 

Hierarchy 

MSP & Business 

Logic Layer 
N/A 

Use Case 

Diagram 

Multi-level Approval 

Workflow 

Backend API & 

Fabric Gateway 
TransferAsset 

Sequence 

Diagram 

Tamper-proof Storage 

Strategy 

Hybrid IPFS & 

Ledger Layer 
CreateAsset 

Class 

Diagram 

Lifecycle & Maintenance 

Tracking 
Fabric Ledger Layer 

UpdateMaintenance, 

DisposeAsset 

Activity 

Diagram 

 

The third phase involves formulating the Data Partitioning Strategy. Recognizing the 

inherent limitations of blockchain networks in handling large data files, the modeling 

technique formulates a hybrid storage structure separating on-chain and off-chain 

data[20]. This strategy is designed to ensure that the blockchain ledger is not burdened 

by large media files or static legal documents, thereby theoretically maintaining optimal 

transaction throughput[21]. Finally, the fourth phase outlines a theoretical Security 

Validation Scenario. It must be explicitly clarified that this white-box validation is a 

theoretical reasoning scenario designed to logically verify the data synchronization and 

integrity between the off-chain database and the on-chain ledger. It is presented as an 

analytical construct rather than an executed software test on a deployed prototype[20] 

 

3. RESULTS AND DISCUSSION 

 

3.1. Functional Requirements and Role-Based Access  

The conceptualization phase identified critical functional requirements necessary to 

digitalize the academic asset lifecycle. The system must logically be capable of registering 

new assets into the blockchain ledger, processing inter-departmental asset transfers with 

multi-level approvals, logging maintenance activities alongside their costs, and executing 

final asset disposals with permanent documentation[1]. To ensure that these functions 

align strictly with the university's bureaucratic hierarchy, the system incorporates a rigid 

Role-Based Access Control (RBAC) mapped to the Hyperledger Fabric’s Membership 

Service Provider (MSP). The identified conceptual actors in this governance model include 
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six primary entities: Asset Admin, General Affairs (GA), Facilities and Building, Purchasing, 

Management, and Auditors[10]. Furthermore, to manage the cryptographic identities 

of these actors, the system authority management of the consortium blockchain 

is structured as depicted in Figure 4. 

 
Figure 4. The system authority management of consortium blockchain [6] 

 

To explicitly map the functional requirements to the designated actors, the operational 

boundaries of the proposed architecture are established through a Use Case Diagram, as 

illustrated in Figure 5. This UML diagram links the lifecycle requirements directly to the 

authorized entities. 

 
Figure 5. Use Case Diagram for Higher Education Asset Management System 
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3.2. Multi-Layered System Architecture 

To ensure modularity, scalability, and ease of future integration, the system is designed 

with a conceptual multi-layered architecture distributed across three primary 

environments [22]. 

1) Presentation Layer (Frontend): Designed using modern Web2 frameworks to 

provide an intuitive user interface, hiding complex cryptographic operations to 

ensure high usability. 

2) Business Logic Layer (Backend): Serves as the central orchestration engine 

handling initial user authentication, temporary data state management, and 

robust API route protection. 

3) Blockchain Gateway and Ledger Layer: Acts as the decentralized core. A 

dedicated Gateway bridges standard RESTful API requests to the highly 

encrypted gRPC protocols of the Hyperledger Fabric network[22].  

 

To visualize the secure cross-layer communication, Figure 6 illustrates the Sequence 

Diagram for the inter-departmental asset transfer workflow. This diagram logically 

translates the multi-level approval requirement, demonstrating how data flows from the 

frontend edge to the immutable ledger without exposing direct database access. 

 

 
Figure 6. Sequence Diagram of Inter-Departmental Asset Transfer Workflow 
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3.3. Hybrid Data Storage Strategy 

Storing all asset data directly on the blockchain would lead to severe state bloat, making 

the system highly inefficient[20]. Therefore, the conceptual design formally adopts a 

hybrid on-chain/off-chain storage pattern. On-chain data is strictly limited to small-sized, 

highly transactional parameters (e.g., Asset IDs, status, cryptographic hashes). This lean 

approach theoretically ensures a fast and tamper-proof audit trail[20]. Conversely, static 

metadata and large files are stored off-chain in NoSQL databases (e.g., MongoDB) and 

the InterPlanetary File System (IPFS)[20]. This hybrid structure directly addresses the 

tamper-proof storage requirement. The structural representation of these objects and 

their hash linkages, which cohesivey supports the dual-database architecture, is detailed 

in the Class Diagram in Figure 7. 

 

 
Figure 7. Conceptual Class Diagram and Logical Data Schema. 

 
3.4. Smart Contract (Chaincode) Design for Asset Lifecycle 

The core governance logic is theoretically enforced through smart contracts (chaincode) 

designed for each specific phase of the asset lifecycle [10]. The Activity Diagram in Figure 
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8 illustrates how the smart contracts logically enforce the asset lifecycle requirements, 

ensuring business rules execute autonomously across the consortium. 

 
Figure 8. Activity Diagram of Asset Lifecycle Governance Workflow. 

 
1) Registry Function (CreateAsset): Handles the registration of newly procured 

assets. Before writing to the ledger, the contract validates the uniqueness of 

the Asset ID to prevent data duplication. It links the new digital asset to its 

initial acquisition value and vendor details. 

2) Operational Function (TransferAsset): Automates the assignment and transfer 

of assets between departments. This function enforces digital endorsement; 

for instance, an asset cannot change ownership without cryptographic 

approval from both the originating and destination department heads[6]. 

Furthermore, it logically prevents the transfer of assets that are currently 

flagged under maintenance. 

3) Maintenance Function (UpdateMaintenance & CompleteMaintenance): When an 

asset is reported damaged, its status is forcefully transitioned to a 
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'maintenance' state, locking it from being transferred or borrowed until the 

repair is finalized. Upon completion, the exact repair cost and technician details 

are permanently logged into the ledger, ensuring financial accountability. 

4) Disposal Function (DisposeAsset): Enforces a tiered approval workflow for 

removing obsolete assets. Because blockchains are append-only data 

structures, the asset's data is never deleted from the database. Instead, its final 

status in the ledger is permanently marked as 'disposed', preserving the 

complete historical trace from acquisition to retirement for future institutional 

audits [10]. 

 

3.5. Discussion 

The proposed conceptual design presents several expected theoretical advantages over 

conventional spreadsheet-based silos. By conceptually creating a shared permissioned 

ledger, transparency can be maximized, and data discrepancy minimized as smart 

contracts logically automate recording during physical actions [1]. It could optimize 

institutional resource allocation by providing real-time visibility of available, idle, or 

broken assets across various university faculties [5]. A conceptual comparison between 

the conventional asset management approach and the proposed blockchain-based 

solution is summarized in Table 2. It is important to emphasize that Table 2 presents a 

conceptual comparison, not empirical test results derived from a deployed system. 

 

Table 2. Conceptual Comparison Of Asset Management Solutions 

Key Issues Conventional System Centralized System (ERP/DB) Blockchain-Based Solutions 

Procurement 

Inefficiencies 

Very High Intermediate Expected Low: Shared ledger 

conceptually prevents duplicate 

purchases[23]. 

Lack of 

Accountability 

Very Low Moderate Expected High: Transactions are 

theoretically immutable and 

undeniable. 

Data 

Discrepancy 

Very High Intermediate Conceptually Reduced: Smart 

contracts automate recording, 

minimizing lag[2]. 

Low Asset 

Utilization 

Very High High Expected Low: Network 

transparency conceptually allows 

dynamic sharing[24]. 
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Key Issues Conventional System Centralized System (ERP/DB) Blockchain-Based Solutions 

Bureaucratic 

Process 

Very Slow Moderately Fast Theoretically Fast: Smart contracts 

automate parallel workflows[4]. 

Data Integrity Very Low Fair Conceptually High: Decentralized 

nature theoretically guarantees high 

integrity[4]. 

 

Despite the conceptual benefits outlined, several implementation risks and limitations 

remain. Deploying a Hyperledger Fabric network entails significant infrastructure 

complexity and high initial setup costs. Establishing clear consortium governance policies 

among university faculties and adhering to data privacy regulations pose significant non-

technical hurdles. Furthermore, integrating the blockchain gateway with legacy ERP 

systems, ensuring chaincode security against smart contract vulnerabilities, and 

managing user adoption readiness require careful organizational change management 

[17] 

 

To evaluate the conceptual reliability of this architecture, a theoretical White-Box Testing 

scenario is proposed to assess data synchronization integrity. In a traditional centralized 

database, a rogue administrator could theoretically alter asset ownership without 

triggering alerts[5]. However, in this hybrid blockchain design, if a malicious actor 

manually alters the off-chain MongoDB, the system's synchronization engine will logically 

detect a discrepancy against the actual state in the Hyperledger Fabric ledger [20]. This 

theoretical scenario conceptually demonstrates that the blockchain acts as the ultimate 

"single source of truth," pending future empirical validation[20]. 

 

4. CONCLUSION 

 

Conventional asset management systems in higher education inherently suffer from 

fundamental issues related to governance, efficiency, and data integrity due to their 

centralized and fragmented architecture. Information silos create an environment prone 

to duplicate procurements, lost audit trails, and mismanaged physical inventories. This 

research proposes a comprehensive conceptual design utilizing the Hyperledger Fabric 

permissioned blockchain that may address these systemic flaws[25]. By integrating a 

multi-layered system architecture, a hybrid on-chain/off-chain data storage pattern 

utilizing IPFS, and automated smart contracts, the proposed framework conceptually 
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mitigates manual discrepancies, providing a blueprint for a single, immutable source of 

truth while enforcing multi-level digital approvals. Although this study is explicitly limited 

by the absence of a deployed prototype and empirical testing, the impact of this research 

provides a conceptual foundation that envisions transforming academic asset 

management from a reactive, error-prone administrative function into a proactive, 

transparent, and highly accountable governance ecosystem. This conceptual model paves 

the way for essential future work, which must include empirical prototype 

implementation, performance benchmarking, usability evaluation, stakeholder validation, 

and institutional feasibility assessment in higher education environments. 
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