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Abstract. Digital data security demands robust encryption systems 

in which key randomness quality serves as the primary determining 

factor. Metaheuristic algorithms such as the Genetic Algorithm (GA) 

and Simulated Annealing (SA) exhibit significant potential for key 

generation optimization. However, each is individually susceptible 

to premature convergence and slow computational time, 

respectively, motivating their sequential hybridization. This study 

proposes a GA-SA hybrid cryptographic architecture with dynamic 

population sizing to optimize pseudo-random keystream generation 

in XOR encryption, evaluated using 15 PDF document datasets 

across three key configurations: 16 characters (128-bit), 32 

characters (256-bit), and 64 characters (512-bit). The hybrid system 

consistently reduced local optima entrapment across all 

configurations, with the 64-character key achieving the highest 

randomness quality at a Shannon Entropy of 7.9288 bits/byte and a 

mean NIST SP 800-22 Monobit Frequency Test P-Value of 0.2999, 

though this does not constitute a full NIST SP 800-22 suite 

evaluation. Runtime analysis showed near-linear empirical growth 

within the tested range, from 0.0361 seconds to 0.1305 seconds, 

without exponential bottleneck effects, suggesting the proposed 

architecture is a promising candidate for pseudo-random 

keystream generation under tested conditions, with further 

validation recommended before production deployment. 

 

Keywords: Metaheuristic Hybridization, Pseudo-Random Keystream 

Generation, XOR Encryption, Genetic Algorithm, Simulated 

Annealing, Shannon Entropy, Key Scalability, Cryptographic 

Randomness. 
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1. INTRODUCTION 

 

The surge in digital data transfer volume during the era of technological transformation 

demands robust protection mechanisms capable of addressing increasingly sophisticated 

cybersecurity threats [1]. Among the various existing encryption techniques, algorithms 

based on the Exclusive-OR (XOR) operation remain an essential method due to their 

exceptionally high execution speed [2]. The performance of XOR algorithms offers 

significant advantages in terms of minimal memory consumption, making them an ideal 

solution for resource-constrained environments such as the Internet of Things and real-

time systems [3]. Consequently, XOR continues to occupy a foundational role in 

lightweight cryptographic system design, particularly where processing efficiency is a 

primary constraint. 

 

Despite its high efficiency, the security level of the XOR algorithm is absolutely 

dependent on the quality and degree of randomness of the encryption key, wherein a 

static key exposes a critical vulnerability to adversarial attacks [4]. Intelligent 

metaheuristic-based approaches such as the Genetic Algorithm (GA) have been proven 

reliable in solving solution-space search problems and generating adaptive cryptographic 

keys [5]. Nevertheless, conventional GA frequently encounters premature convergence, 

whereby the algorithm loses population diversity too rapidly and becomes trapped at a 

local optimum [6]. Keys generated under such conditions may exhibit suboptimal entropy, 

leaving residual statistical patterns that reduce the overall unpredictability of the 

keystream. 

 

To overcome this limitation, algorithm hybridization has emerged as a promising solution 

by combining the exploratory strength of GA with the local refinement capability of 

complementary algorithms [7]. Simulated Annealing (SA) is selected as an effective 

complement due to its unique probabilistic mechanism that enables escape from local 

optimum traps [8]. The strategic sequential integration of genetic evolution and SA post-

processing enhances the robustness of complex cryptographic systems [9]. This 

synergistic architecture positions GA-SA hybridization as a structurally sound candidate 

for generating high-quality keystreams with more uniform bit distributions than either 

method achieves independently. 
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The development of data security in digital transmission systems continues to demand 

cryptographic algorithms that are computationally efficient yet resilient against 

advanced cryptanalytic attacks [10]. While 128-bit keys currently remain within acceptable 

security margins under conventional threat models, sustained advances in computational 

hardware and the prospective emergence of quantum computing may gradually reduce 

the effective security margin of shorter key lengths over time [11]. The application of 

hybrid metaheuristic approaches to analyze computational scalability when keystream 

generation search space is incrementally expanded on fundamental ciphers such as XOR 

remains largely underexplored [12]. The primary challenge, therefore, lies in rigorously 

characterizing the trade-off between enhanced key security and computational overhead 

as key dimensionality scales upward. 

 

An increase in chromosome dimension automatically expands the genetic search space 

and directly impacts algorithm performance [13]. A thorough evaluation of execution 

duration is essential to measure computational time stability when the system handles 

exponential increases in operational scale [14]. Furthermore, the information uncertainty 

level of large-scale keys must be continuously validated using standard entropy 

calculations to ensure that bit distribution approximates the ideal value [15]. The 

preceding analysis identifies a concrete research gap: while GA-SA hybridization has been 

applied in various optimization domains, its systematic evaluation as a keystream 

generator for XOR encryption specifically regarding how entropy quality and runtime 

complexity respond to increasing key length remains insufficiently addressed, motivating 

this study to propose a sequential GA-SA hybrid architecture with dynamic population 

sizing evaluated across 128-bit, 256-bit, and 512-bit configurations, with contributions 

spanning entropy-scalability characterization, runtime complexity profiling, and a 

baseline reference for computationally efficient metaheuristic-driven XOR encryption 

systems. 

 

2. METHODS 

 

This study employs an algorithmic experimental method to evaluate the computational 

scalability and cryptographic randomness quality of a sequential GA-SA hybrid keystream 

generation architecture across three key length configurations [16]. The research design 

proceeds chronologically through five stages: (1) dataset preparation and parameter 
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initialization, (2) stochastic population generation, (3) GA-driven global exploration, (4) SA-

driven local exploitation, and (5) metric acquisition covering fitness convergence, 

Shannon Entropy, NIST Monobit validation, and runtime measurement [17]. The overall 

workflow is illustrated in Figure 1. 

 

 
Figure 1. Flowchart of GA-SA hybrid cryptosystem 

 

2.1. Algorithmic Workflow Narrative 

The procedure begins with the initialization of all algorithm parameters and the 

construction of an initial population of candidate keys. Each individual in the population 

is represented as a chromosome of dynamic length 𝐿, where each gene encodes a single 

ASCII character of the keystream [5]. The initial population is generated stochastically 

without a fixed random seed, meaning that each experimental run begins from a 

randomly drawn starting state [18]. The implications of this choice for reproducibility are 

discussed further in Section 2.4. 
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During the GA phase, all chromosomes in the population are first evaluated using the 

fitness function defined in Equation 3. Selection is performed via Tournament Selection, 

in which a subset of individuals competes and the fittest candidate is retained as a parent 

[19]. Genetic recombination is then carried out through Two-Point Crossover, which 

exchanges a segment of genetic material between two parent chromosomes at two 

randomly chosen cut points [20]. This is followed by Hybrid Mutation, which applies two 

complementary operators sequentially: Inversion Mutation, which reverses the order of 

characters within a randomly selected chromosome segment to perturb local structure, 

and Random Resetting Mutation, which replaces selected gene positions with entirely 

new random character values to inject diversity and prevent premature convergence 

[21][22]. This full cycle of evaluation, selection, crossover, and mutation is repeated for a 

fixed number of generations G, after which the chromosome carrying the highest fitness 

value is extracted as the best solution from the GA phase [23]. 

 

The GA output is then passed directly as the initial solution 𝑆!"##$%& to the SA phase, 

which performs local exploitation through a probabilistic perturbation mechanism 

governed by the Metropolis Criterion [24][8]. At each SA iteration, a neighboring solution 

𝑆%$' is generated by randomly modifying one or more characters of the current key. If 

the new solution yields a higher fitness value (Δ𝐸 > 0), it is accepted unconditionally. If 

it yields a lower fitness value Δ𝐸	 < 	0, it is accepted with a probability defined in 

Equation 1, allowing the algorithm to escape local optima: 

 

𝑃(𝑎𝑐𝑐𝑒𝑝𝑡) = *
									1, 𝑖𝑓	Δ𝐸 > 0
𝑒!"/$ , 𝑖𝑓	Δ𝐸 < 0  (1) 

 

Where P is the acceptance probability, ∆𝐸 represents the fitness difference 

-𝐹𝑖𝑡𝑛𝑒𝑠𝑠(𝑆%$') − 𝐹𝑖𝑡𝑛𝑒𝑠𝑠(𝑆!"##$%&)5, and 𝑇 is the current system temperature. The 

temperature is reduced at the end of each iteration according to a geometric cooling 

schedule [25][26]: 

 

𝑇%&' =	𝑇% × 𝛼 (2) 

 

Where 𝑇()* is the temperature at the next iteration, 𝑇( is the current temperature, and 

α is the cooling rate constant where 0 < 𝛼 < 1. This cooling mechanism ensures that the 

probability of accepting inferior solutions diminishes progressively as the search 
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converges. The SA phase terminates when the temperature falls below a minimum 

threshold 𝑇+,% , at which point the current best solution is returned as the optimal 

cryptographic key 𝐾-.& . The complete sequential procedure is formalized as pseudocode 

in Table 1. 

 

Table 1. Pseudocode of sequential hybrid GA-SA 

1. 𝑁					: Population Size 

2. 𝐺						: Generations 

3. 𝐿						: Key Length 

4. 𝑇/					: SA Initial Temperature 

5. 𝛼							: Cooling Rate 

6. 𝐾-.&		: Optimal Cryptographic Key 

7.  

8. Initialize population 𝑃 with size 𝑁 of length 𝐿 

9. For 𝑖 = 1 to 𝐺 do: 

10. Evaluate fitness of all individuals in 𝑃 

11. Apply Tournament Selection to pick parents 

12. Apply Two-Point Crossover & Hybrid Mutation to form 𝑃%$' 

13. 𝑃 ← 𝑃%$' 
14. End For 

15. Extract 𝑆0$1& from 𝑃 as initial solution for SA (𝑆!"##$%& ← 𝑆0$1&) 

16. 𝑇 ← 𝑇/ 
17. While 𝑇 > 𝑇+,% do: 

18. Generate neighbor𝑆%$' by perturbing 𝑆!"##$%& 

19. Calculate ∆𝐸 = 𝐹𝑖𝑡𝑛𝑒𝑠𝑠(𝑆%$') 	− 𝐹𝑖𝑡𝑛𝑒𝑠𝑠(𝑆!"##$%&) 

20. If ∆𝐸 > 0 or Random (0,1) < 𝑒
△"
#  then: 

21. 𝑆!"##$%& ← 𝑆%$' 
22. End If 

23. 𝑇 ← 𝑇 × 𝛼 
24. End While 

25. Return 𝑆!"##$%& as 𝐾-.& 
 

2.2. Dataset Description 

To validate algorithm robustness across varied input conditions, 15 PDF documents were 

used as the source material for keystream generation targets. The documents were 
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deliberately selected to represent a range of file characteristics: file sizes span from 

approximately 50 KB to 200 KB, covering short single-page technical documents, multi-

page academic reports, and text-dense reference materials. Document content varies 

across domains including electronic health records covering patient data, medical reports, 

and clinical documentation, ensuring that the character distribution of the target 

material is not homogeneous. No preprocessing or normalization was applied to the PDF 

content prior to testing, preserving the natural byte-level diversity of each document. 

 

2.3. Dynamic Population Sizing: Proposed Framework and Baseline Comparison 

A central architectural contribution of this study is the dynamic population sizing 

strategy, in which the number of chromosomes in the initial population 𝑁 is set 

proportionally equal to the key length 𝐿 at each configuration (i.e., 𝑁	 = 	𝐿). This stands in 

contrast to the conventional baseline approach of using a fixed population size 

regardless of problem dimensionality, a strategy that risks under-representation of the 

search space at higher key lengths or unnecessary computational overhead at shorter 

ones [27]. As key length increases, the combinatorial solution space grows exponentially, 

and a proportionally larger population improves the probability of adequate initial 

coverage of that space [28]. While a comprehensive head-to-head comparison with a 

fixed-population baseline falls outside the scope of this experiment, future work is 

recommended to directly benchmark the dynamic strategy against fixed-size 

configurations (e.g., 𝑁	 = 	50 across all key lengths) to quantify the trade-off more 

precisely. 

 

2.4. Experimental Setup and Reproducibility 

All experiments were implemented in Python 3 and executed on a machine equipped with 

an Intel Core i7 processor and 16 GB RAM running Windows 11 [29][30]. Parameter values 

were determined through preliminary empirical tuning to identify the optimal balance 

between solution diversity and computational convergence speed for the tested 

datasets. The final configurations are listed in Table 2. 

 

Regarding reproducibility, no fixed random seed was applied during either population 

initialization or mutation operations, meaning each trial begins from an independently 

drawn stochastic starting state [18]. To account for this non-determinism, each key length 

configuration was tested across 15 distinct PDF documents, and performance metrics are 
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reported as averages across all 15 runs. The absence of a fixed seed is acknowledged as 

a limitation in strict reproducibility. Future work should consider seeded execution to 

enable exact replication. 

 
Table 2. Configuration of algorithm parameters 

Parameter Value 

GA Parameters [19]  

1. Number of Generations 50 

2. Crossover Rate 4 

3. Mutation Rate 2 

SA Parameters [31]  

1. Initial Temperature 100 

2. Cooling Rate 0,95 

 

2.5. Evaluation Metrics 

The primary quantitative metrics evaluated in this study are the fitness objective 

function, Shannon Entropy, NIST Monobit 𝑃 − 𝑉𝑎𝑙𝑢𝑒, and computational runtime. Fitness 

guides the metaheuristic search by quantifying how closely a candidate keystream 

approximates an ideal target distribution, computed as defined in Equation 3 [32]: 

 

𝐹𝑖𝑡𝑛𝑒𝑠𝑠 = '((,(((
∑|$,-./0123-454645/|&'

 (3) 

 

Where the summation accumulates the absolute ASCII value differences between each 

character position 𝑖 of the target key and the corresponding character of the candidate 

chromosome, 𝐿 is the key length, the constant numerator 100,000 serves as a scaling 

factor, and the denominator offset of +1 prevents division-by-zero. 

 

Cryptographic randomness quality is measured using Shannon Entropy [33], as 

represented in Equation 4: 

 

𝐻 = −∑ 𝑝(𝑥7)𝑙𝑜𝑔8𝑝(𝑥7)9
7:'  (4) 

 

Where 𝐻 is the information uncertainty in bits per byte, 𝑛	 = 	256 for an 8-bit byte 

system, and 𝑝(𝑥,) is the probability of occurrence of the 𝑖-th byte value in the keystream. 
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The theoretical maximum is 8.0 bits/byte, approached as byte distribution becomes 

perfectly uniform. 

 

Statistical randomness is additionally evaluated using the NIST SP 800-22 Monobit 

Frequency Test, which assesses whether the proportions of ones and zeros in the binary 

key sequence are approximately equal a key sequence passes the test if it produces a 

𝑃 − 𝑉𝑎𝑙𝑢𝑒 ≥ 0.01 [34]. It must be explicitly acknowledged that the Monobit test 

represents only one of fifteen statistical tests in the full NIST SP 800-22 suite, and 

passing it alone is not sufficient to constitute comprehensive cryptographic randomness 

certification. It provides indicative evidence of first-order bit-level uniformity only [34]. 

Evaluation against the complete NIST SP 800-22 battery is therefore recommended as a 

priority direction for future work. 

 

2.6. Computational Time Complexity 

Theoretical complexity analysis and empirical runtime measurement are treated as 

distinct but complementary evaluations in this study. From a theoretical standpoint, 

under the dynamic population sizing scheme where 𝑁	 = 	𝐿, the dominant cost driver 

across both the GA and SA phases scales as a function of 𝐿. With a fixed number of 

generations 𝐺	and a fixed number of SA iterations determined by the cooling schedule, 

the total operation count per run grows proportionally to 𝐿, yielding an asymptotic time 

complexity of 𝑂(𝑛) with respect to key length [17]. This theoretical expectation does not 

account for constant factors introduced by Python interpreter overhead, memory access 

patterns, or hardware-level caching effects. 

 

Empirical runtime is measured independently using the internal system timer, capturing 

wall-clock execution time in seconds from the moment of population initialization 

through to the return of 𝐾-.& at the conclusion of the SA phase. These empirically 

measured values are reported in Section 3.3 and serve as the primary evidence for 

evaluating whether the theoretical 𝑂(𝑛) growth prediction holds in practice under the 

tested hardware and software environment.  

 

3. RESULTS AND DISCUSSION 

 

This section presents the empirical testing results from the implementation of the GA-

SA hybrid cryptographic algorithm across three key length configurations. The evaluation 
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is organized into two parts: results reporting (Sections 3.1–3.3), which presents 

quantitative findings per metric, and a dedicated discussion (Section 3.4), which 

synthesizes the findings analytically and situates them within broader cryptographic 

considerations. The GA-SA hybrid architecture was selected as the foundational system 

for this scalability evaluation because preliminary testing demonstrated its capability to 

elevate fitness values and mitigate the premature convergence that frequently occurs in 

standalone GA [6]. Testing was executed using 15 distinct PDF document datasets per 

configuration, covering three key length scalability scenarios: 16 characters (128-bit), 32 

characters (256-bit), and 64 characters (512-bit), implemented with a dynamic population 

sizing approach. 

 

3.1. Fitness Convergence Stability Analysis 

The first metric evaluated is the algorithm's ability to consistently identify near-optimal 

solutions across varied input document conditions. The stability profile of final fitness 

values across the three key length scenarios on 15 PDF files is visualized in Figure 2. 

 

 
Figure 2. Fitness convergence stability across 15 different PDF datasets 

 

As illustrated in Figure 2, a clear layering pattern is observable, wherein fitness values 

for the 16-character key occupy the highest position, followed by 32-character, and 64-

character at the lowest. Notably, the standard deviation decreases substantially as key 
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length increases from ±879.36 at 𝐿	 = 	16 down to ±12.70 at 𝐿	 = 	64, indicating that 

the algorithm produces more consistent, stable results as the search space expands. The 

analytical interpretation of the mean fitness decline across configurations is addressed 

in Section 3.4. 

 

3.2. Entropy Evaluation and Statistical Randomness Testing 

The cryptographic randomness quality of the generated keystream is measured using 

Shannon Entropy and validated using the NIST SP 800-22 Monobit Frequency Test. To 

provide a more complete picture of result variability across the 15 document trials, Table 

3 reports both the mean and standard deviation for each metric per key length 

configuration. 

 

Table 3. Average entropy and randomness evaluation results 

Key Length 
Mean 

Entropy 
SD Entropy 

Mean 

𝑷-Value 
SD P-Value Status 

16 Characters 7.8447 ± 0.0121 0.7151 ± 0.2532 Random 

32 Characters 7.8984 ± 0.0112 0.5921 ± 0.2686 Random 

64 Character 7.9288 ± 0.0063 0.2999 ± 0.2047 Random 

 

All three configurations produced entropy values closely approaching the theoretical 

maximum of 8.0 bits/byte, with a monotonically increasing trend: 7.8447	 → 	7.8984	 →

	7.9288. The standard deviation of entropy narrows progressively from ±0.0121 to 

±0.0063, indicating increasingly consistent randomness quality as key length grows. All 

configurations passed the Monobit Frequency Test with mean 𝑃 − 𝑉𝑎𝑙𝑢𝑒𝑠 exceeding the 

0.01 threshold. However, the minimum 𝑃 − 𝑉𝑎𝑙𝑢𝑒 recorded at 𝐿	 = 	64	reached 0.0004 in 

one trial still above the rejection threshold of 0.01, though individual trials can produce 

borderline results. The broader cryptographic interpretation is addressed in Section 3.4 

[34]. 

 

3.3. Computational Time Complexity Scalability 

Execution time was measured from the GA population initialization phase through to the 

return of 𝐾-.& at the conclusion of the SA cooling process. Mean runtime values across 

15 document trials per configuration are presented in Figure 3. 
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Figure 3. Average computational time scalability based on key dimensions 

 

The recorded mean execution times are 0.0361 seconds (𝐿	 = 	16), 0.0641 seconds (𝐿	 =

	32), and 0.1305 seconds (𝐿	 = 	64). with notably small standard deviations across all 

configurations (≤ 	±0.0033 seconds), confirming highly stable and predictable runtime 

behavior throughout all 15 document trials. Across these three tested configurations, the 

growth pattern is approximately proportional to the doubling of key length, suggesting 

near-linear scaling behavior within the range evaluated. It should be noted, however, that 

characterizing asymptotic complexity from three data points alone is methodologically 

insufficient to formally establish 𝑂(𝑛) behavior, as the observed trend is consistent with 

near-linear growth but cannot be generalized beyond the tested range without additional 

configurations. A broader runtime analysis spanning a wider range of key lengths is 

recommended to substantiate the scaling characterization more rigorously. The full 

analytical interpretation of this scaling pattern in relation to the dynamic population 

sizing mechanism is provided in Section 3.4. 

 

3.4. Discussion 

3.4.1. Interpreting Fitness Decline Under Key Length Expansion 

The steep decline in mean fitness values from 2054.39 at 𝐿	 = 	16 to 114.37 at 𝐿	 = 	64 

is a direct and mathematically predictable consequence of the fitness function structure 

in Equation 3, not an indicator of degraded algorithm performance. As key length L 
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increases, the denominator accumulates absolute ASCII value differences across 

proportionally more character positions. Even under constant per-character deviation, 

the summed denominator grows with 𝐿, causing the fitness score to decrease inversely. 

This is compounded by the combinatorial explosion of the solution space at 𝐿	 = 	64 

(256⁶⁴ possible combinations), making exact convergence to a fitness maximum 

structurally improbable within 50 fixed generations. 

 

Critically, the data in Section 3.1 reveal an important counterintuitive finding: while mean 

fitness declines with key length, standard deviation also narrows dramatically from 

±879.36 at 𝐿	 = 	16 to just ±12.70 at 𝐿	 = 	64, indicating that the algorithm becomes 

more consistent, not less reliable, as dimensionality increases. The high variance at 𝐿	 =

	16 reflects the narrow solution space where random initialization can land at vastly 

different starting distances from the optimum, producing highly variable absolute fitness 

scores. At 𝐿	 = 	64, the dynamic population mechanism distributes individuals more 

evenly across a wider space, resulting in more uniform convergence behavior across all 

15 document trials. This stability confirms that the GA-SA hybrid architecture successfully 

resists local optimum entrapment even as problem dimensionality scales substantially. In 

contrast to fixed-population GA studies where population size remains constant 

regardless of key length, the dynamic sizing strategy employed here appears to 

contribute to this improved consistency at higher dimensions, though a direct head-to-

head benchmark remains a recommended direction for future work. 

 

3.4.2. Entropy and Monobit Results: Scope and Cryptographic Limitations 

The entropy results confirm a positive relationship between key length and randomness 

quality, with the 64-character configuration achieving 7.9288 bits/byte within 0.09 

bits/byte of the theoretical maximum and a tight standard deviation of ±0.0063, 

indicating high consistency across document inputs. These findings are consistent with 

stochastic distribution principles: a longer character sequence provides more 

opportunities for uniform byte coverage across the 256-value sample space [33]. 

 

However, these results must be interpreted within clearly defined methodological 

boundaries. High Shannon Entropy confirms approximate uniformity in the byte-level 

distribution, but does not capture higher-order sequential dependencies, inter-byte 

correlations, or structural patterns operating across multiple positions simultaneously. 
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The NIST Monobit Frequency Test evaluates only the first-order balance between binary 

ones and zeros one of fifteen tests in the full NIST SP 800-22 suite and passing this 

single test is not equivalent to cryptographic randomness certification [34]. A keystream 

may pass the Monobit test while still exhibiting detectable patterns under runs tests, 

spectral analysis, serial correlation tests, or linear complexity evaluations. Furthermore, 

the minimum 𝑃 − 𝑉𝑎𝑙𝑢𝑒 of 0.0004 observed in one 𝐿	 = 	64 trial underscores the 

importance of evaluating the full statistical battery rather than relying on mean values 

alone. It must be explicitly noted that this study did not perform evaluation against the 

full NIST SP 800-22 suite, Dieharder, or TestU01 test batteries, and no cryptanalytic attack 

evaluation was conducted. These constitute recognized methodological limitations, and 

addressing them is a necessary next step before stronger cryptographic security claims 

can be made. 

 

3.4.3. Runtime Scaling: Empirical Observations and Theoretical Alignment 

The runtime data exhibit near-proportional growth across the three tested 

configurations, with mean execution times approximately doubling each time key length 

doubles: 0.0361	𝑠	 → 	0.0641	𝑠	 → 	0.1305	𝑠. The very small standard deviations (≤

	±0.0033	𝑠) confirm that this growth pattern is stable and not driven by outliers, and is 

broadly consistent with the 𝑂(𝑛) theoretical expectation derived from the dynamic 

population sizing scheme described in Section 2.6. It should be noted, however, that three 

data points are methodologically insufficient to formally establish asymptotic 

complexity; the observed pattern is more precisely described as near-linear growth 

within the tested range of 128-bit to 512-bit key configurations. These results align with 

the efficiency characteristics of XOR-based systems reported by Shyaa and Al-Zubaidie 

[35] and provide empirical evidence that the dual-phase GA-SA overhead remains 

computationally manageable with the most intensive configuration completing within 

0.1305 seconds suggesting practical viability for time-sensitive applications within the 

tested parameter bounds. 

 

4.  CONCLUSION 

 

This study implemented and evaluated the scalability of a sequential GA-SA hybrid 

cryptographic algorithm with dynamic population sizing for XOR keystream generation, 

tested across 15 PDF document datasets at three key length configurations (128-bit, 256-
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bit, and 512-bit). Within the tested range, increasing key length produced a predictable 

fitness decline attributable to combinatorial space expansion, while Shannon Entropy 

increased monotonically from 7.8447 to 7.9288 bits/byte with progressively narrowing 

standard deviations, and all configurations passed the NIST SP 800-22 Monobit Frequency 

Test with mean execution times exhibiting near-linear empirical growth from 0.0361 to 

0.1305 seconds (≤	±0.0033 seconds), consistent with the 𝑂(𝑛) theoretical expectation 

under the dynamic population sizing scheme. These findings suggest that the proposed 

architecture is a promising candidate for pseudo-random keystream generation under 

tested conditions, with manageable computational overhead across the evaluated 

configurations. However, randomness evaluation was limited to the Monobit test alone 

and does not constitute full cryptographic certification; no evaluation against the 

complete NIST SP 800-22 battery, Dieharder, or TestU01 suites, nor any cryptanalytic 

attack assessment, was performed in this study. Future work should therefore prioritize 

evaluation against the full NIST SP 800-22 suite, extended runtime profiling across 

broader key length ranges, and assessment under cryptanalytic attack scenarios to more 

comprehensively characterize the security properties of the proposed system before any 

consideration of production deployment. 
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