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Abstract. This study presents a comparative performance analysis 

of Dual-Prime RSA and Eight-Prime RSA by evaluating 

computational efficiency in key generation, encryption, and 

decryption at 1024-bit and 2048-bit key lengths. Experiments were 

conducted in a controlled environment, using processing time as 

the primary performance metric. The results show a consistent 

computational advantage for Dual-Prime RSA across all operations. 

At the 2048-bit key length, Eight-Prime RSA requires substantially 

more time for key generation, performing approximately 643% 

slower than Dual-Prime RSA, which highlights the overhead 

associated with increasing the number of prime factors. Decryption 

results further reinforce this gap: Eight-Prime RSA at 2048-bit 

records about a 247% increase in processing time compared with 

its own 1024-bit baseline and remains markedly slower than Dual-

Prime RSA at the same key length. Although differences in 

encryption time are less significant, Eight-Prime RSA offers no 

meaningful efficiency advantage. While earlier studies suggest that 

additional prime factors may provide theoretical security benefits, 

this work is limited to empirical performance benchmarking and 

does not include a full security analysis. Overall, the findings 

indicate that Dual-Prime RSA is the more practical and scalable 

choice for real-world 2048-bit applications and performance-

sensitive deployments. 
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1. INTRODUCTION 

 

The RSA algorithm remains one of the most widely deployed public-key cryptographic 

schemes, underpinning digital signatures, TLS/SSL handshakes, and certificate-based 

authentication [1]. Despite its prevalence, RSA's computational cost is a well-documented 

concern: key generation, encryption, and decryption all require large-integer modular 

arithmetic, and processing time scales nonlinearly with key length [2]. At the 2048-bit key 

length currently recommended as the minimum for general-purpose deployment [3], 

decryption represents the dominant performance bottleneck. This cost arises because 

decryption uses a private exponent of comparable bit-length to the modulus itself, 

making modular exponentiation substantially more expensive than the equivalent 

encryption step [3]. Practical implementations routinely apply the Chinese Remainder 

Theorem (CRT) to reduce decryption time by decomposing the operation across smaller 

residues corresponding to each prime factor of the modulus [4], [5]. 

 

Multi-prime RSA extends the standard two-prime construction by factoring the modulus 

N into more than two distinct primes. The primary computational rationale for this 

approach is that each individual prime in a multi-prime scheme is shorter in bit-length, 

allowing CRT-based decryption to operate on smaller operands and thereby potentially 

reducing per-exponentiation cost [6], [7]. demonstrated that an eight-prime RSA 

implementation on a Raspberry Pi 4 Model B+ achieved substantially faster key 

generation relative to standard RSA under embedded-platform conditions, attributing the 

gain to reduce per-prime bit-length and optimized CRT scheduling. Similarly, Talunohi et 

al. [8] compared multi-prime RSA with multi-power RSA and found that operational 

performance is highly sensitive to the number of prime factors and the specific 

implementation environment. These studies collectively establish that multi-prime RSA 

configurations can offer measurable computational advantages in certain contexts, but 

the specific conditions under which these benefits materialize or disappear remain 

incompletely characterized. 

 

A critical gap exists in the literature: there is no controlled, systematic empirical 

comparison of Dual-Prime RSA (2P-RSA) and Eight-Prime RSA (8P-RSA) that covers all 

three cryptographic operations — key generation, encryption, and decryption — at both 

1024-bit and 2048-bit key lengths on identical desktop-class hardware. Existing studies 
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either benchmark a single operation in isolation [9], [10]. evaluate configurations on 

embedded or resource-constrained platforms that are not representative of server and 

workstation environments [11], or report findings without quantifying the percentage 

overhead introduced by increasing the prime count [12], [13]. As a result, practitioners and 

system architects lack concrete, comparable data on how 8P-RSA performs relative to 

2P-RSA at the 2048-bit standard, which is precisely the key length most relevant to 

current deployment guidelines [14], [15]. This gap is particularly significant for decryption, 

where the structural difference between a two-factor and an eight-factor CRT 

reconstruction is most pronounced and where performance bottlenecks have the 

greatest operational impact [16]. 

 

This study addresses that gap through a controlled experimental comparison of 2P-RSA 

and 8P-RSA, measuring processing time across key generation, encryption, and 

decryption at both 1024-bit and 2048-bit key lengths. All experiments were conducted 

on identical hardware and software conditions using ten repeated trials per 

configuration, with elapsed time recorded via a high-resolution system timer. The 

contribution of this paper is threefold. First, it provides a reproducible benchmarking 

framework that covers all three RSA operations for both variants at two key lengths, 

enabling direct side-by-side comparison. Second, it delivers quantified overhead 

measurements expressed as percentage differences, offering a concrete basis for 

evaluating the computational cost of increasing the prime count from two to eight. Third, 

it generates empirical evidence at the 2048-bit standard — the key length most relevant 

to current deployment practice — where no detailed cross-variant comparison at this 

granularity has previously been reported [17], [18]. 

 

2. METHODS 

 

This section describes the procedures used to compare the computational performance 

of Dual-Prime RSA (2P-RSA) and Eight-Prime RSA (8P-RSA). It is organized into three parts: 

(1) the research workflow, which explains the sequence of activities carried out during 

the study; (2) the theoretical background, which outlines the mathematical structure of 

the two RSA variants; and (3) the experimental design, which presents the implementation 

environment, benchmarking protocol, and statistical procedures used to analyze 

performance [19], [20], [21]. 
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2.1. Research Workflow 

The study followed a five-stage workflow designed to ensure a systematic and 

reproducible comparison between the two RSA variants, as shown in Figure 1. 

 

 
Figure 1. Research Workflow 

 

1) Parameter Selection 

Two RSA variants were selected for evaluation: Dual-Prime RSA (2P-RSA), in which the 

modulus is generated from exactly two prime factors, and Eight-Prime RSA (8P-RSA), in 

which the modulus is generated from eight prime factors. To assess the impact of key 

size, two modulus lengths were examined: 1024 bits and 2048 bits. These choices yielded 

four experimental configurations: 2P-RSA/1024, 2P-RSA/2048, 8P-RSA/1024, and 8P-

RSA/2048. 

 

For each configuration, three cryptographic operations were benchmarked: key 

generation, encryption, and decryption, resulting in a total of twelve measurement sets. 

A fixed 64-byte plaintext message was used throughout the experiment so that any 

observed timing differences could be attributed to the RSA variant and key length rather 

than to variability in the input data. The same encryption padding mode was maintained 

across all trials to preserve experimental consistency. 

 

2) Implementation Setup 

Both RSA variants were implemented in Visual Basic .NET (VB.NET) under the .NET 

Framework 4.8 environment. For 2P-RSA, the built-in .NET RSA implementation was used, 

which natively supports two-prime key generation and CRT-based decryption through 

standard private key parameters such as 𝑑! , 𝑑" , and 𝑞#$  𝑚𝑜𝑑 𝑝. 

 

Because the standard library does not natively support RSA moduli composed of more 

than two prime factors, 8P-RSA was implemented using a custom module. This module 

generated eight distinct probable primes of the required size, computed the modulus 

𝑁as their product, calculated the corresponding Euler totient 𝜑(𝑁), and derived the 
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private exponent 𝑑using the extended Euclidean algorithm. A custom multi-prime CRT 

decryption routine was also developed to reconstruct the plaintext from eight modular 

residues. This custom implementation was necessary to enable a direct performance 

comparison between standard two-prime RSA and a generalized multi-prime variant 

under the same application environment. 

 

3) Repeated Benchmarking 

Each of the twelve measurement sets was executed ten times independently. For key 

generation, a new key pair was generated during each trial to reflect the actual cost of 

creating RSA parameters under each configuration. For encryption and decryption, the 

same key pair was reused across the ten trials within a given configuration in order to 

isolate the cost of the operation itself from the variability introduced by repeated key 

generation. 

 

The plaintext remained fixed for all encryption trials within a configuration, and the 

ciphertext produced from that plaintext was reused during decryption trials. This design 

ensured that the measured execution times reflected only the computational behavior 

of the cryptographic operation under test. 

 

4) Timing Acquisition 

Execution time was measured using the System.Diagnostics.Stopwatch class, which 

accesses the high-resolution performance counter available in the Windows operating 

system. For each trial, the timer was started immediately before the target cryptographic 

function was called and stopped immediately after the function completed successfully. 

Raw timing values were then converted to milliseconds for reporting and comparison. 

This procedure was applied uniformly across all operations and configurations. Using the 

same timing mechanism throughout the study reduced measurement bias and supported 

fair comparison across RSA variants and key sizes. 

 

5) Statistical Analysis 

For each measurement set, four descriptive statistics were computed from the ten 

observed execution times: the arithmetic mean, standard deviation, minimum and 

maximum values, and the coefficient of variation (CV). The arithmetic mean served as the 

primary performance indicator, while the standard deviation described trial-to-trial 
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variability. The minimum and maximum values were included to show the range of 

observed timings, and the coefficient of variation enabled normalized comparison of 

dispersion across configurations with different absolute execution times. 

 

2.2. Theoretical Background 

1) Dual-Prime RSA (2P-RSA) 

In Dual-Prime RSA, the modulus is generated from two distinct large prime numbers, 

𝒑and 𝒒. For a target modulus length of 2048 bits, each prime is approximately 1024 bits, 

while for a 1024-bit modulus, each prime is approximately 512 bits. The modulus 𝑵is 

computed by multiplying the two primes, as shown in Equation (1), and the Euler totient 

𝝋(𝑵)is then obtained as shown in Equation (2). 

 

𝑵 = 𝒑 × 𝒒                                                      (1) 
 

𝝋(𝑵) = (𝒑 − 𝟏)(𝒒 − 𝟏)                              (2) 
 

After computing 𝑵and 𝝋(𝑵), the public exponent 𝒆is fixed at 65537, and the private 

exponent 𝒅is calculated as the modular inverse of 𝒆modulo 𝝋(𝑵), as shown in Equation 

(3). This step establishes the public-private key relationship that defines the RSA 

cryptosystem. 

𝒅 ≡ 𝒆#𝟏(𝐦𝐨𝐝𝝋(𝑵)) (3) 
 

During decryption, 2P-RSA typically applies the Chinese Remainder Theorem (CRT) to 

reduce computational cost. Instead of performing one full modular exponentiation 

directly modulo 𝑵, the ciphertext is processed separately with respect to 𝒑and 𝒒. The 

two residue computations are shown in Equations (4) and (5), while the final 

recombination step is given in Equation (6). 

𝑴𝒑 = 𝑪 𝒅 𝒎𝒐𝒅 (𝒑#𝟏)  𝒎𝒐𝒅 𝒑 (4) 
𝑴𝒒 = 𝑪 𝒅 𝒎𝒐𝒅 (𝒒#𝟏)  𝒎𝒐𝒅 𝒒 (5) 

𝑴 = CRT(𝑴𝒑,𝑴𝒒) (6) 
 

As shown in Equations (4)–(6), decryption in 2P-RSA requires only two reduced modular 

exponentiations followed by one CRT recombination. This structure makes private-key 

operations more efficient than direct decryption modulo 𝑵, and it is the standard 

optimization used in practical two-prime RSA implementations. 
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2) Eight-Prime RSA (8P-RSA) 

In Eight-Prime RSA, the modulus is formed from eight distinct prime factors rather than 

two. The modulus construction is shown in Equation (7), where 𝑵is obtained as the 

product of 𝒑𝟏, 𝒑𝟐, … , 𝒑𝟖 . To preserve the intended modulus size, each prime is much 

smaller than its counterpart in 2P-RSA. For example, a 2048-bit modulus is formed from 

eight primes of approximately 256 bits each, whereas a 1024-bit modulus uses primes of 

approximately 128 bits each. 

𝑵 = 𝒑𝟏𝒑𝟐⋯𝒑𝟖 (7) 
 

The Euler totient for 8P-RSA is calculated by multiplying the terms (𝒑𝒊−𝟏)for all eight 

prime factors, as shown in Equation (8). Once 𝝋(𝑵)has been obtained, the public exponent 

remains fixed at 𝒆 = 𝟔𝟓𝟓𝟑𝟕, and the private exponent 𝒅is derived using the modular 

inverse relationship shown in Equation (9). 

𝝋(𝑵) =C(
𝟖

𝒊0𝟏

𝒑𝒊 − 𝟏) (8) 

𝒅 ≡ 𝒆#𝟏(𝐦𝐨𝐝𝝋(𝑵)) (9) 
 

For decryption, 8P-RSA uses a generalized multi-prime CRT procedure. For each prime 

factor 𝒑𝒊 , a modular residue is computed as shown in Equation (10). This process must be 

repeated independently for all eight primes before the final plaintext can be 

reconstructed through CRT recombination. 

𝑴𝒊 = 𝑪 𝒅 𝒎𝒐𝒅 (𝒑𝒊#𝟏)  𝒎𝒐𝒅 𝒑𝒊 (10) 
 

As shown in Equation (10), 8P-RSA decryption requires one modular exponentiation per 

prime factor. Since the modulus contains eight primes, the complete decryption process 

involves eight separate residue calculations followed by a generalized CRT reconstruction 

step. Compared with the two residue computations used in 2P-RSA, this larger number 

of operations increases algorithmic and implementation complexity and is expected to 

contribute to higher decryption overhead in practice. 
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3) Key Structural Differences 

The two RSA variants were compared at the same modulus length so that any 

performance differences could be interpreted in terms of structural design rather than 

key-size inequality. In 2P-RSA, the modulus and totient are defined by Equations (1) and 

(2), while the corresponding multi-prime forms for 8P-RSA are given in Equations (7) and 

(8). Similarly, decryption in 2P-RSA is based on the two CRT residue computations shown 

in Equations (4) and (5), followed by recombination in Equation (6), whereas 8P-RSA 

requires the repeated application of the residue computation shown in Equation (10) 

across eight prime factors. Table 1 show key parameter differences between 2p-rsa and 

8p-rsa. 

Table 1. Key Parameter Differences Between 2P-RSA and 8P-RSA 

Parameter Dual-Prime RSA Eight-Prime RSA 

Number of prime factors 2 8 

Prime size for 2048-bit modulus ~1024 bits each ~256 bits each 

Prime size for 1024-bit modulus ~512 bits each ~128 bits each 

Modulus size 𝑵 1024 or 2048 bits 1024 or 2048 bits 

Public exponent 𝒆 65537 65537 

CRT exponentiations during decryption 2 8 

 

Both schemes therefore operate with the same public exponent and equivalent modulus 

sizes, making the comparison fair at each key length. The principal structural difference 

lies in the number of prime factors used to construct the modulus and in the number of 

CRT-based modular exponentiations required during decryption, as shown in Equations 

(4)–(6) for 2P-RSA and Equation (10) for 8P-RSA. 

 

2.3. Experimental Design 

1) Hardware and Software Environment 

All experiments were conducted under a controlled hardware and software environment 

to reduce external variability. The test platform consisted of an Intel® Core™ i5-8250U 

CPU @ 1.60 GHz with 4 cores and 8 threads, 12 GB DDR4 RAM, and a 500 GB SSD. The 

operating system was Windows 10 Home Single Language (64-bit). The software 

environment consisted of Visual Basic .NET (VB.NET) running on .NET Framework 4.8. 

Standard RSA operations for 2P-RSA were performed using the built-in 

System.Security.Cryptography library. Since native support for multi-prime RSA is not 
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provided in this framework, the 8P-RSA implementation relied on custom routines for 

prime generation, modulus construction, private exponent derivation, and multi-prime 

CRT-based decryption. 

 

2) Prime Generation and Randomness Control 

Prime values used in the custom implementation were generated using a 

cryptographically secure random source and tested for probable primality before use. 

Each prime was required to be distinct, and the resulting product of all prime factors 

was checked to ensure conformity with the intended modulus size. No fixed random seed 

was used. Instead, a fresh key pair was generated independently for each key-generation 

trial to reflect realistic operational conditions This approach ensured that reported key-

generation times represented typical performance under practical use rather than 

performance under artificially repeated or deterministic inputs. At the same time, the 

benchmarking design kept all other controllable factors fixed within each configuration. 

 

3) Benchmarking Protocol 

A uniform benchmarking protocol was applied to all cryptographic operations and RSA 

configurations. For each combination of RSA variant and key length, the target operation 

was executed ten times, and the elapsed time for each trial was recorded independently. 

The arithmetic mean of the ten trials was used as the representative timing value for 

that configuration. Repeated trials were necessary to reduce the influence of transient 

system effects such as operating-system scheduling, memory allocation overhead, cache 

warm-up, and short-term fluctuations in processor frequency. By averaging across 

multiple executions, the study obtained a more stable estimate of computational cost. 

 

4) Key Generation Benchmark 

For the key generation benchmark, a fresh RSA key pair was created in each trial using 

the implementation appropriate to the selected configuration. In the case of 2P-RSA, key 

generation followed the standard two-prime structure in which the modulus and totient 

are formed as shown in Equations (1) and (2), and the private exponent is derived 

according to Equation (3). In the case of 8P-RSA, the custom module generated eight 

primes, constructed the modulus using Equation (7), computed the totient using Equation 

(8), and derived the private exponent using Equation (9). Timing began immediately before 

the key-generation function call and ended once the complete key pair had been 
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produced successfully. The mean of the ten recorded values was reported as the average 

key generation time. 

 

5) Encryption Benchmark 

For the encryption benchmark, a fixed plaintext message was encrypted using the public 

key associated with the selected configuration. The same plaintext was used in all trials, 

and the same key pair was reused within each configuration so that the benchmark 

measured only encryption performance rather than key-generation variability. The timer 

was started immediately before the encryption routine and stopped after the ciphertext 

had been produced successfully. The average of the ten trials was reported as the 

average encryption time. Because both RSA variants used the same modulus size and the 

same public exponent 𝒆 = 𝟔𝟓𝟓𝟑𝟕, the encryption step was kept structurally comparable 

across all test conditions. 

 

6) Decryption Benchmark 

For the decryption benchmark, the ciphertext generated during the encryption phase was 

decrypted using the corresponding private key. As with encryption, the same key pair and 

ciphertext were reused across the ten trials within each configuration to isolate the cost 

of decryption itself. Timing began immediately before the decryption function call and 

ended after the plaintext had been recovered successfully. The arithmetic mean of the 

ten recorded durations was reported as the average decryption time. For 2P-RSA, 

decryption followed the CRT-based structure shown in Equations (4)–(6), which requires 

two modular exponentiations and one recombination step. For 8P-RSA, decryption 

followed the generalized multi-prime form represented by Equation (10) across eight 

prime factors, followed by multi-prime CRT recombination. This structural difference 

formed the main basis for comparing private-key computational cost between the two 

RSA variants. 

 

3. RESULTS AND DISCUSSION 

 

This section presents the empirical findings from the comparative analysis of Dual-Prime 

RSA (DPRSA) and Eight-Prime RSA (EPRSA) implementations. The experiments were 

conducted on a standardized computing environment (Intel Core i5-8th Gen., 12GB RAM, 

Windows 10) using custom-built cryptographic libraries implemented in VB. Performance 
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metrics were averaged over 10 runs for each operation. This study evaluates Dual-Prime 

RSA (traditional RSA) and Eight-Prime RSA (a multi-prime variant) across security, 

computational efficiency, and speed computational. The analysis integrates theoretical 

insights and experimental data from cryptographic research, including modifications of 

RSA using dual prime and eight prime. Dual-Prime RSA: Security relies on the hardness 

of factoring a semiprime N=p×q. Attacks like the Number Field Sieve have sub-

exponential complexity, making 2048-bit NN secure for now. Eight-Prime RSA: Uses 

N=p1×p2×⋯×p8, increasing factorization difficulty due to more variables. However, if 

primes are smaller (to maintain NN-bit length), attacks like Pollard’s p−1p−1 may become 

viable. Eight-Prime RSA’s security hinges on prime size selection. Larger primes enhance 

resistance but exacerbate computational time. 

 

This research aims to analyze and compare the performance of the RSA algorithm with 

Dual Prime and Eight Prime configurations at 1024-bit and 2048-bit key lengths. The 

primary comparison focuses on three key performance metrics: key generation speed, 

encryption speed, and decryption speed. The experimental results are presented and 

discussed comprehensively in this section. 

 

3.1. Key Generation Speed 

Key generation is a crucial step in the RSA system, and its efficiency significantly impacts 

system scalability. This section presents a comparison of the time required to generate 

public and private key pairs for each configuration. 

 

Table 2. Average Key Generation Time (in Seconds) 

RSA Configuration 1024-bit Key Length 2048-bit Key Length 

Dual Prime 0.226 1.48 

Eight Prime 0.334 2.605 

 

Table 2 show that generate key generation in Eight Prime RSA takes longer compared to 

Dual Prime RSA. This can be attributed to the increased computational complexity in 

finding and verifying eight prime numbers compared to just two prime numbers. Each 

additional prime factor requires more iterations and primality tests. Specifically, as the 

key length increases from 1024 bits to 2048 bits, the key generation time for both 

configurations also increases exponentially. However, the increase in time experienced 
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by Eight Prime RSA is more than that of Dual Prime RSA. This indicates that at larger key 

lengths, the computational overhead of Eight Prime RSA in key generation becomes very 

significant, potentially limiting its use in scenarios where key generation speed is critical, 

such as frequent session or certificate establishment. 

 

3.2. Encryption Speed 

Encryption speed is an important metric that determines how quickly data can be 

transformed into ciphertext. This section will present a comparison of the time required 

to perform encryption operations for each configuration. 

 

Table 3. Average Encryption Time (in Seconds) 

RSA Configuration 1024-bit Key Length 2048-bit Key Length 

Dual Prime 0.00135 0.00223 

Eight Prime 0.1305 0.1667 

 

Table 3 show that we can be observed that encryption speed in Dual Prime RSA is 

generally faster than Eight Prime RSA, although the difference may not be as extreme as 

in key generation. The encryption operation in RSA involves modular exponentiation 

(Me(modN)). In Dual Prime RSA, N is the product of two primes (p⋅q), while in Eight Prime 

RSA, N is the product of eight primes (p1⋅p2⋅⋯⋅p8). 

 

Although the value of N will be the same for the same key length, the internal structure 

of modular arithmetic might differ slightly. However, the main difference in encryption 

speed is likely influenced by the public parameter e and the inherent complexity of the 

(Me(modN)) calculation itself. The increase in key length from 1024 bits to 2048 bits 

consistently increases encryption time for both configurations. This is expected because 

modular exponentiation operations on larger numbers (2048 bits) inherently require 

more computational cycles compared to smaller numbers (1024 bits).. The relative 

difference between Dual Prime and Eight Prime in encryption at larger key lengths tends 

to remain consistent or slightly increase, indicating that the influence of the number of 

primes on the encryption operation is not as strong as on the key generation operation. 
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3.3. Decryption Speed 

Decryption speed is another crucial metric that measures how quickly ciphertext can be 

converted back to plaintext. This section will present a comparison of the time required 

to perform decryption operations for each configuration. Table 4 show decryption in 

Eight Prime RSA is significantly slower compared to Dual Prime RSA, and this difference 

might even be more pronounced than in encryption. The decryption operation in RSA, 

especially with the use of the Chinese Remainder Theorem (CRT) for efficiency, depends 

on the factorization of the modulus N. 

 

Table 4. Average Decryption Time (in Seconds) 

RSA Configuration 1024-bit Key Length 2048-bit Key Length 

Dual Prime 0.0031 0.0147 

Eight Prime 0.1604 0.5198 

 

In Dual Prime RSA, decryption with CRT involves modulo operations with respect to p and 

q. However, in Eight Prime RSA, to fully leverage CRT, calculations must be performed 

modulo each of the eight primes, which is computationally much more intensive. While 

CRT is designed to speed up decryption, the complexity of managing and performing 

calculations with eight modular bases will be higher compared to two bases. 

 

Similar to encryption, increasing the key length from 1024 bits to 2048 bits substantially 

increases decryption time for both configurations. However, the increase in time for Eight 

Prime RSA at 2048-bit key length is particularly noticeable, indicating that the overhead 

associated with handling eight primes becomes highly significant at this scale. This 

highlights a potentially significant bottleneck for Eight Prime RSA in applications 

requiring high decryption throughput. 

 

Figure 1 show the comparison of key generation times between Dual Prime RSA and Eight 

Prime RSA at 1024-bit and 2048-bit key lengths, measured in seconds. At the 1024-bit 

level, Dual Prime RSA requires approximately 0.226 seconds for key generation, while 

Eight Prime RSA takes about 0.334 seconds, indicating a moderate performance 

difference. However, the gap becomes significantly more pronounced at the 2048-bit key 

length, where Dual Prime RSA requires around 1.48 seconds compared to 2.605 seconds 

for Eight Prime RSA. This substantial increase demonstrates that key length has a 
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considerable impact on computational cost for both algorithms, but especially for Eight 

Prime RSA. The results suggest that the use of additional prime factors in Eight Prime 

RSA increases mathematical complexity and processing time, particularly as key size 

grows. Overall, the figure clearly shows that Dual Prime RSA is more efficient and scales 

better than Eight Prime RSA in terms of key generation performance. 

 

 
Figure 1. Key Generation Time between Dual Prime RSA and Eight Prime RSA 

 

3.4. Key Observations 

Dual Prime RSA Key Generation: For the 1024-bit key length (blue line), Dual Prime RSA 

generates keys in approximately 0.25 seconds, For the 2048-bit key length (orange line), 

Dual Prime RSA generates keys in approximately 0.35 seconds. Overall, for Dual Prime 

RSA: Key generation time is relatively fast for both key lengths. There is a slight increase 

in time when moving from 1024-bit to 2048-bit, but it remains well under 1 second. 

 

3.5. Eight Prime RSA Key Generation 

For the 1024-bit key length (blue line), Eight Prime RSA generates keys in approximately 

0.35 seconds. This is slightly slower than Dual Prime RSA at the same key length. 

For the 1024-bit key length, represented by the blue line in the graph, Eight Prime RSA is 

able to generate keys in approximately 0.35 seconds. Although this time is relatively fast 

and still within a practical range for cryptographic operations, it is slightly slower 

compared to Dual Prime RSA at the same key length. The difference in performance can 

be attributed to the increased computational complexity involved in generating and 
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handling eight distinct prime numbers instead of only two. Even at a moderate key size 

such as 1024 bits, the additional prime generation and multiplication processes introduce 

extra overhead.For the 2048-bit key length (orange line), Eight Prime RSA experiences a 

significant jump in key generation time, reaching approximately 2.6 seconds. This is 

notably much slower than Dual Prime RSA at the 2048-bit key length. 

 

For the 2048-bit key length, illustrated by the orange line, Eight Prime RSA shows a 

substantial increase in key generation time, reaching approximately 2.6 seconds. This 

represents a significant performance jump compared to its 1024-bit implementation and 

is considerably slower than Dual Prime RSA at the same key length. The sharp increase 

occurs because larger key sizes require the generation of larger prime numbers, and 

when eight primes are involved, the computational burden grows considerably. Prime 

generation, modulus computation, and totient calculation become more intensive, leading 

to a dramatic rise in processing time. 

 

Overall, Eight Prime RSA demonstrates slower key generation performance compared to 

Dual Prime RSA. Furthermore, its performance degrades very sharply as the key length 

increases from 1024 bits to 2048 bits. This indicates that while Eight Prime RSA may offer 

certain structural or theoretical advantages, it introduces substantial computational 

overhead, particularly at higher key sizes. Consequently, scalability becomes a critical 

consideration when implementing Eight Prime RSA in practical cryptographic systems. 

Comparison Between Dual Prime RSA and Eight Prime RSA: At 1024-bit Key Length: Dual 

Prime RSA is slightly faster than Eight Prime RSA (approx. 0.25s vs. 0.35s). The difference 

is noticeable but not extreme. At 2048-bit Key Length: This is where the most striking 

difference lies. Dual Prime RSA remains efficient (approx. 0.35s), while Eight Prime RSA 

becomes significantly slower (approx. 2.6s). This means that for 2048-bit keys, Eight Prime 

RSA takes roughly 7 to 8 times longer to generate keys than Dual Prime RSA  [20]. 

 

Impact of Key Length on Generation Time: For Dual Prime RSA, doubling the key length 

from 1024 to 2048 bits results in a modest increase in key generation time. This suggests 

relatively good scalability. For Eight Prime RSA, doubling the key length from 1024 to 

2048 bits leads to a very substantial increase in key generation time. This indicates a 

significant scalability challenge for Eight Prime RSA in key generation as key lengths 

grow [21]. 
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Figure 2. Comparation of RSA and Eight Prime RSA (Encryption and Decryption) in 

Seconds 

 

Figure 2 show the comparative analysis of encryption and decryption times (measured in 

seconds) between Dual RSA and Eight Prime RSA at two key lengths: 1024-bit and 2048-

bit. The blue line represents encryption time, while the orange line represents decryption 

time. From the figure 2, it is evident that Dual RSA exhibits lower execution times for 

both encryption and decryption at 1024-bit and 2048-bit key sizes. Although there is a 

slight increase in processing time when the key length increases from 1024-bit to 2048-

bit, the performance degradation remains relatively moderate for Dual RSA. This indicates 

that Dual RSA scales more efficiently as key size increases. In contrast, Eight Prime RSA 

demonstrates noticeably higher computational times, particularly at the 2048-bit key 

length. The increase in decryption time is especially significant, as shown by the steep 

rise in the orange line for Eight Prime RSA 2048. While encryption time also increases, 

the most substantial performance impact is observed in decryption operations. Overall, 

the graph clearly shows that Dual RSA outperforms Eight Prime RSA in both encryption 

and decryption speed. The performance gap becomes more pronounced at the 2048-bit 

key length, suggesting that Eight Prime RSA introduces considerable computational 

overhead, especially in decryption, making Dual RSA more efficient for practical 

implementations requiring faster cryptographic processing. 
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Dual RSA Performance Analysis: 1024-bit vs. 2048-bit Key Lengths. This section presents 

and interprets the empirical performance measurements obtained for Dual RSA across 

two key lengths — 1024-bit and 2048-bit — with specific focus on the encryption and 

decryption operations. The results are discussed in terms of computational efficiency, 

the effect of key length scaling, and the practical implications of the observed timing 

characteristics. 

 

1) Encryption Performance 

The encryption benchmarks for Dual RSA reveal a remarkably low computational 

overhead at both key lengths evaluated. As illustrated in Figure 1, the average encryption 

times recorded for the 1024-bit and 2048-bit configurations are exceptionally small in 

absolute terms, rendering their corresponding bars nearly indistinguishable from the 

baseline on the y-axis. This behaviour is consistent with the well-established asymmetry 

inherent to RSA-based cryptosystems, wherein public-key encryption operations — 

governed by comparatively small public exponents — are substantially less 

computationally demanding than their private-key counterparts. 

 

A marginal increase in encryption time is observed when transitioning from the 1024-bit 

to the 2048-bit key length; however, this difference is statistically negligible and 

practically imperceptible under the benchmarking conditions employed in this study. The 

near-identical performance across both key sizes suggests that, for Dual RSA, doubling 

the key length imposes minimal additional computational burden on the encryption 

process. This is attributable to the fact that RSA encryption complexity scales primarily 

with the size of the public exponent and the modular exponentiation involved, both of 

which remain computationally tractable even at 2048-bit key sizes. 

 

From a practical standpoint, the negligible encryption overhead demonstrated by Dual 

RSA at both key lengths indicates that the scheme is well-suited for deployment in 

performance-sensitive environments where rapid data encipherment is a priority. The 

absence of any meaningful degradation in encryption speed as key length doubles is a 

particularly noteworthy finding, as it implies that security can be enhanced through the 

adoption of the longer 2048-bit key without incurring a measurable computational 

penalty at the encryption stage. 
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2) Decryption Performance 

The decryption performance of Dual RSA similarly demonstrates low absolute timing 

values for both the 1024-bit and 2048-bit key configurations, though a discernible 

distinction from the encryption results is evident. Consistent with the theoretical 

computational complexity of RSA private-key operations, the average decryption times 

are moderately higher than the corresponding encryption times across both key lengths. 

This difference arises from the use of the private key during decryption, which involves 

modular exponentiation with a substantially larger exponent than that employed during 

encryption — a fundamental characteristic of RSA arithmetic that inherently renders 

decryption more computationally intensive. 

 

Nevertheless, the absolute magnitude of the decryption times recorded for Dual RSA 

remains close to zero on the measurement scale, indicating that decryption performance 

is still highly efficient in both configurations. As with encryption, the transition from a 

1024-bit to a 2048-bit key length produces only a minimal increase in decryption latency, 

with the difference between the two configurations being small in comparison to the 

overall timing scale. This finding suggests that the computational cost of decryption in 

Dual RSA does not scale aggressively with key length within the range evaluated, a 

characteristic that distinguishes this variant from conventional RSA implementations 

where decryption overhead is more sensitively correlated with key size. 

 

The observed proximity of decryption times to zero for both key lengths further 

underscores the computational efficiency of the Dual RSA scheme. Despite the inherently 

greater complexity of private-key operations relative to public-key operations, the 

decryption overhead remains within bounds that are likely acceptable for the majority 

of real-world cryptographic applications. This result has significant implications for use 

cases where frequent decryption operations are required, such as in server-side SSL/TLS 

session handling or secure messaging systems, where excessive decryption latency can 

become a critical performance bottleneck. 

 

3) Comparative Summary and Discussion 

Taken together, the encryption and decryption benchmarks for Dual RSA across both 

1024-bit and 2048-bit key lengths present a consistent picture of high computational 

efficiency with minimal key-length sensitivity. In both operations, the measured times 
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are extremely low relative to the overall performance scale, and the increase attributable 

to the transition from 1024-bit to 2048-bit keys is marginal and operationally 

insignificant. This behaviour suggests that Dual RSA exhibits a favourable performance 

profile, particularly in contrast to RSA variants where scaling from 1024-bit to 2048-bit 

keys induces a more pronounced and measurable increase in processing time. 

 

These findings align with the theoretical expectation that Dual RSA, by virtue of its 

structural design, may achieve a more efficient modular arithmetic computation 

compared to standard RSA at equivalent key sizes. The near-flat performance curve 

observed across the two key lengths evaluated in this study reinforces the viability of 

Dual RSA as a cryptographic scheme capable of providing enhanced security through 

longer key sizes without a commensurate increase in computational cost — a balance 

that is of considerable practical importance in the design of secure, high-performance 

cryptographic systems. Overall for Dual RSA: Both encryption and decryption operations 

are highly efficient and fast, even with an increase in key length from 1024 to 2048 bits. 

Eight Prime RSA Performance (1024 vs. 2048): Encryption: Eight Prime RSA 1024 shows a 

noticeable increase in encryption time compared to Dual RSA configurations, reaching 

approximately 0.13 seconds. When moving to Eight Prime RSA 2048, the encryption time 

increases further to around 0.16 seconds. 

 

4) Decryption 

This is where the most significant performance difference is observed. Eight Prime RSA 

1024 has a decryption time slightly higher than its encryption time, around 0.15 seconds. 

However, for Eight Prime RSA 2048, the decryption time skyrockets to over 0.5 seconds 

(approximately 0.52 seconds), which is by far the longest duration among all tested 

configurations. 

 

3.6. Discussion 

The findings of this study show that, under the tested implementation and desktop-class 

execution environment, Dual-Prime RSA (2P-RSA) consistently outperformed Eight-Prime 

RSA (8P-RSA) in all three measured operations: key generation, encryption, and 

decryption. This pattern was observed at both 1024-bit and 2048-bit key lengths, with 

the performance gap becoming more pronounced at the larger key size. Taken together, 

these results indicate that increasing the number of prime factors from two to eight did 
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not deliver a computational advantage in this implementation. Instead, the added 

structural complexity of 8P-RSA introduced measurable overhead that outweighed any 

potential benefit associated with using smaller individual primes. From a practical 

perspective, this means that for the specific platform, language, and implementation 

strategy used in this study, 2P-RSA provides the more efficient and scalable design. 

 

The key generation results in Table 2 show that 8P-RSA required more time than 2P-RSA 

at both key lengths, and that this difference widened at 2048 bits. This outcome is 

consistent with the structural differences described in the Methods section. In 2P-RSA, 

key generation follows the relatively direct process defined by Equations (1)–(3), where 

only two large primes must be generated and verified before the modulus, totient, and 

private exponent are computed. In contrast, 8P-RSA follows the expanded formulation 

shown in Equations (7)–(9), requiring the generation of eight distinct probable primes, 

repeated primality testing, repeated distinctness checks, construction of a modulus from 

eight factors, and computation of a more complex totient product. Even though each 

individual prime is smaller in bit-length, the repeated prime-search process and the 

greater number of arithmetic steps introduce significant overhead. The sharp rise in 8P-

RSA key generation time at 2048 bits suggests that the cost of coordinating eight prime-

generation processes scales poorly as modulus size increases. This is an important 

observation for environments where keys must be generated frequently, such as short-

lived sessions, certificate issuance workflows, or systems that rotate keys aggressively. 

 

The encryption results in Table 3 also favor 2P-RSA by a substantial margin. At first 

glance, this may appear surprising because RSA encryption depends primarily on the 

public exponent and the modulus size, both of which were held constant across the two 

variants. Since both configurations used the same public exponent  

𝑒 
= 

65537 

e=65537 and equivalent modulus lengths, the mathematical structure alone would not 

normally predict such a large difference in public-key encryption time. For that reason, 

the encryption result should be interpreted carefully. It likely reflects not only the 

theoretical properties of 2P-RSA and 8P-RSA, but also the practical consequences of the 

implementation pathway used in this study. The 2P-RSA configuration benefited from 
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the optimized routines available in the native System.Security.Cryptography library, 

whereas 8P-RSA depended on a custom implementation designed to support multi-prime 

key structures. As a result, the large encryption gap is best understood as an 

implementation-level performance outcome rather than proof that the multi-prime 

structure itself inherently slows RSA encryption. Even so, from a systems perspective, 

that distinction does not reduce the practical importance of the finding: when deployed 

in the tested software environment, 8P-RSA did not offer competitive encryption 

performance. 

 

The most important result of the study appears in the decryption measurements shown 

in Table 4. Decryption is the operation where structural differences between the two 

variants should matter most, and the results confirm that it is also where the largest 

performance divergence occurs. In 2P-RSA, decryption follows the standard CRT 

decomposition shown in Equations (4)–(6), requiring two modular exponentiations 

followed by a single CRT recombination. In 8P-RSA, decryption follows the generalized 

multi-prime process represented by Equation (10), which must be applied across eight 

prime factors before the plaintext can be reconstructed. Theoretically, multi-prime RSA 

is often motivated by the idea that several exponentiations over smaller primes may 

reduce private-key computational cost. The present results show that this theoretical 

advantage is not automatic. In this implementation, the overhead of performing eight 

residue computations, managing intermediate values, and executing generalized CRT 

recombination across eight branches outweighed any benefit gained from shorter 

operands. The effect became especially clear at 2048 bits, where 8P-RSA decryption rose 

sharply relative to both its 1024-bit counterpart and to 2P-RSA at the same key size. This 

suggests that the generalized CRT pathway used for 8P-RSA introduces a scalability 

problem in practice, particularly when implemented in a managed-language environment 

without native multi-prime optimization. 

 

These findings are important because they help clarify why the present study differs 

from prior work that reported benefits for multi-prime RSA in certain contexts [22], [23]. 

Those studies were conducted under different implementation conditions, including 

embedded platforms and alternative optimization strategies, and therefore should not 

be assumed to generalize directly to desktop-class systems or to a VB.NET/.NET 

Framework 4.8 environment. The current results imply that the performance of multi-
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prime RSA is highly dependent on implementation maturity, library support, and platform 

characteristics. In a system where two-prime RSA is backed by highly optimized native 

routines and eight-prime RSA must be implemented through custom arithmetic and CRT 

reconstruction, the expected benefit of smaller primes can be erased by software 

overhead. This also explains why the present study is valuable beyond the numerical 

results alone: it demonstrates that theoretical efficiency claims for multi-prime RSA must 

be validated in the actual deployment environment rather than assumed from 

mathematical structure alone [24]. 

 

From a practical standpoint, the data support the use of 2P-RSA as the more suitable 

option for 2048-bit deployments in environments similar to the one tested in this study. 

For applications that require repeated decryption, fast key turnover, or predictable 

runtime performance, the lower computational cost of 2P-RSA makes it the more 

attractive design [25]. This is especially relevant for server-side workloads such as TLS 

termination, certificate processing, and authentication systems, where private-key 

operations are often the limiting factor in throughput. By contrast, the results suggest 

that 8P-RSA would be difficult to justify on performance grounds alone in this 

environment. Any decision to adopt it would require compelling benefits outside the 

scope of this study, such as specialized architectural support or a different 

implementation framework capable of exploiting multi-prime arithmetic more efficiently. 

 

Several limitations should be considered when interpreting these results. First, the 

comparison was conducted on a single hardware and software platform, so the findings 

should not be generalized automatically to other operating systems, processor 

architectures, or cryptographic libraries. Second, the 8P-RSA implementation was 

custom-built, whereas the 2P-RSA implementation relied on a mature native library; this 

asymmetry reflects real deployment conditions in .NET, but it also means that part of the 

observed gap may arise from optimization differences rather than from the 

mathematical design alone. Third, the study focused only on processing time and did not 

examine memory usage, energy consumption, side-channel resistance, or fault tolerance. 

Fourth, the study deliberately did not perform a full security analysis, so no claim is made 

here that 2P-RSA is more secure than 8P-RSA or vice versa. The conclusions of this 

section are therefore limited to empirical performance under controlled benchmark 

conditions [25]. 
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Future research should extend this comparison using optimized multi-prime 

implementations, additional programming environments, and larger sample sizes. It would 

also be valuable to test 3072-bit and 4096-bit moduli, to evaluate memory and energy 

overhead, and to compare desktop-class results with server-grade and embedded 

platforms. A separate security-focused study would also be necessary to examine 

whether any trade-offs in factorization resistance or implementation security arise when 

increasing the number of prime factors while keeping the modulus size fixed. Until such 

work is completed, the present findings support a clear practical conclusion: within the 

tested environment, Dual-Prime RSA delivers better overall performance and better 

scalability than Eight-Prime RSA, particularly at the 2048-bit standard that is most 

relevant for current real-world deployment. 

 

4.  CONCLUSION 

 

This study empirically demonstrated that Dual-Prime RSA (2P-RSA) consistently 

outperforms Eight-Prime RSA (8P-RSA) across all three cryptographic operations — key 

generation, encryption, and decryption — at both 1024-bit and 2048-bit key lengths, with 

the most pronounced gap appearing at the 2048-bit standard where 8P-RSA key 

generation required approximately 7.4 times more processing time and decryption 

incurred more than 35 times the latency of its 2P-RSA counterpart. These findings 

provide the first controlled, cross-variant benchmark covering all three operations at 

industry-standard key lengths on desktop-class hardware, establishing a concrete 

empirical basis for the claim that increasing the prime count from two to eight introduces 

substantial computational overhead without a corresponding operational advantage 

under current implementation conditions. For system architects and practitioners 

deploying RSA at the 2048-bit standard, 2P-RSA remains the more practical choice where 

processing speed and scalability are primary concerns. Future work should investigate 

whether a fully optimized, parallelized 8P-RSA implementation — one that eliminates the 

maturity gap between the native library used for 2P-RSA and the custom module used 

for 8P-RSA in this study — can meaningfully close the observed performance gap, or 

whether the structural cost of eight-factor CRT reconstruction is inherently prohibitive 

at this key length. 
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