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Abstract. Federated learning (FL) has emerged as a privacy-

preserving approach for distributed healthcare analytics, yet its 

application to sentiment analysis of unstructured electronic health 

record (EHR) narratives remains limited. This systematic review 

examined the empirical maturity, methodological trends, and 

governance implications of federated sentiment-aware learning in 

distributed EHR settings. Following PRISMA 2020, searches were 

conducted in IEEE Xplore, Scopus, Web of Science, ScienceDirect, 

and PubMed on January 5, 2026, covering peer-reviewed studies 

published from January 2021 to January 2026. After screening and 

eligibility assessment, 29 empirical implementation studies were 

included in the qualitative synthesis, while conceptual and survey 

papers were reviewed contextually but excluded from the core 

analysis. The evidence shows that FL in healthcare is advancing 

mainly in structured prediction and privacy-preserving 

infrastructure. By contrast, sentiment-aware learning on 

unstructured clinical narratives remains at an early stage, with 

limited implementation and validation. This review distinguishes 

empirical from conceptual contributions and proposes a 

governance-aware, literature-derived framework to guide future 

implementation-focused research. 

 

Keywords: Federated Learning; Electronic Health Records; Clinical 

Natural Language Processing; Sentiment Analysis; Privacy-

Preserving Healthcare Analytics. 
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1. INTRODUCTION 

 

The increasing use of Electronic Health Records (EHRs) has progressively shifted the 

healthcare sector toward more data-driven settings [1]. EHRs are extensive digital 

databases used by healthcare organizations to store patient records, diagnoses, 

treatments, and clinical notes [2]. Despite these advancements, the widespread adoption 

of EHR systems has introduced new challenges: patient information is often stored in 

isolated hospital systems, creating information silos that hinder the large-scale data 

analysis required for modern research [3]. 

 

These challenges have driven growing interest in Artificial Intelligence (AI) and Machine 

Learning (ML) for healthcare analytics, particularly for improved diagnosis and 

personalized treatment [4]. In this context, Federated Learning (FL) has emerged as a 

powerful privacy-preserving approach that enables machine learning model development 

across multiple institutions without transferring raw data [5]. Institutions develop local 

models and share only model parameters for central aggregation [6], [7]. FL is especially 

relevant in healthcare environments where data transfer is strictly regulated, particularly 

in low- and middle-income countries [7]. 

 

Alongside FL, Sentiment Analysis (SA), a component of Natural Language Processing (NLP), 

provides methods for assessing emotions, attitudes, and subjective impressions 

conveyed in text [8]. In healthcare, SA has been applied to clinical narratives, nursing 

records, and patient feedback to extract emotional and psychological dimensions of care. 

However, most current approaches rely on centralized processing, limiting their 

applicability in privacy-sensitive, distributed environments [9]. 

 

Addressing these limitations requires robust privacy-preserving and governance 

mechanisms. Homomorphic encryption, secure aggregation, and differential privacy are 

essential for mitigating threats such as gradient leakage and inference attacks during 

distributed model training [10]. Blockchain-based EHR systems have also been proposed 

to improve data stewardship, auditability, and care coordination across institutions [11]. 

Together, these technical and organizational tools support the development of 

accountable and trustworthy healthcare AI systems. 
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Although published work in federated learning, privacy-preserving ML, and healthcare 

analytics has grown considerably [2], [5], [6], [7], [10], [12], these studies rarely examine the 

specific challenges of applying FL to sentiment analysis on unstructured clinical EHR 

narratives. Furthermore, despite ongoing discussions of privacy strategies, few reviews 

comprehensively evaluate how these methods are implemented and assessed in real-

world federated healthcare deployments. 

 

This study addresses a critical gap at the intersection of federated healthcare analytics 

and clinical NLP. While prior research has advanced FL for structured clinical prediction 

and privacy-preserving infrastructure, far less attention has been given to sentiment-

aware analytics on unstructured clinical narratives, where linguistic variability, privacy 

sensitivity, and governance complexity intersect. In response, this study conducts a 

PRISMA 2020-guided systematic literature review to evaluate the empirical maturity, 

methodological patterns, and governance implications of federated sentiment-aware 

learning across distributed EHR environments. Drawing on 29 implementation-focused 

studies, the study contributes by: (i) explicitly distinguishing empirical implementations 

from conceptual and survey-based work; (ii) identifying sentiment-aware clinical NLP as 

an under-empiricized and structurally constrained domain; and (iii) synthesizing a 

governance-aware conceptual framework to guide future deployment-oriented research. 

 

To guide the empirical synthesis, the study is structured around the following research 

questions: 

RQ1:  What is the level of empirical maturity of federated learning implementations in 

healthcare, particularly in terms of deployment readiness, validation practices, and 

real-world applicability? 

RQ2: How are unstructured clinical narratives and sentiment-related information 

represented and operationalized within federated learning frameworks for 

healthcare analytics? 

RQ3:  What technical, organizational, and governance constraints shape the integration 

of sentiment-aware learning within federated healthcare environments? 

RQ4:  What architectural and methodological patterns can be synthesized to inform the 

design of deployable, privacy-preserving federated learning systems for sentiment 

analysis on electronic health records? 
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2. METHODOLOGY 

 

This study employed a Systematic Literature Review (SLR) design aligned with the 

Preferred Reporting Items for Systematic Reviews and Meta-Analyses (PRISMA 2020) 

guidelines [13]. The SLR approach was selected to ensure methodological transparency, 

reproducibility, and structured synthesis of evidence at the intersection of Federated 

Learning (FL), privacy-preserving techniques, sentiment analysis, and Electronic Health 

Records (EHRs). Rather than providing a descriptive overview of prior work, the review 

was designed to critically evaluate the empirical maturity, methodological transparency, 

and deployment-readiness of federated sentiment-aware healthcare analytics. 

 

The review followed a structured workflow comprising: (i) search strategy formulation; 

(ii) database querying; (iii) duplicate removal; (iv) title and abstract screening; (v) full-text 

eligibility assessment; (vi) quality appraisal; and (vii) thematic synthesis and framework 

derivation. 

 

2.1. Search Strategy 

A structured database search was executed on January 5 2026 across five major 

bibliographic databases: IEEE Xplore, Scopus, Web of Science, ScienceDirect, and PubMed. 

These databases were selected to ensure comprehensive coverage of computer science, 

distributed systems, artificial intelligence, healthcare informatics, and clinical NLP 

research. The search covered peer-reviewed journal articles and conference proceedings 

published between January 2021 and January 5 2026, reflecting the period of accelerated 

development in federated learning architectures and transformer-based NLP systems 

following the COVID-19 pandemic. Only English-language publications with full-text 

availability were considered eligible. The following Boolean search string was applied 

across all databases, with minor syntax adaptations to accommodate database-specific 

query rules: 

 

(("Federated Learning" OR "Collaborative Learning") AND ("Electronic Health Records" OR 

"Patient Medical Records") AND ("Privacy-Preserving" OR "Secure Aggregation") AND 

("Sentiment Analysis" OR "Opinion Mining") AND ("Distributed Systems" OR "Distributed 

Computing")) 
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Where supported, the query was restricted to title, abstract, and keyword fields to 

improve precision. Database-specific refinements included phrase searching, Boolean 

grouping normalization, and field-based filtering such as TITLE-ABS-KEY in Scopus. All 

retrieved records were exported in RIS or BibTeX format for centralized processing. 

 

2.2. Study Selection Process 

All exported records were imported into Mendeley Reference Manager for centralized 

bibliographic management, automated deduplication, and structured screening. The initial 

search retrieved 3,671 records. After automated and manual deduplication, 382 duplicate 

records were removed, leaving 3,289 unique records for evaluation. Title and abstract 

screening was conducted against predefined inclusion and exclusion criteria, with 

decisions cross-checked between authors to ensure consistent application. During this 

stage, 3,260 records were excluded for reasons including: absence of a healthcare 

application context; centralized ML architectures without federated or privacy-

preserving components; lack of sentiment or narrative modelling relevance; and 

conceptual or editorial contributions without empirical implementation. The remaining 

29 studies underwent full-text eligibility assessment, all of which met the inclusion 

criteria and were retained for qualitative synthesis. The full selection process is 

documented in the PRISMA flow diagram in Figure 1. 

 

2.3. Inclusion and Exclusion Criteria 

Studies were included if they: implemented federated or closely related distributed 

learning paradigms within a healthcare setting; applied privacy-preserving mechanisms; 

analyzed structured or unstructured EHR data; and incorporated sentiment analysis, 

narrative modelling, affective computing, or opinion mining as a primary or clearly 

defined analytical component. Only peer-reviewed journal articles and conference 

proceedings within the defined time window were considered. Studies were excluded if 

they: focused on non-healthcare datasets; relied solely on centralized ML without 

federated or privacy-preserving elements; lacked empirical validation; or did not 

meaningfully engage sentiment- or narrative-based analytics. Non-English publications 

were excluded to ensure consistent evaluation.  
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Broader conceptual and survey-based contributions identified during screening were 

examined contextually to support theoretical framing but were excluded from the 

empirical synthesis to prevent conflation with implementation maturity. Studies were 

classified as empirical if they reported implementation, experimentation, or evaluation of 

federated or privacy-preserving models using healthcare data; all others were treated as 

contextual contributions. 

 

2.4. Quality Assessment 

All 29 empirical studies were assessed using a qualitative appraisal rubric aligned with 

PRISMA 2020 evidence-certainty guidance. A criterion-based approach was adopted over 

numerical scoring to preserve methodological nuance better. Each study was examined 

across four dimensions: clarity of dataset description; transparency of federated learning 

configuration; completeness of privacy mechanism reporting; and rigour of evaluation 

design and performance metric disclosure. Each dimension was rated as clear, partially 

clear, or unclear. Studies with higher reporting clarity were treated as stronger evidence 

during thematic synthesis, though no formal exclusion weighting was applied. Results are 

summarized in Table 1. 

 

Table 1. Quality Assessment of Included Empirical Studies 

Ref 

Dataset 

Description 

Clarity 

Methodological 

Transparency 

Privacy 

Reporting 

Evaluation 

Rigor 

[14], [15], [16], 

[17] 
Clear Clear 

Partially 

Clear 
Clear 

[18], [19], [20] Clear Clear Clear Clear 

[21], [22], [23], 

[24], [25] 
Clear Partially Clear Clear 

Partially 

Clear 

[26], [27], 

[28], [29], [30] 
Clear Clear 

Partially 

Clear 
Clear 

[31], [32], [33], 

[34] 
Partially Clear Clear 

Partially 

Clear 
Clear 

[35], [36], [37] Clear Clear Clear Clear 
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Ref 

Dataset 

Description 

Clarity 

Methodological 

Transparency 

Privacy 

Reporting 

Evaluation 

Rigor 

[24], [38], 

[39], [40], 

[41], [42] 

Partially Clear Partially Clear 
Partially 

Clear 

Partially 

Clear 

 

3. RESULTS AND DISCUSSION 

 

Figure 1 presents the PRISMA 2020 flow diagram summarizing the study selection 

process. A total of 29 studies met the inclusion criteria and form the primary evidence 

base for this review. 

 

 
Figure 1. PRISMA 2020 Flow Diagram for Study Selection 
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The included studies were subsequently categorized by study type, publication region, 

and methodological focus, as summarized in Table 2. Table 2 summarizes the empirical 

studies included in this review. It presents the application context, the data type, the 

federated or privacy-preserving techniques applied, the learning algorithms, the 

evaluation metrics, and the key empirical contributions. 

 

Table 2. Categorized Existing Research on Federated Learning and Privacy-Preserving 

AI in Healthcare (n = 29) 

Ref Country 
Sentiment/Analytical 

Approach 

EHR 

Application 

Privacy-

Preserving 

Mechanism 

Opportunities Challenges 

[14] Zimbabwe 
Blockchain-based 

Record Tracking 

Care 

Coordination 

Smart 

Contracts & 

Consensus 

Decentralized 

patient record 

trust 

Semantic data 

interoperability 

[15] Netherlands 
Multilingual TWHIN-

BERT 

Mental 

Health 

Federated 

Averaging 

(FedAvg) 

Global 

depression 

detection 

Label 

distribution 

skewness 

[18] Netherlands 
Gradient Boosting / 

Random Forest 

Pandemic 

Forecasting 

Predictive 

Learning (LHS) 

Real-time 

data 

harmonization 

Data 

heterogeneity 

[19] India 
Neural 

Synchronization 

Sustainable 

Health 

Vertical 

Federated 

Learning (VFL) 

Human-

centric health 

systems 

High 

computation 

overhead 

[26] USA / Intl 
EXAM Model 

(FedAvg) 

Global 

Clinical 

Analytics 

Model Weight 

Aggregation 

Collaborative 

shared 

learning 

Model 

generalizability 

[27] Pakistan 
SVM / Logistic 

Regression 

Public 

Health 

Monitoring 

 

 

 
 

Centralized 

Sentiment 

Analysis 

Mining social 

media 

narratives 

High noise in 

clinical text 

[28] Finland 
Generative 

Adversarial Networks 

Voice 

Diagnostics 

Audio Privacy-

Preservation 

Voice-based 

medical 

diagnostics 

High data 

transmission 

volume 

[31] South Korea 
Scalable Privacy 

Protection 

Large-scale 

FL Networks 

Differential 

Privacy (DP) 

Reliable wide-

area FL 

Privacy-Utility 

trade-off 
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Ref Country 
Sentiment/Analytical 

Approach 

EHR 

Application 

Privacy-

Preserving 

Mechanism 

Opportunities Challenges 

[32] Poland Fuzzy Logic / LSGDM 
Decision 

Support 

Iterative 

Consensus 

Handling 

uncertain 

data 

Slow 

convergence 

speed 

[39] South Korea 
Privacy-Preserving 

ML 

Pandemic 

Digital 

Response 

Anonymization 

& Encryption 

Rapid digital 

health 

response 

Linkage attack 

vulnerability 

[24] Italy / Swiss Peer-to-Peer U-Net 
Oncology 

Analysis 

Decentralized 

Segmentation 

Fault-tolerant 

tumor 

analysis 

High training 

latency 

[35] Australia MobileNetV2 / CNN 
Rare Disease 

Diagnosis 

Auto-Crafted 

Feature 

Extraction 

Remote 

diagnostic 

accuracy 

Sensor signal 

variability 

[40] Italy 
P2P Federated 

Learning 

Hospital 

Networks 

Peer-to-Peer 

Data 

Sovereignty 

Scalable 

hospital 

collaboration 

High 

communication 

cost 

[33] Pakistan Multi-Modal CNN 
COVID 

Diagnosis 

Edge-based 

Intelligence 

Low-latency 

intelligence 

Hardware 

constraints 

[34] Netherlands 
Manifold Learning / 

Taskonomy 

Task-Based 

Learning 

Heterogeneous 

Task Learning 

Optimized 

cross-domain 

learning 

Task 

relatedness 

complexity 

[41] China Secure Aggregation 

Model 

Update 

Protection 

Active 

Adversary 

Protection 

Resilient 

update 

validation 

Authentication 

overhead 

[20] 
 

Luxembourg 
Statistical Quality 

Inference 

Data Log 

Security 

Quality-Aware 

Aggregation 

Malicious 

participant 

detection 

Log accuracy in 

secure settings 

[23] Japan 
Discrete Fourier 

Transform 

Low-

resource IoT 

Adaptive 

Gaussian 

Clipping 

Efficient DP 

for IoT 

sensors 

Bandwidth 

limitations 

[36] Australia 
Federated Decision 

Trees 

Interpretable 

Models 

Explainable AI 

(XAI) 

High model 

explainability 

Privacy leakage 

from nodes 

[16] Canada 
Transformers / RNN / 

LSTM 

Opinion 

Mining 

Deep Learning 

Sentiment 

Analysis 

Decentralized 

opinion 

mining 

Sensitivity to 

non-IID data 

[29] Bangladesh 
Attention 

Mechanisms 

Parkinson's 

Monitoring 

Homomorphic 

Encryption 

(HE) 

End-to-end 

data 

encryption 

Computational 

complexity 



Vol. 8, No. 1, February 2026 

 
  

1821 | Federated Learning for Privacy-Preserving Sentiment Analysis in Distributed ….. 

Ref Country 
Sentiment/Analytical 

Approach 

EHR 

Application 

Privacy-

Preserving 

Mechanism 

Opportunities Challenges 

[17] Finland Personalized FL (FPL) 
User 

Modeling 

Data Drift 

Management 

Targeted 

patient 

treatments 

Client-side drift 

management 

[42] Ireland/China 
PoW / PoS 

Blockchain 

Verifiable 

Diagnostics 

Verifiable 

Immutable 

Logs 

Diagnostic 

audit trails 

Throughput 

bottlenecks 

[25] Tunisia Multi-class CNN 

Lung 

Disease 

Detection 

Blockchain-

Enabled Trust 

Multi-

institutional 

trust 

Weight 

synchronization 

delay 

[30] India zk-SNARKs / AES-256 
Trustless 

Computation 

Zero-

Knowledge 

Proofs 

Trustless 

model 

validation 

Proof 

generation 

overhead 

[37] China 
Threshold HE / BPS-

FL 

Byzantine 

Robustness 

Threshold 

Encryption 

Poisoning 

attack 

resilience 

Heavy 

aggregation 

latency 

[25] India 
SMPC / Edge 

Aggregation 

ICU 

Monitoring 

Secure Multi-

Party 

Computation 

Real-time ICU 

tracking 

Secure sum 

computation 

latency 

[30] India ResNet / AutoAlbum 
Kidney 

Disease 

Automated 

Data 

Augmentation 

Robust 

diagnostic 

accuracy 

Synthetic data 

validity 

[37] China Contrastive Learning 
Heart Rate 

Prediction 

Clustered 

Federated 

Learning 

Personalized 

predictive 

models 

Time-series 

heterogeneity 

 

3.1. Study Characteristics and Geographical Distribution 

Figure 2 illustrates the geographic distribution of the 29 empirical studies. Asia accounts 

for the largest share (48.3%), driven by large-scale deployments in India, China, and South 

Korea, where the dual imperative of advancing clinical analytics and complying with 

stringent data governance frameworks has accelerated federated learning adoption. 

Europe follows at 31.0%, reflecting strong governance-aware and privacy-centric 

research traditions. North America, Africa, and Oceania collectively account for only 6.9% 

of implementations, indicating limited empirical translation despite established digital 

health infrastructures. African contributions, primarily from Zimbabwe and Tunisia, are 

highly localized, suggesting emerging but fragmented engagement. The near absence of 



 Vol. 8, No. 1, February 2026 

 
   

Frederick Mlungisi Dandure, Belinda Ndlovu | 1822 

studies from South and Latin America further underscores a significant geographic 

imbalance, pointing to disparities in research capacity, regulatory maturity, and 

infrastructural readiness. Figure 2 highlights the geographic distribution of the 29 

empirical studies included in this review. 

 

 
Figure 2. Geographic distribution of included studies (n = 29) 

 

3.2. Sentiment and Analytical Approaches Identified 

Table 3 reveals a clear structural imbalance in federated learning applications. Predictive 

and Decision Models dominate (n=7), reflecting the relative ease of working with 

structured clinical data where variables are standardized and evaluation metrics well 

established. Privacy-Preserving Analytics and Blockchain/Distributed Trust (n=6 each) 

indicate that research has prioritized secure infrastructure and institutional trust 

alongside predictive performance. Imaging and Signal Analysis (n=4) benefits from 

mature deep learning pipelines that transfer effectively into federated settings. NLP and 

Sentiment Analysis (n=3), by contrast, remains the least developed analytical domain 

alongside Personalised Learning. This underrepresentation is not coincidental: 

unstructured clinical text introduces vocabulary heterogeneity, site-specific 

documentation practices, and heightened privacy risks, collectively increasing 

implementation friction beyond what structured prediction tasks require. Federated 

learning has therefore progressed most in low-friction domains. At the same time, 

sentiment-aware analytics remain constrained at the high-friction edge of 
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implementation. Table 3 presents the six major analytical approach areas identified 

across the included literature. 

 

Table 3. Sentiment and Analytical Approaches in Empirical Federated Healthcare AI (n = 

29) 

Analytical 

Approach Area 
Count 

Reference 

Studies 

Technical 

Description 
Primary Use Case 

Predictive & 

Decision Models 
7 

[22], [26], [31], 

[35], [38], [40], 

[41] 

FedAvg, Fuzzy Logic, 

and decision trees 

for forecasting. 

Disease outcomes 

and clinical 

prediction. 

Privacy-

Preserving 

Analytics 

6 
[17], [21], [23], 

[24], [25], [34] 

Scalable protection 

using DP, HE, and 

ZKPs. 

Secure genetic and 

patient data 

exchange. 

Blockchain & 

Distributed 

Trust 

6 
[14], [15], [16], 

[29], [32], [39] 

Immutable ledgers 

and P2P record 

tracking. 

Multi-institutional 

trust and auditing. 

Imaging & 

Signal Analysis 
4 

[19], [27], [28], 

[30] 

CNNs, GANs, and 

feature extraction 

for signals. 

Radiological 

diagnostics and 

audio monitoring. 

NLP & 

Sentiment 

Analysis 

3 [18], [20], [22] 

Neural text 

processing using 

BERT and LSTMs. 

Mining clinical 

narratives and 

opinions. 

Personalized 

Learning 
3 [36], [37], [42] 

Clustered and 

adaptive modelling 

for local drift. 

Localized patient 

population 

management. 

 

3.3. EHR Application Categories Identified 

General Clinical Prediction and Secure Infrastructure lead (n=6 each), reinforcing their 

role as the core pillars of current federated healthcare research. Public Health and 

Pandemic Response and Specialised Diagnostics (n=5 each) reflect COVID-era 

collaborative momentum and the maturity of imaging-based pipelines. Narrative and User 

Analytics (n=4) remains comparatively underdeveloped, with several studies relying on 

partially federated designs, indicating limited real-world deployment readiness. Hospital 
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Systems and Coordination (n=3), despite being foundational for operational integration, 

is the least represented category. Collectively, this distribution reveals a structural bias 

toward low-complexity, easily evaluable domains, while sentiment-aware analytics remain 

constrained by linguistic variability, privacy sensitivity, and the absence of standardized 

implementation frameworks. Table 4 summarises the six primary EHR application areas 

identified from the empirical evidence. 

 

Table 4. Frequency of EHR Applications in Empirical Studies (n = 29) 

Application Category Count 
Reference 

Studies 
Primary Focus 

General Clinical 

Prediction & Decision 

Support 

6 
[23], [25], [30], 

[37], [39], [41] 

Outcomes for kidney disease, 

heart rate, and ICU tracking. 

Secure Infrastructure & 

Data Management 
6 

[17], [21], [22], 

[34], [40], [42] 

Blockchain logging, IoT 

security, and Byzantine 

robustness. 

Public Health & 

Pandemic Response 
5 

[19], [24], [26], 

[31], [38] 

COVID diagnosis and global 

pandemic forecasting. 

Specialized Medical 

Diagnostics 
5 

[16], [27], [29], 

[32], [38] 

Oncology, rare diseases, and 

lung disease detection. 

Narrative & User 

Analytics 
4 

[18], [20], [35], 

[36] 

Mental health screening and 

clinical opinion mining. 

Hospital Systems & 

Coordination 
3 [14], [15], [28] 

Multi-site record tracking and 

institutional synchronization. 

 

3.4. Privacy-Preserving Mechanisms Observed 

Standard model-weight aggregation dominates (15/29), reflecting its simplicity and 

reliance on data locality; however, it provides no provable privacy guarantee and remains 

susceptible to inference attacks. Blockchain-based approaches (n=6) emphasize 

auditability and trust rather than mathematical privacy protection. Differential Privacy, 

the only mechanism offering quantifiable guarantees, appears in just 4 studies, while 

Homomorphic Encryption and Secure Aggregation (n=2 each) remain limited by 

computational overhead. This distribution reflects a pragmatic prioritization of 
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deployability over privacy strength. For sentiment analysis of unstructured clinical 

narratives, where inference risks are inherently higher, this trade-off carries greater 

consequences, suggesting that current federated systems are optimized for feasibility 

rather than robust privacy protection. Table 5 summarises the five primary privacy-

preserving mechanism (PPM) categories identified across the 29 implementations. 

 

Table 5. Privacy-Preserving Mechanisms in Empirical Studies (n = 29) 

Privacy 

Mechanism 
Count Reference Studies Technical Role in Healthcare 

Model Weight 

Aggregation 

(Standard FL) 

15 

[18], [19], [20], [22], 

[23], [25], [26], [27], 

[28], [31], [34], [35], 

[37],  [41], [42] 

Ensures only model parameters 

are shared rather than raw 

patient data, providing a baseline 

privacy layer. 

Blockchain & 

Decentralized 

Security 

6 
[14], [15], [16], [29], 

[34], [39] 

Establishes immutable audit trails 

and decentralized trust to verify 

model updates and prevent data 

tampering. 

Differential 

Privacy (DP) 
4 [17], [21], [24], [25] 

Applies calibrated noise to local 

model updates, providing 

mathematically provable 

protection against patient re-

identification. 

Homomorphic 

Encryption (HE) 
2 [23], [42] 

Enables secure computation 

directly on encrypted parameters, 

protecting the model during 

transmission and aggregation. 

Secure 

Aggregation / 

SMPC 

2 [33], [40] 

Uses multi-party protocols to 

prevent the central server from 

inspecting individual institutional 

updates. 
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3.5. Opportunities Identified 

Privacy-Optimized Data Analytics and Personalized Clinical Modelling lead (n=6 each), 

directly addressing the dominant challenges of privacy-utility trade-offs and non-IID data 

heterogeneity. Their prominence signals a field-wide shift toward treating privacy 

guarantees and site-level adaptation as foundational design requirements rather than 

optional enhancements. Blockchain and Federated Trust and Edge/Low-Latency 

Intelligence (n=5 each) form a second tier, highlighting governance and infrastructural 

readiness as critical enablers of institutional participation. Multimodal Implementation 

(n=4) and System Standardisation (n=3) are particularly consequential for sentiment-

aware analytics: their limited presence underscores the ongoing difficulty of integrating 

unstructured clinical narratives and the absence of harmonized protocols, both of which 

constrain scalable federated deployments. Table 6 summarises the six major opportunity 

areas identified across the 29 empirical studies. 

 

Table 6. Opportunities in Federated and Privacy-Preserving Healthcare AI (n = 29) 

Opportunity Area 
Study 

Count 

Reference 

Studies 

Primary Technical 

Achievement 

Privacy-Optimized 

Data Analytics 
6 

[17], [21], [23], [24], 

[25], [34] 

Mathematically provable 

anonymity using DP/HE. 

Personalized Clinical 

Modeling 
6 

[30], [35], [36], 

[37], [39], [41] 

Adapting global models to 

local site drift. 

Blockchain & 

Federated Trust 
5 

[14], [16], [29], [40], 

[42] 

Verifiable audit trails and 

decentralized logs. 

Edge & Low-Latency 

Intelligence 
5 

[25], [31], [27], [28], 

[37] 

Secure computations on 

clinical sensors. 

Multimodal 

Implementation 
4 [18], [20], [22], [33] 

Unified processing of text 

and sensor data. 

System 

Standardization 
3 [15], [26], [38] 

Scalable protocols for global 

analytics. 

 

3.6. Challenges Identified 

Non-IID Data and Heterogeneity emerge as the most significant challenge (n=6), 

reflecting inherent institutional differences in patient populations, clinical practices, and 
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documentation styles. This issue is particularly acute for sentiment analysis on 

unstructured narratives, where linguistic variability further destabilizes model 

convergence. A second cluster, comprising Communication Overhead, Cost and Scalability 

Constraints, and Edge Resource Limitations (n=4 each), highlights the infrastructural 

burdens of synchronized, privacy-compliant model training across distributed 

environments. Privacy-Utility Trade-offs, Data Quality and Missingness, and Evaluation 

Gaps (n=3 each) reveal persistent methodological tensions, particularly the performance 

degradation introduced by stronger privacy mechanisms and the lack of standardized 

benchmarks. EHR Interoperability (n=2), though less frequently reported, remains a 

foundational constraint that is often underrepresented in controlled experimental 

settings. Collectively, these findings confirm that federated healthcare research is 

constrained more by deployment complexity than technical feasibility, with sentiment-

aware analytics remaining at the periphery of mature implementation. Table 7 

summarises the challenge areas identified across the empirical studies. 

 

Table 7. Challenges in Federated and Privacy-Preserving Healthcare AI (n = 29) 

Challenge Area 
Study 

Count 

Reference 

Studies 
Primary Impact 

Non-IID Data & 

Heterogeneity 
6 

[14], [15], [20], 

[26], [34], [37] 

Hinders model convergence 

and creates predictive bias. 

Communication 

Overhead & Latency 
4 

[24], [27], [39], 

[41] 

Scalability limitations in low-

bandwidth medical facilities. 

Privacy-Utility Trade-

offs 
3 [18], [21], [35] 

Stronger privacy tools often 

reduce clinical model accuracy. 

Cost & Scalability 

Constraints 
4 

[16], [23], [40], 

[42] 

High infrastructure costs limit 

institutional participation. 

Interoperability of EHR 

Systems 
2 [33], [39] 

Fragmented standards prevent 

seamless federated training. 

Data Quality & 

Missingness 
3 [22], [25], [38] 

Inconsistent records reduce 

model reliability. 

Evaluation & 

Benchmarking Gaps 
3 [19], [28], [30] 

Difficulty in replicating and 

comparing results across 

studies. 
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Challenge Area 
Study 

Count 

Reference 

Studies 
Primary Impact 

Edge Resource 

Limitations 
4 

[17], [26], [29], 

[36] 

Power constraints on devices 

limit edge deployment. 

 

 

3.7. Discussion 

The findings presented across Tables 4-7 provide a structured basis for addressing the 

four research questions guiding this review. Rather than indicating uniform progress, the 

evidence reveals differentiated patterns in how federated learning is applied, secured, 

and operationalized across healthcare contexts. The discussion proceeds by interpreting 

these patterns in relation to each research question, with specific attention to three 

interrelated dimensions: the dominance of structured analytical approaches over 

sentiment-aware NLP, the selection and effectiveness of privacy-preserving mechanisms 

[48], and the extent to which current implementations support federated sentiment-

aware learning on unstructured EHR narratives. 

 

1) RQ1: What is the level of empirical maturity of federated learning 

implementations in healthcare, particularly in terms of deployment readiness, 

validation practices, and real-world applicability? 

Federated learning in healthcare has reached a level of operational maturity, though this 

maturity is uneven and domain-dependent. Structured clinical prediction tasks have 

advanced most rapidly, as they align with the core assumptions of federated 

optimization: consistent feature spaces, well-defined targets, and standardized 

evaluation protocols that enable stable multi-site validation [21], [28], [41]. Imaging and 

signal-based applications similarly benefit from mature deep learning pipelines that 

transfer effectively into distributed environments [26], [36], [38], [43]. 

 

Sentiment-aware approaches, by contrast, remain at an earlier stage of empirical 

maturity. This is not attributable to a lack of methodological capability: transformer-

based models have demonstrated technical potential for distributed narrative analysis 

[15], [44]. Rather, the limitation lies in deployment design. Several studies reviewed here 

[20], [22] frame their work within sentiment analysis contexts yet rely on centralized or 

partially centralised architectures, indicating a persistent gap between analytical 
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sophistication and a fully federated system design. This pattern is absent from structured 

prediction studies such as [21], [34], where federated pipelines are consistently 

implemented end-to-end, further highlighting the domain-specific nature of 

implementation maturity. The field has demonstrated proof of capability but not yet 

consistent real-world readiness for privacy-sensitive, narrative-rich data modalities. 

 

2) RQ2: How are unstructured clinical narratives and sentiment-related information 

represented and operationalized within federated learning frameworks for 

healthcare analytics? 

Unstructured clinical narratives are not yet fully integrated into federated learning 

pipelines; they are treated as a secondary or emerging modality within broader 

healthcare analytics systems. Federated learning is more consistently operationalized 

around structured prediction tasks and secure infrastructure, where data representation 

is stable and governance requirements are more easily formalized [25], [30], [41]. 

 

When narrative data is explicitly incorporated, processing is typically mediated by 

transformer-based representations for tasks such as mental health inference and 

narrative classification [15]. However, as demonstrated by [15], [20], these implementations 

remain limited in scope and, in some cases, are only partially federated, indicating that 

free-text analytics within fully distributed environments has not yet been systematically 

realised. This contrasts sharply with structured modalities: studies such as [23], [37] 

implement complete federated pipelines with clearly defined privacy mechanisms, 

reflecting the greater operational tractability of structured data. The handling of 

narrative data is further constrained by governance considerations, with techniques such 

as secure aggregation and differential privacy shaping whether and how text data is 

processed in distributed settings [17], [34], [40]. As a result, unstructured clinical narratives 

remain conceptually recognized but operationally peripheral within current federated 

healthcare frameworks. 

 

3) RQ3: What technical, organizational, and governance constraints shape the 

integration of sentiment-aware learning within federated healthcare 

environments? 

The constraints limiting federated sentiment-aware learning are best understood as 

interdependent trade-offs spanning privacy, governance, and system feasibility rather 
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than isolated technical barriers. Privacy-preserving mechanisms are selected based on 

contextual priorities, each introducing distinct operational burdens [45]. Differential 

Privacy provides formal inference protection but requires careful calibration to avoid 

degrading model utility in sensitive clinical contexts, as demonstrated by [27], [34]. Secure 

Aggregation enhances update confidentiality yet does not fully address trust and 

verification concerns in multi-institutional settings [33], [40]. 

 

More robust mechanisms, including Homomorphic Encryption and Zero-Knowledge 

Proofs, extend privacy assurances but introduce significant computational overhead that 

limits scalability, as evidenced by [17], [23], [42], [46]. These constraints reflect not merely 

technical limitations but also organizational realities: resource disparities, trust deficits, 

and regulatory compliance requirements that vary significantly across healthcare 

institutions and geographic contexts. For sentiment-aware learning specifically, these 

constraints are amplified: unstructured clinical narratives carry higher inference risk and 

greater linguistic variability, increasing the cost of applying already complex privacy 

mechanisms. The integration of sentiment analytics is therefore not only technically 

demanding but institutionally constrained, reinforcing the broader pattern that federated 

healthcare systems currently prioritize feasibility over analytically richer but 

operationally complex data modalities. 

 

4) RQ4: What architectural and methodological patterns can be synthesized to 

inform the design of deployable, privacy-preserving federated learning systems 

for sentiment analysis on electronic health records? 

Isolated technical choices do not drive the design of deployable federated sentiment-

aware systems, but by recurring architectural patterns that emerge from the interplay 

between opportunity and constraint. Three interdependent design principles can be 

inferred from the evidence. First, privacy functions as a participation requirement rather 

than an optional layer, with mechanisms selectively applied according to institutional risk 

tolerance and trust conditions [27], [34], [37], [40]. Second, personalization is necessary to 

address non-IID heterogeneity: clustered and adaptive modelling approaches, as 

demonstrated by [35], [37], [41], prevent global models from disproportionately favouring 

data-rich or dominant sites. Third, governance and trust infrastructure are integral to 

system viability, as evidenced by blockchain and verification-based coordination 

mechanisms in studies such as [16], [42], [47]. 
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Methodologically, deployable systems favour modular and hybrid designs in which 

sentiment-aware components are embedded within broader clinical analytics pipelines 

rather than implemented in isolation. Multimodal approaches combining narrative text 

with structured or sensor data represent this direction, though they remain limited by 

integration complexity and validation challenges [15], [20]. Edge-based and decentralized 

architectures further demonstrate the importance of locality and latency in healthcare 

environments [24], [26], [38], while also introducing resource constraints that directly 

shape privacy design choices. 

 

These patterns are constrained by the same factors identified in Table 8. Non-IID 

heterogeneity necessitates personalization [21], [37]; privacy-utility trade-offs shape 

mechanism selection and calibration [27]; and infrastructural limitations restrict the 

scalability of computationally intensive solutions such as homomorphic encryption and 

blockchain coordination [16], [23], [39], [47]. Interoperability gaps and inconsistent 

evaluation frameworks further limit reproducibility, particularly for sentiment-aware 

applications where linguistic variability compounds architectural complexity [24], [28], 

[30]. The most viable architectural pattern emerging from the evidence is therefore not 

a single optimal configuration, but a balanced integration of privacy-preserving 

mechanisms, personalized modelling strategies, and governance-aware infrastructure 

capable of sustaining deployment under heterogeneous and resource-limited conditions 

[45]. 

 

5) Thematic Synthesis to Framework Derivation: Addressing Structural Gaps in 

Federated Sentiment-Aware Healthcare Systems 

The preceding analysis reveals a consistent structural gap: while federated learning in 

healthcare has advanced in predictive modelling and privacy-preserving infrastructure, 

the integration of sentiment-aware analytics on unstructured clinical narratives remains 

fragmented, under-validated, and poorly operationalized [45]. Existing studies address 

components of this problem in isolation, focusing on model performance, privacy 

mechanisms, or governance structures, without converging on a cohesive, deployable 

design that simultaneously accounts for data heterogeneity, privacy risks, and 

institutional trust requirements. 
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The proposed governance-aware conceptual framework was derived inductively to 

address this fragmentation. Thematic synthesis was conducted by identifying recurring 

patterns across the 29 studies in four areas: federated architecture design, privacy-

preserving strategies, governance mechanisms, and heterogeneity management. These 

patterns were systematically compared to surface structural consistencies and 

persistent trade-offs shaping implementation feasibility. The extracted themes were 

subsequently abstracted into four higher-order socio-technical dimensions that directly 

informed the layers of the proposed governance-aware conceptual framework, as 

summarised in Table 8. 

 

Table 8. Mapping of Extracted Themes to Conceptual Framework Layers 

Extracted Theme Key Studies Framework Layer Informed 

Non-IID data heterogeneity and site-

level variability 

[15], [20], [21], 

[35], [37] 
Local Clinical Data Layer 

Differential privacy, homomorphic 

encryption, secure aggregation 

[17], [21], [22], 

[23], [24] 
Privacy Enforcement Layer 

FedAvg aggregation, personalized and 

clustered FL 

[21], [36], [37], 

[41], [42] 

Federated Coordination and 

Aggregation Layer 

Blockchain audit trails, governance 

gaps, interoperability constraints 

[14], [16], [29], 

[33], [39] 

Governance and 

Accountability Layer 

 

This mapping ensures transparency between the empirical evidence base and the 

framework architecture, directly addressing the structural gaps identified across the 

research questions. 

 

Thematic synthesis identified four recurring structural dimensions directly mapped to 

the framework layers: local data handling, privacy enforcement, federated coordination, 

and governance accountability. Each layer reflects patterns consistently observed across 

the 29 empirical implementations and documented. Specifically, the dominance of 

standard FL aggregation and the underrepresentation of formal privacy mechanisms 

informed the Privacy Enforcement Layer; the non-IID heterogeneity challenge informed 

the Federated Coordination Layer; and the governance and interoperability gaps 

informed the Governance and Accountability Layer. This explicit linkage between 
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empirical findings and framework architecture ensures that the proposed design is 

grounded in evidence rather than imposed as a theoretical abstraction. The framework 

is therefore presented as a review-derived synthesis intended to guide future 

implementation-focused research, particularly for advancing privacy-preserving 

sentiment analysis in distributed and heterogeneous healthcare environments, rather 

than as a validated system architecture. 

 

6) Proposed conceptual framework 

This study, therefore, provides a conceptual framework for privacy-preserving, 

sentiment-aware federated analytics in distributed EHR environments. The framework 

organizes the system into four connected layers: 

a) Local clinical data layer (data stays on-site): Clinics and hospitals store 

unstructured narratives and organized records, as well as raw EHR data. 

Sentiment extraction and other aspects of narrative modelling occur locally to 

protect private patient data from direct disclosure. 

b) Privacy enforcement layer (protection before sharing): Model updates are 

subject to privacy constraints before leaving a site. Protection decisions (such 

as adding noise, encrypting updates, or limiting what is communicated) are 

decided at this layer. This layer's primary theoretical function is to define "safe 

sharing" in terms of clinical risk and compliance requirements. 

c) Federated coordination and aggregation layer (learning without centralizing 

data): To create shared models, protected changes are combined while 

maintaining local autonomy. This layer highlights how personalization can be 

used to prevent systematic underperformance at minority or smaller sites, as 

well as how global learning is accomplished under heterogeneity. 

d) Governance and accountability layer (trust, oversight, and interoperability): The 

governance system, which establishes who is involved, how permission is 

managed, how audits are carried out, and how interoperability is preserved, 

spans all levels. Given the evidence that technological viability by itself does 

not ensure acceptance, this layer is crucial. 
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Figure 3. Conceptual Integration of Federated Learning, Sentiment Analysis, and 

Privacy-Preserving Mechanisms in Distributed Electronic Health Record (EHR) 

Environments 
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Unlike implementation-specific architecture, the framework presented here synthesizes 

recurring structural patterns identified across the reviewed studies. From a conceptual 

standpoint, the framework makes clear (i) the appropriate context for unstructured 

narrative analytics, (ii) the need to protect privacy, (iii) the information that is shared 

during federation, and (iv) the governance requirements for long-term cooperation. This 

immediately addresses the apparent disparity between the small number of fully 

functional sentiment-aware federated EHR deployments and promising technological 

approaches. By explicitly integrating data locality, privacy enforcement, federated 

coordination, and governance accountability, the framework provides a structured 

foundation for the next generation of deployable, privacy-aware clinical NLP systems in 

distributed healthcare environments. 

 

3.8. Implications 

This study translates the empirical evidence into practical, theoretical, and governance 

implications for deploying privacy-preserving federated learning in healthcare, with 

particular emphasis on sentiment-aware analytics in distributed electronic health record 

environments. Rather than presenting isolated recommendations, the implications reflect 

a coherent interpretation of how current capabilities, limitations, and design priorities 

interact in real-world settings. 

 

1) Practical implications 

The findings indicate that federated learning is deployable in healthcare, but only when 

the problem scope, data modality, and infrastructure readiness are carefully aligned. In 

practice, successful implementations are concentrated in bounded, structured use cases, 

suggesting that sentiment-aware analytics on unstructured clinical narratives should be 

introduced incrementally rather than as first-stage deployments. 

 

Privacy preservation should be treated as a design decision shaped by deployment 

context rather than theoretical optimality. Lightweight coordination strategies are more 

feasible in resource-constrained environments. At the same time, computationally 

intensive privacy mechanisms are likely to remain limited to high-risk or well-resourced 

settings. This implies that implementers must balance privacy strength with operational 

feasibility, particularly where infrastructure and expertise are unevenly distributed. A 

staged deployment pathway emerges as a practical requirement: initial local validation, 
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followed by controlled multi-site experimentation, and only then progression to larger 

federated networks. This progression is necessary not only to ensure technical 

robustness, but also to build institutional trust, validate governance processes, and 

manage operational risk over time 

 

2) Theoretical implications 

The findings reinforce the need to conceptualize federated healthcare analytics as a 

socio-technical learning system rather than a purely algorithmic framework. Variability 

across clinical sites is not an exception but a defining characteristic, requiring theoretical 

models that prioritize adaptability, robustness, and context-aware learning. More 

importantly, the study highlights a persistent fragmentation in how literature treats 

federated learning, clinical text analytics, and privacy preservation. These components 

are often developed in parallel, with limited integration into cohesive system-level 

designs. This fragmentation constrains both theoretical advancement and empirical 

maturity, particularly for sentiment-aware analytics on unstructured clinical data. 

Accordingly, there is a clear need for integrative theoretical frameworks that treat 

distributed learning, narrative understanding, and privacy enforcement as 

interdependent design dimensions. This need becomes more pronounced as emerging AI 

paradigms, including large-scale language models, intersect with federated healthcare 

systems, further increasing both analytical capabilities and privacy risks in distributed 

environments. 

 

3) Policy and governance implications 

The findings underscore that the scalability of federated healthcare systems depends as 

much on governance clarity as on technical capability. Institutional participation is 

unlikely in the absence of clearly defined accountability structures, consent models, audit 

mechanisms, and data stewardship responsibilities, particularly when handling sensitive, 

unstructured clinical narratives. This implies a transition from isolated pilot 

implementations to formalized governance frameworks that enable repeatable, scalable 

collaboration across institutions. Such frameworks must define roles, responsibilities, 

verification processes, and mechanisms for managing risk and accountability in 

distributed learning environments. In addition, interoperability should be addressed as a 

governance priority rather than solely a technical challenge. Differences in data 

standards, coding practices, and documentation conventions directly affect the feasibility 



Vol. 8, No. 1, February 2026 

 
  

1837 | Federated Learning for Privacy-Preserving Sentiment Analysis in Distributed ….. 

of coordination and scaling. Without alignment at this level, federated systems are likely 

to remain fragmented and difficult to operationalize at scale. 

 

3.9. Limitations and Future Work 

This review should be interpreted with several limitations in mind that affect its 

generalizability and depth of conclusions. First, the empirical synthesis is based on 29 

implementation-focused studies drawn from a broader pool of 42, with the remaining 

studies providing conceptual and survey-based insights rather than deployable evidence. 

While these contributions are valuable for theoretical grounding, they also highlight a 

broader limitation in the field, namely, the relative scarcity of implementation-driven 

research, particularly for complex use cases such as sentiment analysis of unstructured 

clinical narratives. Second, the included studies exhibit inconsistent reporting, with strong 

emphasis on predictive performance but limited transparency into privacy strength, 

computational overhead, latency, and real-world deployment conditions. This uneven 

reporting constrains systematic comparison and assessment of their practical viability 

across diverse healthcare environments. Finally, the review is bound by database 

selection, language, and timeframe, focusing on studies indexed in major repositories 

between 2021 and early 2026. As such, relevant contributions outside these sources or in 

non-English contexts may not have been captured, introducing potential publication and 

selection bias. 

 

The findings of this review point to several directions for advancing federated learning 

in healthcare, particularly for sentiment-aware analytics on unstructured clinical data. 

First, there is a clear need for more implementation-focused studies that move beyond 

structured data and imaging to fully operationalize federated learning on clinical 

narratives and patient-generated text. Such work should reflect real-world conditions, 

including heterogeneous documentation practices, site-specific variability, and stringent 

privacy constraints, rather than relying on controlled or simplified experimental settings. 

Second, future research would benefit from greater standardization in reporting and 

evaluation. Consistent disclosure of privacy assumptions, operational constraints (such 

as communication overhead and computational cost), and robustness to non-identically 

distributed data is essential for enabling meaningful comparisons and cumulative 

knowledge building across studies. The development of shared benchmarking 

frameworks and evaluation protocols would further strengthen the field’s 
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methodological coherence. Third, empirical validation in resource-constrained healthcare 

environments remains a critical priority. Infrastructure limitations continue to shape 

what is practically deployable, and without targeted investigation in such contexts, 

federated solutions risk remaining confined to well-resourced settings. Closely related 

to this is the need for reproducible experimental testbeds and benchmark datasets 

tailored to federated clinical NLP and sentiment-oriented tasks, which would support 

both validation and scalability. Finally, future work should explore integrating emerging 

AI paradigms, including large language models and foundation models, into federated 

clinical NLP pipelines. While these approaches offer significant potential to advance 

narrative understanding and decision support, they also introduce new challenges in 

privacy preservation, computational costs, and governance that must be addressed within 

the constraints of distributed healthcare environments. 

 

4. CONCLUSION 

 

This study provides a systematic, empirically grounded assessment of federated learning 

in healthcare, revealing a clear imbalance between the maturity of privacy-preserving 

infrastructure and the limited deployment of sentiment-aware analytics for unstructured 

clinical data. While federated approaches have advanced in structured domains, their 

application to narrative-rich, privacy-sensitive EHR contexts remains underdeveloped. 

Drawing on 29 implementation-focused studies, this study contributes a governance-

aware conceptual framework integrating privacy, heterogeneity, and coordination as 

interdependent design considerations, serving as a blueprint to guide more coherent and 

deployable system designs. Progress in this area requires a shift from proof-of-concept 

studies toward implementation-focused research reflecting real-world clinical 

conditions. Greater alignment between methodological innovation and deployment 

feasibility will be essential for scalable, trustworthy federated sentiment-aware systems. 

These conclusions should be interpreted within the study's scope, and broader validation 

is required before generalizing findings to diverse healthcare settings. 
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