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Abstract: Quantum computing threatens the classical 

cryptographic systems underpinning financial infrastructure, 

exposing payment platforms, interbank networks, and digital 

services to Harvest-Now-Decrypt-Later (HNDL) risks. This study 

systematically reviews quantum threats and post-quantum 

cryptographic readiness in the financial sector to assess 

preparedness, identify implementation challenges, and synthesize 

migration pathways aligned with emerging standards. A PRISMA-

guided review of 17 peer-reviewed studies published between 2020 

and 2025 was conducted, examining quantum threat models, post-

quantum cryptographic schemes, quantum key distribution 

architectures, and sector-specific deployment barriers. The review 

finds that lattice-based schemes, especially CRYSTALS-Kyber and 

CRYSTALS-Dilithium, are the leading candidates for financial 

adoption, while hybrid cryptographic approaches offer the most 

feasible transition strategy. However, the current evidence base is 

predominantly simulation-driven, with limited real-world 

deployment and validation. The study provides a sector-specific 

synthesis of quantum threats, post-quantum readiness, and 

migration pathways in financial systems, and advances an 

integrated readiness and migration framework based on cross-

study thematic analysis. 
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1. INTRODUCTION 

 

Quantum computing is advancing rapidly and is expected to significantly alter the 

computational landscape with important implications for cybersecurity [1]. By leveraging 

quantum mechanical principles such as superposition and entanglement, quantum 

computers can solve certain classes of problems more efficiently than classical systems, 

including those underpinning widely used cryptographic systems. [2]. These developments 

introduce both opportunities and risks. While quantum computing may enhance 

computational capabilities, it also poses a direct threat to current cryptographic 

infrastructures [3];[4]. Algorithms such as the Rivest-Shamir-Adleman (RSA) and Elliptic 

Curve Cryptography (ECC), which underpin much of today's secure communications, are 

particularly vulnerable in the presence of sufficiently powerful computers. [5]. The 

implications of these vulnerabilities are particularly pronounced in sectors that rely 

heavily on long-term data protection and cryptographic assurances. 

 

Financial systems represent a high-value cryptographic domain due to stringent 

requirements for long-term confidentiality, integrity, and non-repudiation. Long-term 

secrecy, integrity, and non-repudiation must be maintained by key financial 

infrastructures such as interbank settlement networks, payment gateways, SWIFT 

messaging systems, and digital identity [6]. The financial sector is a prime target for 

Harvest-Now-Decrypt-Later attacks [7]. Financial data encrypted today may become 

vulnerable in the long term as advances in quantum computing could undermine current 

cryptographic protections. Consequently, financial institutions are increasingly required 

to collaborate with cybersecurity specialists to strengthen system security and meet 

regulatory expectations [8]. 

 

The lack of practical quantum-resilient encryption systems means the financial sector 

may become increasingly susceptible to quantum adversaries in the near future, when 

quantum computing technology matures [9];[10]. This means that organizations and 

institutions, particularly financial institutions, need to urgently upgrade their 

cybersecurity practices to avoid the significant security risks of quantum-related threats 

[11]. They need to accelerate the transition to Post-Quantum Cryptography (PQC). 
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Classical computers use cryptography to ensure that data confidentiality, integrity, and 

authenticity are observed, deterring adversaries from accessing sensitive encrypted data 

[12];[13]. The capabilities of classical cryptographic algorithms are of great concern, 

whether these systems can withstand quantum-related threats [14]. As quantum 

computers become more scalable, classical cryptographic systems become vulnerable, 

exposing financial systems to data breaches and fraudulent transactions [15].. This 

underscores the need for organizations and institutions to develop quantum-resilient 

frameworks. 

 

Despite the growing body of research on post-quantum cryptography, existing review 

studies remain largely technology-centric, with limited attention to sector-specific 

deployment contexts [1]. In financial systems cryptographic transition is influenced not 

only by technical feasibility but also by regulatory requirements, legacy infrastructure, 

constraints, and long-term data sensitivity. This creates a gap in the literature regarding 

integrated assessments of post-quantum readiness within financial ecosystems.  

 

This study addresses this gap by providing a sector-focused synthesis of quantum 

threats, post-quantum readiness, and migration considerations in financial systems. 

Based on cross-study thematic analysis, the study proposes an integrated readiness and 

migration framework to support structured transition planning in the financial sector. 

The review is guided by the following research questions: 

 

1) What are the major quantum threats to cryptographic systems?  

2) Which post-quantum cryptographic (PQC) and quantum key distribution (QKD) 

techniques demonstrate practical feasibility for financial sector deployment? 

3) What technical, organizational, and regulatory challenges hinder the adoption 

of quantum-safe cryptographic solutions in the financial sector? 

4) Which existing frameworks and standards provide structured guidance for 

achieving quantum-resilient transformation in financial services? 

5) How are the post-quantum cryptographic solutions applied across different 

financial sector use cases?  
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2. METHODS  

 

The study adopts the PRISMA (2020) reporting framework to guide the systematic 

identification, screening, and selection of relevant literature [16]. The review aims to 

pinpoint, screen, and synthesize relevant information on quantum threats and post-

quantum cryptography. The systematic review followed a structured PRISMA-guided 

workflow consisting of five sequential stages to ensure transparency and reproducibility. 

 

2.1. Search Strategy Execution  

A systematic literature search was conducted in accordance with PRISMA guidelines to 

identify relevant studies on post-quantum cryptography and quantum-safe migration in 

the financial sector. The search was performed across five major academic databases: 

IEEE Xplore, SpringerLink, ACM Digital Library, PubMed, and ScienceDirect. These 

databases were selected due to their strong coverage of cybersecurity, cryptography, 

and interdisciplinary financial systems research. The search strategy was designed to 

capture three core dimensions of the study: (i) post-quantum cryptographic concepts, (ii) 

financial sector applications, and (iii) migration and adoption processes. Boolean 

operators were used to combine search terms as follows: 

 

(“post-quantum cryptography” OR “quantum-safe cryptography” OR “PQC”) 

AND (“financial systems” OR “banking” OR “payment systems” OR “financial security”) 

AND (“migration” OR “adoption” OR “readiness” OR “implementation”) 

 

The search was limited to peer-reviewed journal articles and conference proceedings 

published in English between 2020 and 2025 to ensure inclusion of recent, high-quality 

contributions in a rapidly evolving field. The search yielded a total of n = 432 records 

across all databases, including IEEE Xplore (n = 191), SpringerLink (n = 92), ACM Digital 

Library (n = 67), PubMed (n = 42), and ScienceDirect (n = 40). These records were then 

exported to a reference management system for duplicate identification and subsequent 

screening. 
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2.2. Inclusion and Exclusion Criteria 

Studies were included if they (i) investigated post-quantum cryptographic algorithms, 

quantum-safe security architectures, or quantum key distribution; (ii) examined financial-

sector data environments such as payment systems, interbank settlement platforms, 

digital identity infrastructures, Blockchain-based financial services, or financial cloud 

platforms; (iii) analyzed security, performance, scalability, or migration aspects of 

cryptographic deployment; and (iv) were published between 2020 and 2025 in peer-

reviewed journals or conference proceedings. Studies were excluded if they focused 

solely on theoretical quantum computing without cryptographic applications, addressed 

non-financial domains without transferable implications for financial systems, lacked a 

technical evaluation of cryptographic performance, or were non-English publications. 

Studies with indirect financial relevance were included only where their findings could 

be reasonably extended to financial security contexts. While most studies demonstrate 

direct alignment, a small number provide indirect contributions by informing the broader 

quantum threat and cryptographic context relevant to financial systems. 

 

2.3. Screening and Eligibility  

Following the identification stage, all retrieved records (n = 432) were exported to 

Mendeley reference management software for duplicate detection and removal. A total 

of 35 duplicate records were identified and removed, resulting in n = 397 unique records 

for further assessment. In line with PRISMA 2009 guidelines, a two-step selection process 

comprising screening and eligibility assessment was applied. In the first step, title and 

abstract screening were conducted to evaluate the relevance of studies to post-quantum 

cryptography, quantum-safe security approaches, and financial sector applications. 

Studies were excluded if they (i) did not address cryptographic security, (ii) focused solely 

on theoretical quantum computing without cybersecurity implications, or (iii) were 

unrelated to financial systems or lacked transferable relevance to financial 

infrastructures. This process resulted in the exclusion of n = 319 records, leaving n = 78 

studies for full-text evaluation. 

 

2.4. Included  

In the third step, a full-text eligibility assessment was conducted using the predefined 

inclusion and exclusion criteria. Studies were included if they explicitly examined post-
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quantum cryptographic techniques, quantum-safe architectures, or migration strategies 

within financial systems or contexts with clear applicability to financial infrastructures. 

Studies were excluded if they lacked a technical evaluation of cryptographic 

performance, did not address migration or implementation aspects, or were not relevant 

to the financial sector. Following this assessment, 61 studies were excluded, leaving a 

final sample of 17 included in the qualitative synthesis. While the final sample size (n = 17) 

may appear modest, it reflects the emerging and specialized nature of research on post-

quantum migration within financial systems. The strict inclusion criteria ensured that 

only studies directly relevant to the financial sector's cryptographic transition were 

retained, prioritizing depth and contextual relevance over volume. To ensure 

transparency and reduce selection bias, the screening and eligibility assessment were 

conducted independently by H.M and B.N, with disagreements resolved through 

discussion and consensus. 

 

2.5. Quality Assessment 

Two independent reviewers assessed each of the 17 articles that were included in the 

final review. This process involved the use of a structured scoring framework adapted 

from standard SLR appraisal checklists, most notably the Critical Appraisal Skills Program 

(CASP) and PRISMA [17]. This strategy sought to reduce prejudice while preserving 

dependability and consistency. The following modified CASP standards were used to 

assess each of the 17 articles mentioned. 

1) Clarity of research aim 

2) Clarity of research design 

3) Appropriateness of methodology 

4) Relevance and applicability to the financial sector 

 

We excluded some standards as they were not consistently applicable to cryptographic 

and standards-based studies. A three-point rating system was used to assign scores. High 

- 3, Moderate - 2, Weak – 1. Studies scoring between 7 and 9 were classified as high 

quality, scores between 4 and 6 as moderate quality, and scores below 4 as low quality. 

All included studies were assessed using a predefined quality criterion, and the results 

are presented in Table 1. Most studies achieved high-quality scores, with all included 

studies meeting the threshold for inclusion in the final synthesis. No studies were 



Vol. 8, No. 2, April 2026 

 
 

Hillary Muzenda, Belinda Ndlovu | 1374 

excluded at the quality appraisal stage. The thematic synthesis followed an inductive 

coding approach, where concepts were first extracted at the study level and 

subsequently grouped into higher-order themes through iterative comparison. Initial 

open coding generated first-order concepts, which were then used clustered into broader 

categories, including quantum threats, cryptographic feasibility, migration barriers, and 

governance readiness. 

 

Table 1: Quality appraisal of the included studies (n=17) 

Study 

Ref 

Clarity of 

Research Aim 

& Design 

Appropriateness 

of Methodology 

Alignment with 

Cybersecurity 

Applications 

Total 

Score 

Quality 

Rating 

[18] 3 3 1 7 High 

[19] 3 3 3 9 High 

[20] 3 3 3 9 High 

[21] 3 3 3 9 High 

[22] 3 3 3 9 High 

[23] 3 2 2 7 High 

[24] 3 3 2 8 High 

[25] 3 3 3 9 High 

[26] 3 3 3 9 High 

[27] 2 3 3 8 High 

[28] 3 3 3 9 High 

[29] 3 3 3 9 High 

[30] 3 3 3 9 High 

[31] 3 3 2 8 High 

[32] 3 3 3 9 High 

[33] 3 3 2 8 High 

 

2.6. Data Extraction and Synthesis 

A structured data extraction process was applied to capture key attributes from each 

included study, including study context, methodology, identified quantum threats, 

cryptographic techniques, financial sector applications, and reported challenges. The 

extracted data were analyzed using a thematic synthesis approach. This involved coding 
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recurring concepts across studies and grouping them into higher-level themes such as 

quantum threat categories, cryptographic feasibility, migration barriers, and 

organizational readiness. These themes were then used to support cross-study 

comparison and to inform the development of a structured understanding of post-

quantum migration in the financial sector. 

 

Building on this thematic synthesis, the identified themes were further used to inform 

the development of the proposed readiness and migration frameworks. First-order codes 

derived from the included studies were iteratively grouped into higher-order themes, 

which were then mapped to conceptual components representing risk exposure, 

technical transition requirements, operational constraints, and governance readiness. This 

mapping process enabled the translation of thematic findings into structured framework 

elements, which are presented in the Results section. The visual summary of the PRISMA 

flow diagram in Figure 1 clarifies how the initial pool of retrieved articles was 

systematically narrowed to those eligible for synthesis. 

 

 
Figure 1. PRISMA Flow Diagram 



Vol. 8, No. 2, April 2026 

 
 

Hillary Muzenda, Belinda Ndlovu | 1376 

3. RESULTS AND DISCUSSION 

 

The Data Extraction as shown in Table 2 presents the detailed characteristics of the 

studies that met the inclusion criteria. 

Table 2: Studies that met inclusion criteria 

Ref Country Method Quantum Threat 
Cryptographic 

Technique 

Financial 

Sector 

Application 

Challenges 

[18] Netherlands 
Design 

Science 

Shor's Algorithm 

rendering 

RSA/ECC 

Obsolete 

Harvest Now, 

Decrypt Later 

(HNDL) attacks 

PQC (ML-KEM-

1024, ML-DSA-65) 

QKD (COW 

protocol) 

Classical RSA, ECC 

payment 

processing 

corporate 

vpns 

low secret key 

rate (SKR) vs 

Distance 

performance 

overhead of 

QKD 

[19] Australia 

Mixed-

methods 

 

Shor's Algorithm 

Grover's 

Algorithm 

HNDL 

lattice-based and 

Hash-based 

Hybrid 

Cryptosystems 

(PQC+RSA) 

General 

Enterprise 

Security 

longer keys 

high 

computational 

storage demand 

lack of expertise 

lack of final 

standardization 

[25] Spain Experimental 
Shor's algorithm 

 

PQC (ML-KEM, ML-

DSA) 

Hybrid TLS 

configurations 

Secure 

communicatio

n protocols 

(TLS) 

Secure 

internet-based 

services 

Pre-migration 

Cryptographic 

breaches 

Increased key 

sizes 

Implementation 

complexity 

performance 

overhead 

[26] 

 

 

 

 

 

 

 

Switzerland; 

Canada; 

France 

Mixed-

methods 

(roadmap + 

pilot) 

Shor's (RSA/ECC) 

Grover's (AES), 

HNDL, 

TLS 1.2 

RSA, ECC, AES-256 

PQC (Kyber, 

Dilithium, Falcon, 

SPHINCS+ 

QKD 

Financial 

system 

migration 

planning 

Interbank 

systems 

Performance 

trade-offs 

legacy TLS 

Governance 

gaps 

QKD 

infrastructure 

limits 

[20] Indonesia 
Simulation/M

odelling 

Quantum 

algorithms 

QKD Protocols 

(E91) 

Classical RSA, ECC 

QKD (E91); 

RSA, ECC 

lower key 

production 

rate 

technological 

difficulties 
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Ref Country Method Quantum Threat 
Cryptographic 

Technique 

Financial 

Sector 

Application 

Challenges 

environmental 

noise 

[21] 

 

 

 

 

Italy 

Simulation/M

odelling + 

Case Study 

Shor's (RSA/ECC), 

Grover's (AES) 

IoT/blockchain 

signature 

threats 

Dilithium-5 

PQClean 

ESP32 hardware 

Blockchain-

based financial 

systems; 

secure 

transactions 

IoT resource 

limits 

Side-

channel/fault 

attacks 

Integration 

complexy 

[34] 

 

 

USA 
Conceptual/

Analytical 

Shor's breaking 

RSA/ECC 

Grovers 

algorithm 

hash-based 

 

securing 

digital 

signatures 

latency 

constraints 

compliance 

interoperability 

performance 

overhead 

[22] 

 

 

Korea 

Simulation/M

odelling 

(QKD 

simulators, 

TLS 

integration) 

Shor's and 

Grover's 

breaking 

RSA/ECC 

QKD 

PQC (Dilithium, 

NTRU) 

TLS v1.3 hybrid 

Secure 

communicatio

n 

infrastructure 

Infrastructure 

cost of QKD 

limited distance 

interoperability 

issues 

latency issues 

[28] 

 

India;Malaysi

a 
Qualitative 

Shor's breaking 

RSA/ECC 

Lattice (Kyber, 

Dilithium, Falcon) 

Code-Based 

(McEliece, BIKE) 

Hash-based 

(SPHINCS+, PICNIC) 

Multivariate 

(Rainbow) 

Isogeny (SIKE) 

Cryptographic 

infrastructure 

for financial 

systems 

Large key sizes 

Slow operation 

Interoperability 

lack of 

standards 

[29] 

 
India Quantitative Quantum threat Digital signatures 

Organizational 

readiness in 

financial 

cybersecurity 

Privacy security 

governance 

lack of skills 

complexity 

[30] Netherlands 

Qualitative 

(expert 

interviews) 

Shor's algorithm 

HNDL risk 

PQC types: Lattice 

based, Hash-based 

Secure 

information 

sharing/ 

critical 

infrastructure 

Organizational 

readiness, policy 

gaps, 

coordination 

complexity 

[31] USA 

Experimental 

setup 

 

Shor's algorithm 

breaking RSA, 

ECDH, ECDSA in 

TLS 

ML-KEM, ML-DSA, 

Post-Quantum TLS 

1.3 

Secure web 

communicatio

ns including e-

banking 

performance 

overhead 

storage 

requirements 
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Ref Country Method Quantum Threat 
Cryptographic 

Technique 

Financial 

Sector 

Application 

Challenges 

Online 

financial 

services 

Data transfer 

systems 

interoperability 

issues 

larger key sizes 

high 

computational 

time 

[23] UK 

Mixed 

method case 

studies 

Comparative 

jurisdictional 

review 

Shor's algorithm 

Grover's 

Algorithm 

PQC: Lattice-based 

and Hash based 

algorithms 

Portfolio 

optimization 

Open banking 

APIs 

DLTsDigital 

Currencies 

Regulatory 

challenges 

Shortages in 

skilled quantum 

personnel 

[24] 

 

 

 

India 

Simulation/M

odelling 

(quantum 

computing 

patterns, 

experiments) 

Shor's algorithm 

(RSA Break) 

Grover's (search 

speedup) 

Decoherence 

issues 

RSA, 

ECC 

Shor's 

Grover's 

QKD 

PQC 

Cryptographic 

systems for 

financial 

security 

Noise / 

decoherence 

Error correction 

Scalability 

Mistrust 

protocols 

[32] 

 

 

 

 

UK Qualitative 

Shor's algorithm 

breaking 

RSA/ECC 

Grover's 

algorithm 

weakening 

AES/SHA 

Quantum Key 

Distribution (QKD); 

post-quantum 

cryptography; AI-

enhanced 

cryptography; 

neural network-

based 

cryptographic 

optimisation; 

public key 

cryptography; 

digital signatures 

Financial data 

protection 

systems, 

Fraud-

resistant 

systems 

Large key sizes 

Scalability limits 

Infrastructure 

costs 

performance 

overhead 

need for hybrid 

adoption 

strategies 

[27] 

USA, 

Switzerland, 

Ireland 

Conceptual 

Quantum threat 

Shor's algorithm 

Harvest Now, 

Decrypt Later 

attacks 

PQC Approaches: 

 

Simulation of 

financial 

systems 

Uncertain 

timeline 

Migration 

complexity 

lead time 

needed 

[33] 
Czechia/Bos

nia 

Simulation/M

odelling 

QKD limits 

adoption 

QKD (BB84) 

QKDNetSim 

StrongSwan 

IPsec VPN 

Secure 

network 

communicatio

n 

Cost of QKD 

Integration 

issues 

Interoperability 

issues 
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The findings of this systematic review show that Quantum cryptography and post-

Quantum cryptography (PQC) converge as twin pillars of future-proof security, yet 

adoption levels are very low. The findings regarding the financial sector suggest that the 

technological feasibility of QKD and the standardization of PQC algorithms are not solely 

matters of technology but also of organizational awareness, infrastructural investment, 

and regulatory alignment.  
 

3.1. Country and Regional Distribution of Research  

Figure 2 shows the country and regional distribution of research and it can be pinpointed 

that research on quantum cryptography and post-quantum security is heavily 

concentrated in developed regions. Europe and North America dominate the research 

landscape in quantum cryptography and post-quantum security, collectively accounting 

for approximately 65% of the included studies. This concentration reflects not only 

differences in research funding and technological infrastructure, but also the early 

institutional prioritization of cryptographic transition in these regions. In particular, the 

presence of formal standardisation initiatives—such as those led by the National Institute 

of Standards and Technology in the United States and the European Telecommunications 

Standards Institute in Europe—has accelerated both research activity and practical 

engagement with post-quantum migration. 

 

 
Figure 2. Country and Continent Representation 
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These regions also host highly digitized financial systems with strong regulatory 

oversight, where long-term data protection and compliance requirements create 

immediate pressure to address quantum-related risks. As a result, research is more 

closely aligned with implementation pathways rather than remaining purely theoretical. 

Asia accounts for approximately 25%, indicating growing engagement, particularly in 

technologically advanced economies. In contrast, Oceania and Africa each account for 

only 5% of the publications, reflecting more limited institutional investment, fewer 

standardization initiatives, and slower integration of post-quantum considerations into 

financial-sector policy and infrastructure.This uneven distribution suggests that global 

quantum-readiness is likely to evolve asymmetrically, potentially widening the security 

gap between developed and developing financial systems and increasing the latter’s 

exposure to long-term cryptographic risk. 

 

3.2. Quantum Threat Landscape 

Figure 3 illustrates the quantum threat landscape that has been identified in the study. 

The reviewed literature indicates that quantum threats in the financial sector cluster 

around three primary vectors: algorithmic compromise, accelerated brute-force 

capability, and long-term confidentiality risks. Shor’s algorithm emerges as the dominant 

threat, appearing in 76% of the included studies, reflecting its capacity to fundamentally 

break widely deployed public-key cryptosystems such as RSA and elliptic curve 

cryptography (ECC). This dominance is not incidental but stems from the structural 

reliance of financial systems on public-key infrastructures for authentication, digital 

signatures, and secure communication. In contrast, Grover’s algorithm is identified in 47% 

of studies. It primarily reduces the effective security margin of symmetric cryptography 

rather than rendering it obsolete, as its impact can be mitigated by increasing key lengths. 

This distinction highlights an asymmetric threat landscape in which public-key systems 

require urgent cryptographic replacement. 

 

In contrast, symmetrical systems can be incrementally adapted. Additionally, limited 

attention is given to hardware-level constraints, such as quantum decoherence, which 

affect the practical realization of large-scale quantum attacks. Although there is 

currently a technical limitation, decoherence underscores the uncertainty surrounding 



Vol. 8, No. 2, April 2026 

 
 

1381 | Post-Quantum Migration in the Financial Sector: A Systematic Review of ….. 

the timeline of quantum threat materialization, reinforcing the need for proactive yet 

staged migration strategies in financial environments. 

 

 
Figure 3. Quantum Threat Landscape 

 

3.3. Cryptographic Techniques: Feasibility and Performance  

Figure 4 illustrates the comparative feasibility and performance of selected 

cryptographic techniques in relation to quantum threats. The reviewed studies 

consistently indicate that post-quantum cryptographic (PQC) approaches—particularly 

lattice-based and hash-based schemes—offer the most viable migration pathways for 

financial institutions. This aligns with NIST's standardization outcomes, which prioritize 

lattice-based algorithms for their favourable balance of security, efficiency, and 

implementation feasibility. In contrast, code-based and hash-based approaches, although 

theoretically robust, receive comparatively less emphasis due to practical deployment 

constraints, including large key sizes, higher computational overhead, and integration 

challenges within existing financial infrastructures. 

 

Among the evaluated techniques, CRYSTALS-Kyber and CRYSTALS-Dilithium are most 

frequently identified as offering an optimal trade-off between security and performance. 

However, their reliance on larger key sizes—often significantly exceeding those of 

traditional RSA systems—introduces non-trivial performance implications in high-

throughput financial environments, where latency and bandwidth efficiency are critical. 

Similarly, hash-based signature schemes such as SPHINCS+ provide strong security 

guarantees. However, they are slower to sign and verify, limiting their suitability for time-
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sensitive applications. Code-based systems, particularly McEliece variants, remain highly 

secure but are constrained by extremely large public keys, which pose challenges for 

compatibility with legacy banking systems and for deployment in constrained 

environments. 

 

 
Figure 4. Cryptographic Techniques Feasibility and Performance 

 

The observed preference for lattice-based cryptography reflects a broader convergence 

between theoretical robustness and practical deployability. However, this comes at the 

cost of increased computational and communication overhead, creating a fundamental 

trade-off between security strength and operational efficiency. This tension explains the 

prominence of hybrid cryptographic strategies in the literature, where classical and post-

quantum algorithms are deployed in parallel to balance immediate performance 

requirements with long-term security objectives. Such phased coexistence models are 

increasingly positioned as pragmatic transition pathways for financial institutions 

navigating the complexities of post-quantum migration. 
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3.4. Thematic Classification of Financial Sector Applications 

This section presents the explicit financial sector applications reported in the included 

studies. Table 3 presents studies with explicit applications to financial-sector contexts, 

illustrating how post-quantum and cryptographic security approaches are 

operationalized in real-world financial systems. The evidence shows that earlier work 

predominantly focuses on securing core financial operations, including payment 

processing systems, interbank communication, and enterprise network infrastructure, 

where the protection of sensitive transactional data is critical. Several studies also 

address the growing risk of financial fraud by strengthening transaction security through 

protocols such as Transport Layer Security (TLS) and established standards, including 

SWIFT secure signature mechanisms and EMV-based payment systems [34]. These 

applications highlight the central role of cryptography in maintaining trust, integrity, and 

confidentiality across financial ecosystems. Studies without direct applications to the 

financial sector were excluded unless their findings demonstrated clear transferability 

to financial system security, ensuring that the synthesis remained contextually relevant. 

Collectively, the results indicate that while foundational cryptographic protections are 

well established in financial systems, the transition to quantum-safe alternatives remains 

largely conceptual, with limited evidence of large-scale, real-world deployment. 

 

Table 3: Financial Sector Applications Identified in Studies Included 

Application Category Description 
Supporting 

Studies 

Secure 

Communication 

Systems (TLS, VPN, 

APIs) 

Protection of financial data-in-transit 

through quantum-resistant 

communication protocols, including PQC-

enabled TLS, VPNs, and secure APIs used 

in interbank communication, e-banking 

platforms, and enterprise networks 

[18];[25];[22];[20]; 

[31];[33] 

Financial Data 

Protection & 

Confidentiality 

Safeguarding sensitive financial records 

and stored data against quantum-enabled 

threats such as Harvest-Now-Decrypt-

Later (HNDL), ensuring long-term 

[18];[30];[32] 
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Application Category Description 
Supporting 

Studies 

confidentiality of transactions and 

customer information 

Cryptographic 

Infrastructure & 

Enterprise Security 

Integration of post-quantum 

cryptographic algorithms into existing 

enterprise security architectures, including 

hybrid cryptosystems and organizational 

cybersecurity frameworks for financial 

institutions 

[19];[29];[30] 

Blockchain & Digital 

Financial Systems 

Application of quantum-resistant 

cryptographic techniques in blockchain 

platforms, digital currencies, and 

distributed ledger technologies to ensure 

secure transaction validation and integrity 

[21];[23] 

Migration Strategy & 

Readiness Planning 

Development of structured migration 

roadmaps, governance frameworks, and 

institutional readiness strategies for 

transitioning financial systems to 

quantum-safe cryptographic 

environments 

[26];[27];[30] 

Digital Signatures & 

Authentication 

Systems 

Deployment of PQC-based digital 

signature schemes and authentication 

mechanisms to secure financial identity 

verification, transaction authorization, and 

access control systems 

[28];[34] 

Quantum Key 

Distribution (QKD)-

based Security 

Systems 

Utilization of QKD protocols for ultra-

secure key exchange in high-security 

financial environments, including 

interbank networks and critical 

infrastructure requiring information-

theoretic security 

[18];[20];[22];[33] 
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3.5. QKD Implementation Positives and Challenges 

Figure 5 presents the key advantages and challenges of implementing Quantum Key 

Distribution (QKD) in cybersecurity. The reviewed studies indicate that QKD receives 

moderate attention, appearing in 41% of the included literature, and is primarily valued 

for its ability to provide a theoretically secure key exchange based on quantum-

mechanical principles. Unlike classical cryptographic approaches, QKD is resistant to both 

Shor’s algorithm and long-term “harvest-now, decrypt-later” attacks, positioning it as a 

strong candidate for protecting highly sensitive financial communications. However, 

despite these advantages, its practical adoption remains constrained. The most 

frequently cited challenges reported in 29% of studies relate to interoperability and 

integration difficulties, limited secret key generation rates, and distance restrictions, 

which collectively hinder scalability across distributed financial networks. A further 24% 

of studies highlight high infrastructure and deployment costs, as well as performance 

limitations arising from environmental noise, latency, and system complexity. Governance 

and policy gaps, identified in 12% of studies, further underscore institutional and 

regulatory barriers to implementation. 

 

 
Figure 5. QKD Adoption Potential and Limitations 

 

The limited uptake of QKD, therefore, reflects a convergence of technical, economic, and 

organizational constraints. This limited uptake largely reflects a mismatch between QKD’s 

dependence on specialized hardware and point-to-point links, and the financial sector’s 

need for scalable, software-based solutions that can be integrated into existing systems. 
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While QKD offers strong theoretical security guarantees, its reliance on specialized 

hardware and limited transmission distances limits its feasibility for large-scale financial 

deployment. Consequently, the literature consistently positions QKD as a complementary 

solution, best suited for high-security, point-to-point communication channels rather 

than as a primary, system-wide cryptographic replacement. Across the included studies, 

a consistent pattern emerges whereby QKD adoption is constrained by scalability and 

infrastructure limitations. However, variations are observed depending on network 

architecture, deployment environment, and security requirements. 

 

3.6. Hybrid Approach to Quantum-Safe Cryptography 

Figure 6 shows a Hybrid Cryptography Architecture visualizing how QKD is best deployed 

alongside PQC. Figure 6 illustrates the evolutionary transition of cryptographic 

architectures in response to quantum computing threats. Public-key and symmetric 

algorithms under classical cryptography form the foundation of current secure 

communication. From classical cryptography, the first pathway leads to post-quantum 

cryptography (PQC), where quantum-resistant algorithms replace or augment vulnerable 

classical public-key schemes. The second pathway highlights quantum key distribution 

(QKD) as an alternative approach to secure key exchange based on quantum principles. 

The diagram emphasizes hybrid cryptographic systems that augment classical 

cryptography with PQC and, where appropriate, QKD protocols. It reflects the most 

practical and advocated transition strategy to quantum-safe mechanisms.  

 

 
Figure 6. Hybrid Cryptography Architecture (Classical + PQC + QKD) 
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3.7. Migration Barriers and Organizational Readiness Gaps 

Figure 7 shows that barriers were categorized into technical, organizational, regulatory 

and compliance, and economic/cost barriers. The findings show that technical barriers 

dominate, appearing in 49% of the reviewed studies, and include challenges related to 

performance overhead, large key sizes, and infrastructure limitations. Organizational 

barriers follow at 21%, including shortages of specialized expertise, resistance to change, 

and slow system upgrade cycles. Economic constraints account for 16% of the studies, 

reflecting the high costs of transitioning to post-quantum infrastructure. In comparison, 

regulatory and compliance barriers (14%) highlight uncertainties around standards, policy 

alignment, and governance frameworks. 

 

Importantly, the evidence indicates that quantum-safe migration is constrained not only 

by technical feasibility but also by institutional coordination challenges and policy 

ambiguity. The prominence of technical barriers underscores the engineering complexity 

of transitioning to quantum-resistant systems; however, the concurrent presence of 

organizational and regulatory constraints reveals that technological readiness alone is 

insufficient. Rather, successful migration depends on aligning technical capability with 

organizational capacity, governance structures, and regulatory clarity. This reinforces the 

characterization of the post-quantum transition as a socio-technical transformation that 

requires coordinated adaptation across technological, institutional, and policy dimensions. 

 

 
Figure 7. Migration Barriers 

Technical, 49% 

Economic, 16% 

Regulatory, 

14% 

Organisational , 21% 

Technical Barrier Economic Regulatory & Compliance Organisational
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3.8. Opportunities for Quantum-Safe Migration in the Financial Sector 

This section presents five key opportunities for quantum-safe migration from the 

reviewed literature, including their descriptions, significance, and supporting evidence. 

 

Table 4: Quantum-Safe Migration Opportunities 

Identified 

Opportunity 

Description of the 

Opportunity 

Significance of the 

Opportunity 

Evidence from Reviewed 

Literature 

Adoption of 

Hybrid 

Cryptographic 

Architectures 

• Combines classical 

cryptography (RSA, 

ECC, AES) with PQC 

algorithms, and a 

selective 

integration of QKD 

• Enables gradual, 

low-risk migration 

• Maintains 

backward 

compatibility 

• Mitigates 

uncertainty in 

quantum timelines 

• Aligns with NIST 

and ETSI 

• Frequently tested via 

pilots, simulations, and 

experimental 

deployments 

• Proposed in TLS hybrids, 

payment systems, VPNs, 

SWIFT signatures, and 

enterprise security across 

various studies 

[19];[26];[30];[22];[35]. 

Cryptographic 

Inventories 

and Crypto-

Agility 

Enablement 

• Systematic 

identification and 

management of 

cryptographic 

assets 

• Combined with the 

ability to replace 

algorithms without 

redesign 

• Reduces hidden 

RSA/ECC exposure 

• Enables phased 

migration 

• Supports 

governance, audits, 

and compliance 

• Indirectly highlighted 

through limitations such 

as governance gaps, 

migration complexity, and 

interoperability issues in 

the following studies 

[26];[36];[30]. 

Performance- 

optimized 

PQC for 

Financial 

Workloads 

• Optimization of 

PQC 

implementations to 

meet latency, 

throughput, and 

storage 

requirements 

• Addresses 

adoption barriers 

caused by large 

keys, high 

computational 

costs, and latency 

constraints 

• Explored via experimental 

setups, simulations, 

embedded systems, and 

PQC libraries in studies 

[18];[19];[21];[36];[22];[35] 

Organizational 

Readiness and 

Human-

• Integration of skills, 

governance, 

leadership, and 

• Addresses non-

technical barriers 

such as skills 

• Explicitly modelled only 

once using the TOE 

framework in study. 
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Hybrid Cryptographic Architectures in Table 4 emerge as the most dominant opportunity 

in the reviewed literature because they are widely recognized and practically viable. Most 

of the examined studies identified it as the most viable option, signifying robust and 

comprehensive Intellectual unanimity about its importance. Studies have noted that 

Hybrid Cryptographic Architectures can be applied across different sections of financial 

systems. These include payment systems, banking platforms, enterprise security 

environments, TLS, VPNs, and SWIFT. The other advantage of going the hybrid way is that 

it can be implemented and run within current live systems without the need to 

completely overhaul existing classical cryptographic infrastructures. Hybrid 

Cryptographic Architecture aligns itself closely with established international standards 

and is supported by major standardization bodies such as NIST and ETSI.  

 

3.9. Research Questions 

This session answers the research questions posed in the study. 

 

1) RQ1: What are the major quantum computing threats to financial sector 

cryptographic systems? 

The review demonstrates that the most immediate and structurally disruptive quantum 

threat to financial cryptographic systems arises from Shor’s algorithm, which 

fundamentally challenges the security assumptions underpinning widely deployed public-

key infrastructures. By enabling polynomial-time factorization of large integers and 

Identified 

Opportunity 

Description of the 

Opportunity 

Significance of the 

Opportunity 

Evidence from Reviewed 

Literature 

Centric 

Migration 

Models 

institutional 

capacity into 

migration planning 

shortages, 

resistance to 

change, and 

governance gaps. 

• Implicitly recognized as a 

gap in studies [19];[26];[23] 

Targeted 

Deployment 

of QKD for 

High-

Sensitivity 

Links 

• Selective use of 

QKD for critical 

financial 

communication 

links 

• Balances 

theoretical 

security benefits 

with cost and 

infrastructure 

constraints 

• Evaluated mainly through 

simulations and pilots in 

studies 

[18];[26];[20];[22];[35];[33] 

typically as a complement 

to PQC. 
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efficient computation of discrete logarithms, Shor’s algorithm renders established 

schemes such as RSA and elliptic curve cryptography (ECC) vulnerable [44];[6];[45];[37]. 

This vulnerability is not merely technical but systemic, given the deep integration of 

public-key cryptography into financial operations, including digital payment protocols, 

authentication mechanisms, and digital signatures. The predominance of this threat 

across 76% of the reviewed studies reflects the structural dependence of financial 

ecosystems on cryptographic primitives that are intrinsically incompatible with quantum 

adversaries. Beyond key compromise, the implications extend to the erosion of trust 

mechanisms, in which adversaries could impersonate financial institutions, forge 

transaction approvals, and undermine non-repudiation guarantees essential to regulatory 

compliance and dispute resolution.  

 

In contrast, Grover’s algorithm represents a secondary but still significant threat, 

operating through a quadratic speed-up in brute-force search that effectively reduces 

the security margin of symmetric cryptographic schemes [38];[39]. Unlike Shor’s 

algorithm, however, its impact does not necessitate complete algorithmic replacement 

but rather parameter adaptation. The continued viability of symmetric encryption 

schemes such as AES and hashing standards like SHA-2, therefore, depends on proactive 

adjustments, including increased key sizes and strengthened configurations [5];[9]. This 

creates a differentiated risk profile in which symmetric cryptography remains resilient 

but is conditional on timely upgrades. Delayed adaptation, particularly within legacy 

financial systems, introduces exploitable vulnerabilities and extends exposure to 

quantum-enabled attacks [40].  

 

A further layer of risk is introduced by “harvest-now, decrypt-later” (HNDL) attack 

strategies, in which adversaries capture encrypted financial data in the present with the 

intention of decrypting it once sufficiently powerful quantum capabilities become 

available [7]. This threat is particularly acute in the financial sector, where data such as 

customer identities, transaction histories, and contractual records are long-term 

sensitive, with confidentiality requirements that extend well beyond current 

cryptographic lifecycles. HNDL attacks, therefore, shift the threat landscape from 

immediate compromise to deferred exposure, reinforcing the urgency of early migration 

even in the absence of fully mature quantum computers. 
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At the same time, the review highlights an important counterpoint: quantum 

decoherence, which currently constrains the practical realization of large-scale quantum 

attacks. Decoherence, resulting from environmental noise and instability in quantum 

states-limits the reliability and scalability of quantum systems [41];[42]. While this 

introduces uncertainty into the timeline of quantum threat materialization, it should not 

be interpreted as a mitigating factor but rather as a temporary technological barrier. The 

coexistence of severe theoretical vulnerability and delayed practical realization creates 

a paradoxical risk environment, where financial institutions must act pre-emptively 

despite the absence of immediate large-scale quantum attacks. 

 

Taken together, these findings reveal a fundamentally asymmetric threat landscape. 

Public-key cryptography faces existential risk under quantum conditions, symmetric 

cryptography remains conditionally secure, and long-term data confidentiality is 

increasingly exposed through deferred attack models. This convergence of immediate, 

incremental, and latent threats underscores that quantum risk in financial systems is not 

a singular event but a multi-dimensional transformation, requiring coordinated, forward-

looking migration strategies that extend beyond purely technical mitigation to 

encompass governance, policy, and institutional readiness. 

 

2) RQ2. Which Post-Quantum Cryptography (PQC) and Quantum Key Distribution 

(QKD) approaches have been reported as feasible for adoption in financial sector 

systems? 

The review indicates that the feasibility of adopting post-quantum cryptography in 

financial systems is shaped not only by theoretical security guarantees but also by 

deployability in performance-sensitive, high-throughput environments. Among the 

evaluated approaches, lattice-based cryptography emerges as the most operationally 

viable pathway for near-term migration. Its dominance is driven by a convergence of 

factors, including advanced standardization under the NIST Post-Quantum Cryptography 

programme, mature security analysis, and relatively efficient performance on 

conventional hardware [43]. Algorithms such as CRYSTALS-Kyber and CRYSTALS-Dilithium 

are consistently identified as offering a favourable balance between security and 

efficiency, making them leading candidates to replace vulnerable public-key systems such 

as RSA and ECC [44]. This reflects a broader trend in which feasibility is determined less 
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by cryptographic strength alone and more by compatibility with existing financial 

infrastructures and system constraints. 

 

In contrast, hash-based signature schemes, while offering strong quantum-resistant 

guarantees grounded in well-established cryptographic primitives [45];[46], present 

notable limitations in practical deployment. Their large signature sizes and comparatively 

high computational costs introduce latency and bandwidth challenges, particularly in 

real-time financial applications where speed and scalability are critical [47]. As a result, 

the literature consistently positions these schemes as suitable for specialized use cases—

such as firmware or software integrity verification-rather than as comprehensive 

replacements for existing digital signature mechanisms. This illustrates a key tension 

between security robustness and operational efficiency, where theoretically strong 

solutions may be constrained by system-level performance requirements. 

 

Similarly, code-based cryptographic schemes, particularly those derived from the 

McEliece framework, demonstrate strong resistance to both classical and quantum 

attacks [48], [49]. However, their extremely large public key sizes pose a significant barrier 

to integration into financial systems characterized by constrained communication 

protocols and legacy infrastructure. Despite their cryptographic soundness, these 

limitations reduce their immediate attractiveness compared to more implementation-

friendly alternatives, reinforcing the importance of practical deployability in determining 

feasibility. 

 

Beyond PQC approaches, Quantum Key Distribution (QKD) is also explored as a potential 

quantum-safe solution, offering a theoretically secure key exchange based on quantum-

mechanical principles. However, its adoption remains limited due to infrastructure 

complexity, high deployment costs, and scalability constraints, particularly in 

geographically distributed financial networks. Consequently, QKD is more commonly 

positioned as a complementary solution for high-security communication channels rather 

than a primary cryptographic replacement. 

 

Taken together, these findings suggest that no single approach fully satisfies the security, 

performance, and integration requirements of financial systems. Instead, the literature 
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converges on hybrid cryptographic strategies that combine classical and post-quantum 

techniques as a transitional pathway. Such approaches enable financial institutions to 

maintain operational continuity while incrementally introducing quantum-resistant 

capabilities, reflecting a pragmatic balance between immediate feasibility and long-term 

security objectives. 

 

3) RQ3: What barriers hinder timely quantum-safe migration in the financial sector? 

The review reveals that barriers to quantum-safe migration are multi-dimensional, 

spanning technical, organizational, economic, and regulatory domains, and collectively 

constraining the pace and effectiveness of transition efforts within financial systems. 

Among these, technical barriers are the most prominent, reflecting the inherent 

complexity of deploying post-quantum cryptography (PQC) and quantum key distribution 

(QKD) in performance-sensitive, highly interconnected financial infrastructures. Key 

challenges include increased computational overhead, larger key sizes, latency 

implications, and interoperability issues between classical and post-quantum 

cryptographic components [50],[51],[52]. These constraints are amplified by the 

persistence of legacy systems, which remain tightly coupled to RSA and ECC-based 

architectures, making rapid replacement both technically risky and operationally 

disruptive [53]. The requirement for hybrid coexistence during transition further 

complicates system integration, as financial ecosystems rely on seamless interoperability 

across APIs, payment platforms, and interbank networks [54]. Consequently, technical 

feasibility is not solely a function of algorithm design but of system-wide compatibility 

and integration readiness. 

 

However, the dominance of technical constraints does not imply that migration is purely 

an engineering challenge. Organizational barriers introduce a critical human and 

institutional dimension, where shortages of specialized expertise, incomplete 

cryptographic inventories, and resistance to large-scale transformation impede progress 

[19] , [55]. Financial institutions, by design, prioritize stability and risk minimization, which 

can slow the adoption of disruptive security innovations [56]. This inertia is further 

reinforced by the limited availability of PQC-skilled professionals and the absence of 

sustained training and capacity-building initiatives [56];[57]. Effective migration, 

therefore, depends not only on technical solutions but also on leadership commitment, 
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change management strategies, and organizational alignment that support enterprise-

wide transformation [58].  

 

Economic constraints further complicate adoption by introducing cost-benefit 

uncertainties that discourage early investment. Migration to PQC entails a significant 

total cost of ownership (TCO), encompassing implementation, integration, maintenance, 

training, and potential operational disruption. In highly competitive financial 

environments, where budgets are constrained and prioritized toward initiatives with 

immediate returns, quantum-safe migration competes with other strategic investments 

such as digital transformation and regulatory compliance. Moreover, the return on 

investment (ROI) for PQC adoption is inherently indirect and long-term, as it is driven by 

the mitigation of future probabilistic threats rather than immediate performance gains 

[59]. This temporal disconnect between cost and benefit reduces institutional incentives 

for proactive migration. 

 

Regulatory and compliance barriers further reinforce this hesitation, as existing 

cybersecurity frameworks are largely designed around classical threat models and 

provide limited guidance on quantum-related risks [23]. The absence of clear regulatory 

mandates or enforcement mechanisms creates uncertainty, leading institutions to adopt 

a wait-and-see approach. At the same time, ongoing standardization efforts by bodies 

such as NIST and ETSI, while critical for long-term alignment, introduce transitional 

ambiguity due to evolving specifications and incomplete standards [50]. This regulatory 

uncertainty delays decision-making and limits coordinated action across the financial 

sector. 

 

Taken together, these findings indicate that an interplay of technical complexity, 

organizational readiness, economic feasibility, and regulatory clarity constrains quantum-

safe migration. The convergence of these barriers underscores that migration cannot be 

treated as a purely technological upgrade but must be approached as a coordinated 

socio-technical transformation. Addressing these constraints, therefore, requires 

integrated strategies that align technological innovation with institutional capacity, 

economic justification, and policy direction, ensuring that financial systems can transition 

effectively in the face of emerging quantum risks. 
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4) RQ4: What frameworks, roadmaps, or standards are there to support quantum-

resilient transition in the financial sector?  

The review indicates that quantum-resilient transition in the financial sector is currently 

guided more by evolving standards and strategic roadmaps than by fully mature, sector-

specific frameworks. Leading this effort are standardization bodies such as the National 

Institute of Standards and Technology (NIST) and the European Telecommunications 

Standards Institute (ETSI), which provide foundational guidance on post-quantum 

cryptographic selection, validation, and implementation [60]. These initiatives establish a 

critical baseline for algorithm standardization and interoperability; however, they remain 

largely technology-centric and do not fully address the operational complexities of 

financial-sector migration. 

 

Building on these standards, several studies propose structured migration roadmaps that 

emphasize staged, risk-managed transition processes. Common elements across these 

roadmaps include the development of comprehensive cryptographic inventories, capacity 

building through technical and governance upskilling, and the execution of controlled 

pilot deployments to test post-quantum solutions in real-world environments [61];[62]. 

This reflects a growing consensus that quantum-safe migration cannot be approached 

as a one-time replacement but must be embedded in existing system life cycles, enabling 

incremental adaptation and validation. 

 

However, a key insight emerging from the synthesis is the absence of fully integrated, 

sector-specific frameworks that simultaneously address technical implementation, 

organizational readiness, and regulatory alignment. Existing approaches tend to prioritize 

either cryptographic standardization or high-level strategic guidance, with limited 

integration across socio-technical dimensions. This fragmentation highlights a critical gap 

between standardization efforts and practical deployment requirements within financial 

systems, where interoperability, governance, and compliance considerations are tightly 

coupled. 

 

Consequently, the literature suggests that effective quantum-resilient transition requires 

a shift from isolated standards and roadmap-driven approaches toward integrated 

frameworks that align technical, organizational, and policy dimensions. Such frameworks 
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must support not only cryptographic migration but also institutional preparedness, risk 

governance, and regulatory coordination. This gap directly motivates the development of 

a unified, sector-oriented migration framework, positioning the present study’s 

contribution within the evolving landscape of quantum-safe transition strategies. 

 

5) RQ5. How are the post-quantum cryptographic solutions applied across different 

financial sector use cases? 

The review indicates that the adoption of post-quantum cryptography (PQC) solutions in 

the financial sector is increasingly framed as a proactive risk mitigation strategy to 

safeguard systems against current and future quantum-enabled threats. This shift 

reflects the recognition that widely deployed cryptographic mechanisms, particularly 

those underpinning authentication and key exchange, are vulnerable to quantum 

algorithms such as Shor’s and Grover’s, thereby exposing critical financial processes to 

long-term compromise. As a result, PQC adoption is not confined to isolated systems but 

is progressively embedded across core financial functions. 

 

In authentication and digital identity management, PQC is used to enhance the resilience 

of high-value targets, such as digital wallets, electronic Know Your Customer (e-KYC) 

platforms, and identity verification systems [63]. These environments require strong 

guarantees of integrity and non-repudiation, making them particularly sensitive to 

quantum threats. The literature highlights the use of modular and hybrid cryptographic 

architectures, which enable incremental integration of PQC into multi-factor 

authentication and onboarding processes without disrupting existing services [64]. This 

reflects a broader strategy to maintain operational continuity while transitioning to 

quantum-resistant mechanisms. 

 

In payment systems and financial transactions, PQC solutions are increasingly considered 

for integration into payment gateways and transaction routing infrastructures to ensure 

confidentiality and integrity under future threat models [65]. Given the real-time, high-

throughput nature of financial transactions, the feasibility of such integration depends 

on maintaining performance while enhancing security. In high-value or interbank 

contexts, Quantum Key Distribution (QKD) is explored as a complementary mechanism 

for secure key exchange, particularly where the sensitivity of transmitted data justifies 
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the associated infrastructure costs. This demonstrates a differentiated application 

strategy, in which more resource-intensive solutions are reserved for critical 

communication channels. 

 

The role of PQC is particularly pronounced in long-term data protection, where the risk 

of “harvest-now, decrypt-later” attacks necessitate forward-looking security measures. 

Financial institutions increasingly apply PQC to protect customer records, transaction 

histories, and contractual data, ensuring confidentiality over extended time horizons [66]. 

This extends beyond active systems to include archival and internal storage 

environments, reflecting a lifecycle-oriented approach to data security. 

 

Similarly, interbank communication and financial market infrastructure require secure, 

quantum-resistant communication channels to preserve system integrity and operational 

resilience.  The alignment of such applications with evolving standards from NIST and 

ETSI further reinforces the importance of maintaining secure communication protocols 

across interconnected financial ecosystems [66]. These developments highlight the 

growing interdependence between technical implementation and regulatory guidance. 

Finally, in digital contracts, signatures, and blockchain-based systems, PQC is applied to 

ensure the long-term validity and integrity of digital signatures, which are foundational 

to financial record-keeping and legal enforceability [65]. The threat of quantum-enabled 

forgery introduces significant risks to blockchain systems and distributed ledgers, 

necessitating the adoption of quantum-resistant signature schemes to preserve 

immutability and trust [67]. 

 

Collectively, these findings demonstrate that PQC adoption in the financial sector is not 

uniform but context-dependent, varying according to the sensitivity, performance 

requirements, and lifecycle of specific use cases. This results in a layered application 

model in which different cryptographic approaches are selectively deployed across 

authentication, transactions, data protection, and infrastructure systems. Such an 

approach reinforces the need for flexible, hybrid, and use-case-driven migration 

strategies that balance security, performance, and operational continuity in the transition 

toward quantum-resilient financial systems. 

 



Vol. 8, No. 2, April 2026 

 
 

Hillary Muzenda, Belinda Ndlovu | 1398 

3.10. Discussion of Gaps and Implications 

The synthesis of findings reveals that current research on quantum-safe cryptography 

in the financial sector remains fragmented, predominantly technology-driven, and 

insufficiently aligned with the socio-technical realities of large-scale cryptographic 

transition. While significant progress has been made in identifying quantum threats, 

evaluating post-quantum cryptographic (PQC) techniques, and outlining migration 

challenges, the literature lacks an integrated perspective that connects these dimensions 

into a coherent transition logic. 

 

A key gap emerges in the limited theoretical grounding of existing studies. As observed 

in the reviewed evidence, only a single study explicitly applied an established theoretical 

framework-specifically, the Technology–Organization-Environment (TOE) model-to 

assess post-quantum readiness, while most studies rely on technical simulations, 

algorithmic evaluations, or conceptual discussions. This over-reliance on technical 

perspectives results in an incomplete understanding of quantum-safe migration, which, 

in practice, is shaped not only by cryptographic feasibility but also by organizational 

capacity, governance structures, and regulatory environments. Consequently, existing 

approaches risk oversimplifying migration as a purely technical upgrade rather than a 

complex socio-technical transformation. 

 

Beyond theoretical limitations, the findings highlight a lack of integration across critical 

dimensions of quantum-safe transition. The results demonstrate that research tends to 

examine quantum threats, cryptographic solutions, migration barriers, and organizational 

readiness in isolation, without sufficiently explaining how these elements interact in real-

world financial systems. For example, while lattice-based cryptography is identified as 

the most feasible technical solution, its adoption is constrained by performance 

overheads, legacy infrastructure, and interoperability challenges. Similarly, migration 

barriers extend beyond technical issues to include organizational resistance, regulatory 

uncertainty, and cost constraints, yet these factors are rarely synthesized into a unified 

adoption pathway. This fragmentation limits the practical applicability of existing studies, 

as financial institutions require coordinated strategies that address technical, 

organizational, and regulatory dependencies simultaneously. 
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A further gap lies in the absence of lifecycle-oriented migration models grounded in 

empirical synthesis. Although several studies propose high-level roadmaps or recommend 

phased adoption, they do not provide structured, end-to-end transition frameworks that 

guide institutions from initial readiness assessment to full-scale deployment and 

continuous monitoring. As a result, there is limited clarity on how financial institutions 

should operationalize quantum-safe migration in practice, particularly in environments 

characterized by legacy systems, high transaction volumes, and stringent regulatory 

requirements. 

 

The review also identifies a disconnect between cryptographic innovation and 

institutional readiness. While advancements in PQC and QKD demonstrate strong 

theoretical security, their real-world deployment remains constrained by skills shortages, 

governance gaps, and limited regulatory direction. This imbalance highlights a critical gap 

between technological development and operational adoption, suggesting that existing 

research does not adequately address the institutional conditions required for successful 

migration. 

 

Collectively, these gaps indicate that current literature does not provide a sufficiently 

integrated, theory-informed, and implementation-oriented approach to quantum-safe 

transition in the financial sector.  Studies with weaker alignment were primarily used to 

contextualize broader trends rather than to inform sector-specific migration conclusions. 

In response, this study proposes a two-stage conceptual contribution. First, a Post-

Quantum Cryptography Readiness Migration Model is developed to address challenges in 

early-stage assessment and preparedness. Second, a broader Quantum-Safe Migration 

Framework is introduced to extend this into a full lifecycle transition process, integrating 

strategy, implementation, validation, and continuous monitoring. These complementary 

models provide a unified pathway that bridges the gap between technical feasibility and 

organizational deployment, thereby addressing the limitations identified in existing 

research. 

 

3.11. Post-Quantum Cryptography Readiness Migration Model 

The gaps identified in the previous section highlight the lack of structured approaches 

for assessing organizational preparedness before the quantum-safe transition. In 
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response, this study proposes a Post-Quantum Cryptography (PQC) Readiness Migration 

Model (Figure 8), which focuses on the pre-migration phase of quantum-safe 

transformation. The model addresses the critical need for institutions to understand their 

current cryptographic exposure, operational constraints, and institutional capacity before 

undertaking large-scale migration. The proposed framework should be interpreted as a 

synthesis-driven conceptual model rather than a prescriptive standard. Given the 

evolving nature of post-quantum technologies and the limited availability of large-scale 

empirical deployments, the framework provides a structured foundation for guiding 

transition efforts but requires validation through future empirical and industry-based 

implementations. 

 

Table 5. Alignment of Codes, Themes, and Framework Components 

Code Example Theme Framework Component 

RSA/ECC vulnerability, HNDL risk Quantum Threats Risk 

PQC performance, algorithm selection Cryptographic feasibility Technical 

Legacy systems, interoperability issues Migration Barriers Operational 

Regulation, policy, skills readiness Governance Readiness Governance 

 

Figure 8 and 9 present the resulting frameworks derived from this transformation 

process, illustrating how the identified themes are operationalized into structured 

readiness and migration components. 

 

 
Figure 8. PQC Readiness Migration Model 

 

Unlike existing approaches that prematurely emphasize implementation, the proposed 

readiness model recognizes that financial institutions operate in complex environments 

characterized by legacy infrastructure, regulatory obligations, and performance-sensitive 
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systems. As such, migration cannot begin without a comprehensive assessment of 

cryptographic dependencies and system vulnerabilities. 

 

The model is structured around five interrelated readiness components. First, 

cryptographic inventory and asset discovery establish visibility into existing 

cryptographic assets, including RSA and ECC dependencies embedded within financial 

systems. This stage directly responds to findings on hidden exposure risks and the 

prevalence of legacy systems. Second, risk and asset lifetime analysis evaluates the 

sensitivity and longevity of protected data, particularly in the context of “harvest-now, 

decrypt-later” threats, thereby ensuring the prioritization of high-risk assets. Third, 

algorithm suitability and performance benchmarking assess the feasibility of PQC 

alternatives under real-world constraints such as latency, throughput, and storage 

overhead, reflecting the trade-offs identified in results. Fourth, regulatory alignment and 

governance readiness ensure that migration planning is consistent with emerging 

standards such as NIST and ETSI, while also addressing institutional governance capacity. 

Finally, pilot testing and validation enable controlled experimentation of PQC solutions 

within operational environments before full-scale deployment. Importantly, the readiness 

model does not prescribe migration itself but rather establishes the conditions under 

which migration becomes feasible and sustainable. This distinction is critical, as it 

separates assessment from execution, thereby reducing the risk of premature or poorly 

coordinated transitions. In doing so, Figure 8 provides a structured foundation that 

prepares financial institutions for the subsequent migration process. 

 

The development of the PQC Readiness Migration Model was not prescriptive but 

inductively derived from the synthesis of evidence across the included studies, 

particularly those addressing cryptographic exposure, migration constraints, and 

organizational preparedness. The model consolidates recurring elements identified in 

results, including asset visibility, risk prioritization, performance feasibility, and 

governance alignment, into a structured pre-migration assessment logic. However, it is 

important to emphasize that readiness is inherently context dependent. Financial 

institutions vary significantly in terms of infrastructure maturity, regulatory obligations, 

and operational scale. As such, the model should be interpreted as a guiding structure 
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rather than a one-size-fits-all solution, requiring adaptation to institutional and 

jurisdictional contexts. 

 

3.12. Integrated Quantum-Safe Migration Framework 

While the readiness model addresses pre-migration preparedness, it does not capture 

the full lifecycle of quantum-safe transition. To bridge this gap, this study advances a 

Quantum-Safe Migration Framework (Figure 9), which extends the readiness model into 

a comprehensive, end-to-end transition process. The proposed Quantum-Safe Migration 

Framework was systematically constructed through cross-sectional synthesis of the 

review findings, integrating four key evidence domains: (i) quantum threat 

characterization, (ii) cryptographic feasibility and performance trade-offs, (iii) migration 

barriers and organizational readiness constraints, and (iv) emerging standards and 

migration roadmaps. Rather than introducing new constructs, the framework reorganizes 

empirically observed patterns into a coherent lifecycle structure, thereby addressing the 

fragmentation identified in existing literature. 

 

The relationship between Figure 8 and Figure 9 is therefore sequential and 

complementary. Importantly, the readiness model is diagnostic in nature, focusing on 

assessing cryptographic exposure, institutional capacity, and preparedness conditions 

prior to transition. The migration framework is execution-oriented, guiding the lifecycle 

process of strategy formulation, implementation, and continuous governance. The 

readiness model provides the diagnostic foundation, while the migration framework 

operationalizes it into a structured implementation pathway. Together, they form a 

unified transition architecture that moves from assessment to execution and continuous 

governance. The framework is organized into four iterative stages. The first stage, threat 

and readiness assessment, builds directly on the outputs of the readiness model, 

incorporating cryptographic inventories, risk prioritization, and institutional preparedness 

into a consolidated decision base. This ensures that migration decisions are evidence-

driven rather than reactive. 

 

The second stage, strategy formulation and planning, defines migration pathways based 

on organizational context. This includes selecting PQC algorithms, identifying hybrid 

cryptographic strategies, and aligning with regulatory and operational requirements. The 
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emphasis on hybrid approaches reflects the consistent finding that full replacement is 

neither feasible nor desirable in the short term, particularly in high-throughput financial 

systems. 

 

 
Figure 9. Quantum-Safe Migration Framework 

 

The third stage, implementation and transition, focuses on the gradual deployment of 

quantum-safe solutions. This includes infrastructure upgrades, system integration, and 

coexistence of classical and post-quantum cryptographic mechanisms. The phased nature 

of this stage directly addresses technical, organizational, and economic barriers identified 

in Section 3.5, ensuring minimal disruption to critical financial operations. The final stage, 

validation, monitoring, and continuous governance, ensures that deployed solutions 

remain effective over time. This includes performance testing, security validation, 

compliance auditing, and continuous monitoring of emerging quantum threats. Given the 

evolving nature of both quantum computing and cryptographic standards, this stage 

reinforces the need for adaptive governance rather than static implementation. 

 

A key contribution of the framework lies in its integration of technical and organizational 

dimensions into a single transition logic. Unlike prior models that focus primarily on 
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algorithmic replacement, the proposed framework explicitly incorporates governance 

structures, regulatory alignment, and institutional capacity as core components of 

migration. This reflects the broader finding that quantum-safe transition is inherently 

socio-technical and cannot be achieved solely through technological change. 

Furthermore, the framework adopts a nonlinear, iterative perspective, recognizing that 

financial institutions may revisit earlier stages as new threats, standards, or operational 

constraints emerge. This adaptability is essential in environments characterized by 

uncertainty in quantum timelines and evolving standardization processes. 

 

Taken together, Figure 9 operationalizes the insights from this review into a coherent, 

lifecycle-oriented framework that guides financial institutions from readiness 

assessment to sustained quantum-safe operation. When combined with the readiness 

model in Figure 8, the proposed approach resolves the fragmentation identified in 

existing literature by providing a clear, structured, and empirically grounded pathway for 

quantum-safe migration in the financial sector. 

 

While the framework provides a structured pathway for quantum-safe migration, its 

application must be approached with caution. The findings of this review reflect an 

evolving research landscape characterized by ongoing standardization efforts, limited 

large-scale implementations, and uncertainty about quantum computing timelines. 

Consequently, the framework should not be interpreted as a fixed implementation 

blueprint but rather as an adaptive governance and migration guide. In practice, financial 

institutions will need to tailor the framework based on their risk appetite, regulatory 

environment, and technological capabilities. Furthermore, as post-quantum standards 

mature and new empirical evidence emerges, elements of the framework may require 

refinement. This reinforces the need for iterative adoption, continuous validation, and 

governance-driven adaptation, rather than static implementation. 

 

3.13. Implications for Theory, Practice, and Policy 

The findings of this study have important implications that extend beyond descriptive 

synthesis, particularly in advancing how quantum-safe migration is conceptualized, 

operationalized, and governed within financial sector environments. From a theoretical 

perspective, this study contributes by reframing quantum-safe migration as a socio-



Vol. 8, No. 2, April 2026 

 
 

1405 | Post-Quantum Migration in the Financial Sector: A Systematic Review of ….. 

technical transformation rather than a purely cryptographic problem. The existing 

literature predominantly emphasizes algorithmic resilience and performance evaluation, 

often overlooking the organizational and governance dimensions that shape real-world 

adoption. By integrating insights across quantum threats, cryptographic feasibility, 

migration barriers, and governance readiness, this study advances a more holistic 

perspective that aligns with socio-technical and technology adoption theories. In 

particular, the limited application of formal theoretical models such as the Technology–

Organization–Environment (TOE) framework-highlights a critical gap in current research, 

which this study begins to address by embedding organizational and environmental 

considerations into the proposed models. This positions quantum-safe migration within 

a broader theoretical discourse on digital transformation, risk governance, and 

infrastructure resilience. 

 

From a practical perspective, the study provides actionable guidance for financial 

institutions navigating the transition toward quantum-safe systems. The findings 

demonstrate that migration cannot be approached as a direct replacement of 

cryptographic algorithms, but rather requires phased, risk-informed, and hybrid 

strategies. The dominance of lattice-based cryptography reflects its practical feasibility; 

however, performance trade-offs, interoperability constraints, and legacy system 

dependencies necessitate incremental adoption. The proposed readiness model (Figure 

8) enables institutions to assess cryptographic exposure, prioritize high-risk assets, and 

evaluate institutional preparedness prior to implementation. Building on this, the 

migration framework (Figure 9) offers a structured pathway for executing transition 

strategies while maintaining operational continuity. Importantly, identifying 

organizational and economic barriers underscores the need to invest in cryptographic 

expertise, system modernization, and change management processes rather than relying 

solely on technological upgrades. 

 

From a policy and regulatory perspective, the study highlights the critical role of 

governance and standardization in shaping quantum-safe adoption. The reliance on 

emerging standards from organizations such as NIST and ETSI underscores the 

importance of coordinated regulatory direction; however, the findings indicate that 

uncertainty around standardization timelines and limited regulatory guidance continue 
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to delay institutional commitment. This suggests that policymakers must move beyond 

high-level recommendations toward clear, sector-specific guidance on migration 

timelines, compliance expectations, and risk management practices. Furthermore, the 

uneven global distribution of research and preparedness raises concerns about 

disparities in quantum readiness, particularly for developing financial systems that may 

lack the resources to implement advanced cryptographic solutions. Addressing this 

imbalance will require collaborative efforts among regulators, industry bodies, and 

international standardization organizations to ensure inclusive, globally aligned quantum-

safe strategies. 

 

Finally, the study carries important implications for future research and methodological 

development. The identified gaps highlight the need for more empirically grounded 

studies that examine large-scale implementation of PQC and QKD in operational financial 

environments. Future work should also prioritize integrating theoretical frameworks, 

conducting longitudinal evaluations of migration strategies, and developing performance 

benchmarks that reflect real-world constraints in the financial system. In addition, the 

evolving nature of quantum threats and cryptographic standards calls for adaptive 

research approaches that continuously reassess the effectiveness of proposed solutions 

over time. 

 

3.14. Limitations and Future research direction 

This study is subject to several limitations that should be considered when interpreting 

the findings. First, although the review followed a PRISMA-guided approach, the analysis 

was limited to studies retrieved from selected databases, potentially excluding relevant 

work published in other sources or emerging industry reports. Given the rapidly evolving 

nature of quantum computing and post-quantum cryptography, some recent 

developments—particularly in standardization and real-world deployments—may not yet 

be fully captured in the academic literature. 

 

Second, the study relies on secondary data from published research, which varies in 

methodological rigour, scope, and contextual focus. While quality assessment procedures 

were applied, the heterogeneity of included studies introduces variability in how findings 

can be interpreted and synthesized. In particular, the limited number of empirical, large-
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scale implementation studies in the financial sector constrains the ability to draw 

definitive conclusions about operational performance and real-world feasibility of 

proposed solutions. 

 

Third, the proposed readiness model and migration framework are conceptual and 

synthesis-driven, rather than empirically validated through case studies or experimental 

deployment. Although they are grounded in patterns identified across the reviewed 

literature, their applicability may vary across different institutional contexts, regulatory 

environments, and technological infrastructures. As such, they should be interpreted as 

adaptive guiding structures rather than fixed implementation models. 

 

These limitations provide several avenues for future research. There is a clear need for 

empirical validation of quantum-safe migration strategies through case studies, pilot 

implementations, and longitudinal evaluations within financial institutions. Future studies 

should examine how PQC and QKD solutions perform under real-world constraints, 

including transaction throughput, latency, interoperability, and integration with legacy 

systems. In addition, further research should focus on developing and testing 

theoretically grounded models that incorporate organizational, technological, and 

environmental dimensions of quantum-safe adoption. The application of frameworks 

such as TOE, diffusion of innovation, and socio-technical systems theory can provide 

deeper insights into adoption dynamics beyond purely technical considerations. 

 

Future work should also explore the economic and strategic dimensions of migration, 

including cost–benefit analyses, return on investment, and prioritization strategies for 

phased implementation. Given the long-term and uncertain nature of quantum threats, 

understanding how institutions justify and sequence investments in quantum-safe 

technologies remains a critical research gap. Finally, there is a need for further research 

on policy and regulatory alignment, particularly in developing regions where quantum 

readiness remains limited. Comparative studies examining regulatory approaches, 

standardization efforts, and institutional preparedness across different jurisdictions can 

contribute to more globally inclusive and coordinated quantum-safe strategies. 
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4. CONCLUSION 

 

This study provides a sector-focused synthesis of quantum threats, post-quantum 

cryptographic solutions, and migration challenges in financial systems, highlighting that 

the quantum-safe transition extends beyond algorithm replacement to a broader socio-

technical transformation. The findings indicate that while lattice-based cryptography 

offers a practical near-term pathway, effective migration is constrained by legacy 

infrastructure, organizational readiness, and regulatory uncertainty. The study 

contributes a two-stage conceptual approach comprising a readiness assessment model 

and a lifecycle-oriented migration framework, which together support more structured 

transition planning. In practice, this suggests that financial institutions should prioritize 

early assessment of cryptographic exposure and adopt phased, hybrid migration 

strategies aligned with operational and regulatory conditions. A key limitation of this 

review is its reliance on existing literature with limited large-scale empirical validation in 

financial environments. Future research should focus on empirical evaluation of 

quantum-safe migration strategies in real-world financial systems to assess 

performance, scalability, and governance implications. 
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